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Over the past several years there has been an increasing interest in windowing systems and
security. Most of this interest has been in security aspects of the X Window System!, while

there has been some work in policy issues for windowing and in windowing systems other than
X.

Because X is a network protocol, it is susceptible to many types of attack foreign to other
windowing systems. Additionally, X was designed without concern for security: the X designers
frequently state that X provides (graphical) “mechanism without policy”, but in the area of
security, X provides “policy without mechanism.”

Much of the interest in security has come from the government community, in particularly in
the form of Compartmented Mode Workstations (CMWSs). The commercial world is increas-
ingly sensitive to issues of authentication in X, and to a lesser extent issues of audit and access
control to X resources.

This bibliography lists articles and publications addressing both government and commercial
security concerns. The author welcomes additions and corrections to this list at any of the
addresses listed above.?

*This paper was originally published in The X Resource, 4(1), 103108, 1992.

1X Window System is a trademark of the Massachusetts Institute of Technology.

2Copyright 1992 by Jeremy Epstein. Permission is granted to make unlimited copies of this document for
any purpose and without fee, provided that the above copyright notice and this permission notice is retained
on all copies.



Title word cross-reference

-or- [7].
Applications [11]. Approach [16]. Architecture [3]. Architectures [19)].
B1 [24]. B3 [9]. based [3]. Building [7].

Cautionary [14]. Certifiable [24]. CMW [11]. Comparison [19]. Compartmented [12].
Concurrent [16]. Criteria [12]. Cut [17].

Downgrading [14]. draft [20].

Enhancements [2]. Evaluation [12]. Evolution [10].

Free [22].

Generic [1].

Heterogeneous [16]. High [25].

Image [14]. INsecure [20]. Interoperability [19]. Issues [7].
Labeling [6]. Less [20]. level [15]. LInX [20].

Mach [5]. Microsystems [20]. Mode [12]. Multi [24]. Multi-Level [24].
Multilevel [15, 3].

Note [14].

Operating [24].

Paste [17]. Policies [6]. Policy [22]. Policy-Free [22]. Protocol [22]. Prototype [6].
Reconciling [11]. Requirements [1].

Secure [4]. Security [1]. Server [5]. Single [15]. Single-level [15]. Sun [20].
Supporting [16]. System [21, 1]. Systems [4, 8].

Terminal [15]. Those [11]. Trusted [7, 5]. Trusting [7].

UNIX [4]. unpublished [20].



Version [12]. Virtual [16].
Window [4, 1]. Windowing [16]. Windows [2]. Workstation [12]. Workstations [25].

X [1]. X11 [3]. X11-based [3].
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