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NAME
bibtosql — comert BibTeX database files to SQL (Structured Query Language) database files
SYNOPSIS
bibtosql [- —author]
[- —creatd]
[- —databasedbnamé
[~ —help]
[-—sever [ MySQL | psql | PostgreSQL | SQLife ]
[- —version]
<infileor bibfilel bibfile2 bibfile3...
> outfile
DESCRIPTION

bibtosqgl corverts BBTEX database files to a format suitable for populating an SQL (Structured Query Lan-
guage) relational database where most of the common bibliggeaply keys (author , title |, pub-

lisher , year , etc.) areSQL table columns. The originaliEBIpX entries are also recorded in the
database tables as thetry column.

The acronym SQL is commonly pronounced either as it is spelfsdc(ie €)| or like the namesequel

SQL is defined in seral national, ggeernment, international, and industry standards, including ANSI
(X3.168-1989, X3.135-1992, 9579-2-1993, 9075-3-1995, and 9075-4-1996), FIPS (127:1990, 127-2:1993,
193:1995), ISO/IEC (9075:1987, 9075:1989, 9075:1992, 9075:2003, and 13249:2007), and X/Open (CAE
1994). Maly 2008-vintage SQL systems claim conformance to most of the 1992 ISO Standard.

The data coversion provided byibtosql gives access to the fast and powerful search and displaiities
of modern relational database technology withouingi up the cowmenience of simple bibliographic e
files that can be prepared manually or with the help of other bibliographic software.

In addition, since SQL databases are in wide use, and masphaerful data-cowmersion facilities, haing
bibliographic data accessible through an SQL interface may facilitate itsrsimm to other bibliographic
formats, without the need to handlsB:X files directly.

The companiorbibsgl(1) utility provides a cowenient interface to the SQL database, hiding the unimpor
tant details of he the SQL client program is started, and where its data are located in the filesystem or
elsewhere on the network.

OPTIONS

Command-line options may be abbreviated to a unique leading prefix, and lettereztstgsificant.

The leading Wiphen that distinguishes an option from a filename may be doubled, for compatibility with
GNU and POSIX corentions. Thus;-a, —author and——author are equiaent.

—-author Display an author credit astdout and then terminate with a success return code.

—-—create  Output leading SQL commands to deletg existing data, and create am8I1BTEX table for
key/value searchingWithout this option, output consists only of commands for addimg ne
records to an existing database.

- —databasename of BBTeX database
Specify the name to be used for the database in the SQL system. The defaulthibtee is

This option exists primarily for experimentation, and should rarely be needed.

——help Display a help message atdout giving a usage description, similar to this section of the
manual pages, and then terminate with a success return code.

——sewver [ MySQL | psql | PostgreSQL | SQLite ]
Select the database server type for which input is to be prepared (dafLite.

The namepsqlis an alias folPostgreSQL. snce the former is the name of the client program
on mary systems.
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The name may be abbreviated ty anique leading prefix, and its lettercasenct signifi-
cant.

Although the input formats of the supported SQL systems are sitthieae are important
small differences that meakt imperatve o identify the target system.

—-version Display the program version number and release datgtdwutand then terminate with a
success return code.

-- Terminate options. All remaining arguments are treated as filenames.

DETAILED DESCRIPTION
In order to keep the data-a@nsion task as simple as possiliéytosgl assumes that theidBIpX input
files hare been standardized, either manually more easily with the help ofbibclean(1). In particular,
bibtosqgl assumes the following ceentions:

» Comment lines bgin with a percent in the first column, and can be discarded for the purposes of the
database camrsion.

» BIBTEX entries begin with an @ character in column 1, immediately followed by a document type, an
open brace, a citation label, and a comma.

» Keyl/value pairs start on separate lines, and the value is a quoted stringgfbilg a comma. Thealue
string may span multiple lines, but it must start on the same line as\th&he quoted string may be
replaced by a single name of 8B=X @String{..} definition.

» BIBTEX entries end with a single close brace at the beginning of a line.
Any BIBTEX line may optionally hee trailing whitespace, which is ignored.

These coventions are most easily illustrated byarwmple examples, one fictional, and one real:

@Book{Jones:2008:GGE,
author = "Terry Jones",
title = "Gnat and Gnu Entozoology",
publisher = "The National Zoo Press",
address = "Washington, DC, USA",
pages = "Xx + 723",
year = "2008",
ISBN = "0-9999999-9-0",
ISBN-13 = "978-0-9999999-9-8",

}

@Article{Boyer:2002:MEW,
author = "R. S. Boyer and W. Feijen and D. Gries and

C. A. R. Hoare and J. Misra and J. Moore
and H. Richards",

title = "In memoriam: {Edsger W. Dijkstra}
1930--2002",

journal = j-CACM,

volume = "45",

number = "10",

pages = "21--22",

month = oct,

year = "2002",

CODEN = "CACMAZ2",

ISSN = "0001-0782",

bibdate = "Wed Sep 3 17:06:29 MDT 2003",

bibsource = "http://www.acm.org/pubs/contents/journals/cacm/",

acknowledgement = ack-nhfb,
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BIBTEX can process a compressed entry of the form
@Book{Jones:2008:GGE,author={Terry Jones} title=
{Gnat and Gnu Entozoology},publisher={The Zoo Press},
address={Washington,DC,USA},pages={xx + 723},
year={2008},ISBN={0-9999999-9-0},ISBN-13={978-0-9999999-9-8}}
but bibtosgl and most other simplelBTeX tools cannot.

The output obibtosql consists of optional SQL commands to create a databaseyddlloy a transaction
block that contains zero or more SQL commands to insert data into the database in eith¢atdésyone
for document entries, and the other foB B=X @String{key = value} definitions. Thedlata comer-
sion provided bybibtosqgl is much faster than the loading of the wated data into the SQL database sys-
tem, but each task needs to be done only once, as long as the database input format is n@uddsered.
guent changes to theEpX data can be cwerted bybibtosqgl and entered into an SQL databasevipre
ously created with input from that tool, without having to recreate the entire database.

Once the SQL database igagable, starting the SQL program and issuing queries is velaijuick, and
search responses can be produced in a fraction of a second on modern personal and office ceamputers, e

for a database with a million or so entries.

The database creation is initiated by an input block that might look somettanigidik
CREATE TABLE bibtab (

Version 0.09

authorcount INTEGER,
editorcount INTEGER,
pagecount INTEGER,
bibtype TEXT,
filename TEXT,
label TEXT,
author TEXT,
editor TEXT,
booktitle TEXT,

title TEXT,
crossref TEXT,
chapter TEXT,
journal TEXT,
volume TEXT,
type TEXT,
number TEXT,

institution TEXT,
organization TEXT,

publisher TEXT,
school TEXT,
address TEXT,
edition TEXT,
pages TEXT,
day TEXT,
month TEXT,
monthnumber TEXT,
year TEXT,
CODEN TEXT,
DOI TEXT,
ISBN TEXT,
ISBN13 TEXT,
ISSN TEXT,
ISSNL TEXT,
LCCN TEXT,
MRclass TEXT,
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MRnumber TEXT,
MRreviewer TEXT,

bibdate TEXT,
bibsource TEXT,
bibtimestamp TEXT,
note TEXT,
series TEXT,
URL TEXT,
abstract TEXT,
fjournal TEXT,

keywords TEXT,
language TEXT,

remark TEXT,
subject TEXT,
TOC TEXT,
ZMnumber TEXT,
acknowledgement TEXT,
advisor TEXT,

affiliation TEXT,
affiliationaddress TEXT,
ajournal TEXT,
annote TEXT,
articleno TEXT,
authordates TEXT,
bookDOI TEXT,
bookURL TEXT,
bookpages TEXT,
classcodes TEXT,
corpsource  TEXT,
editordates TEXT,
howpublished TEXT,
journalURL  TEXT,
journalabr  TEXT,

key TEXT,
onlinedate  TEXT,
reviewer TEXT,
subjectdates TEXT,

thesaurus TEXT,
treatment TEXT,
ZMclass TEXT,
issue TEXT,
rawabstract TEXT,
rawauthor TEXT,

rawbooktitle TEXT,
raweditor TEXT,
rawnote TEXT,

rawtitle TEXT,
shortTOC TEXT,
rawshortTOC TEXT,

rawTOC TEXT,
ORCID TEXT,
entry TEXT NOT NULL UNIQUE
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CREATE TABLE namtab (
name TEXT NOT NULL UNIQUE,
count INTEGER

);

CREATE TABLE strtab (

key TEXT,
value TEXT,
entry TEXT  NOT NULL UNIQUE

);
The ley values are mostly character strings, and therlames are\ailable for use in subsequent searches
in the database. The lettercase ey kames is not significant. The values are of tJjgXT, a character
string type that holds at least 65,535 characters on all supported SQL databases. As described later
MySQL requires a following parenthesized length field.

The key ramesauthor throughZMnumber are gien in the CREATEcommand in the order chosen by
biborder (1), which is similar to that of the field order in wentional publication and reference list§hat
order has no significance for either searching or database efficienc

While most of the &y rames in thebibtab table are standard ones inBBgX, a fev are not. Thg
include

» CODENChemical Abstract€ODE Namedor serial publications).

» DOI (Digital Object Identifier aunique and permanemiame for the master cppf an dectronic docu-
ment). If it does not look lik a Internet URL, cowert it to one by prefixing it with
http://dx.doi.org/

* ISSN (International Standat Serial Number eight digits, optionally written as twgroups of four dig-
its separated by a hyphen).

» |ISBN (old-style International Standat Book Number 10 dgits, the last of which may b or x).
Optional hyphens separate it into four digit groups that define the country or language, pudolcgher
numberand a final check digit for error detection.

* ISBN13 (new-style (since 2007International Standat Book Number13 dgits, the last of which may
be X orx). Thiscontains the old ten-digit ISBN, with amrefix of 978- , and a revised check digit.
When the supply of unused ISBNs is exhaustedwapnefix 979- will be assigned, and such numbers
will then not be cowertible to the old ten-digit form.

» LCCN(US Library of Congress CataipNumber), used for book identification at matJS libraries,
and at some libraries in other countries.

* MRclass (list of American Mathematical Societlath Reiewsfive-character subject classification
codes).

*  MRnumber(Math Reviewslatabase number).
» ajournal (abbreviated journal name).
» articleno (article number).

* bibdate (Unix date(1) string in the formatSat Oct 25 20:15:00 MDT 2008 or Sat Oct
25 20:15:00 2008 ; it records a timestamp of the last significant change to 81B=B entry data).

» bibsource (arbitrary text indicating source(s) of bibliographic data, often as a list of Internet URLs
or 23950 library catalog addresses).

* bibtimestamp  (alternate representation lbibdate value in the form2008.10.25 20:15:00
MDT for which lexicographic sort order is also time order).

* URL(InternetUniform Resource Locator(8)r retrieval of an dectronic form of the document).

Version 0.09 8 February 2019 5



BIBTOSQL(1) BIBTOSQL(1)

* remark (additional commentary about the entry that is not intended to be included in a typeset refer
ence list).

» subject (subject classification phrases).

» TOC(table of contents of the publication).

» ZMclass (European Mathematical Sociefgitschrift fuer Mathematikubject classification codes).
» ZMnumber (European Mathematical Sociefgitschrift fuer Mathematiklatabase number).

In bibtosgl, we follow the common SQL practice that indeterminate, unknown, or unset values are output
as NULL, so as to facilitate their exclusion in later searches.

The NOT NULL attribute on theentry  key requires that column to be supplied in each row: it is the only
mandatory rar entry.

The UNIQUEsattribute on theentry  key ensures that only one distinct gopf each BBTEX entry is stored
in the databaseyen when identical copies are present in the input stream. That situation is common, since
BIBTEX entries are often copied between files and shared between users.

For PostgreSQL and SQLite, theEEXT type can represent a string ofyasize. For MySQL, that type must
be followed by a parenthesized typical length: we use (32767). If that length is too small, long strings are
arbitrarily, and silently truncated.

The data-insertion block looks &khis:
BEGIN TRANSACTION;
.1 NSERT commands go here. .
COMMIT;

This allovs the database system to delay committing the input to permanent database storage until all of the
input has been processed successfllllgy eror since the start of the transaction causes the entire batch of
updates to be discarded.

A single insertion command might look &khis:
INSERT INTO bibtab

(authorcount, editorcount, pagecount, bibtype, filename, label,
author, editor, booktitle, title, crossref, chapter, journal, volume,
type, number, institution, organization, publisher, school,
address, edition, pages, day, month, monthnumber, year, CODEN,
DOI, ISBN, ISBN13, ISSN, ISSNL, LCCN, MRclass, MRnumber, MRreviewer,
bibdate, bibsource, bibtimestamp, note, series, URL, abstract,
fiournal, keywords, language, remark, subject, TOC, ZMnumber,
acknowledgement, advisor, affiliation, affiliationaddress,
ajournal, annote, articleno, authordates, bookDOI, bookURL,
bookpages, classcodes, corpsource, editordates, howpublished,
journalURL, journalabr, key, onlinedate, reviewer,
subjectdates, thesaurus, treatment, ZMclass,
issue,
rawabstract, rawauthor, rawbooktitle, raweditor, rawnote, rawtitle,
shortTOC, rawshortTOC, rawTOC, ORCID,
entry)
VALUES (
NULL,
5,
NULL,
'book’,
'foo2.bib’,
'Goossens:2008:LGC,
NULL,
'Michel Goossens and Frank Mittelbach and Sebastian Rahtz and Denis Roegel and Herbert VVoss
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NULL,

'The LaTeX Graphics Companion’,
NULL,

NULL,

NULL,

NULL,

NULL,

NULL,

NULL,

NULL,

‘pub-AW’,

NULL,

‘pub-AW:adr’,

'Second’,

NULL,

NULL,

NULL,

NULL,

'2008’,

NULL,

NULL,

'0-321-50892-0 OR 0321508920’,
'978-0-321-50892-8 OR 9780321508928,
NULL,

NULL,

'Z253.4.L.38G663 2008,

NULL,

NULL,

NULL,

"Thu Sep 20 12:02:17 MDT 2007’,
"http://www.math.utah.edu/pub/tex/bib/master.bib; z3950.bibsys.n0:2100/BIBSYS’,
'2007.09.20 12:02:17 MDT’,
NULL,

'Addison-Wesley series on tools and techniques for computer typesetting’,
NULL,

NULL,

NULL,

NULL,

NULL,

NULL,

NULL,

NULL,

NULL,

'ack-nhfb’,

NULL,

NULL,

NULL,

NULL,

NULL,

NULL,

NULL,

NULL,

NULL,

NULL,
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NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
'Michel Goossens and Frank Mittelbach and Sebastian Rahtz and Denis Roegel and Herbert Vo{\:
NULL,
'The {\LaTeX} Graphics Companion’,
NULL,
NULL,
NULL,
NULL,
@Book{Goossens:2008:LGC,
editor = "Michel Goossens and Frank Mittelbach and Sebastian
Rahtz and Denis Roegel and Herbert Vo{\ss}",
title = "The {\LaTeX} Graphics Companion",
publisher = pub-AW,
address = pub-AW:adr,
edition = "Second",
year = "2008",
ISBN = "0-321-50892-0",
ISBN-13 = "978-0-321-50892-8",
LCCN = "Z2253.4.L.38G663 2008",
bibdate = "Thu Sep 20 12:02:17 MDT 2007",
bibsource = "http://www.math.utah.edu/pub/tex/bib/master.bib;
23950.bibsys.n0:2100/BIBSYS",
series = "Addison-Wesley series on tools and techniques for

computer typesetting”,
acknowledgement = ack-nhfb,
y
);
Long lines hae keen wrapped with a backslashatiae for display purposes here; such wrapping is absent
from the program output.

ThelSBN andISBN13 values are augmented witlyphen-free book numbers. Although the hyphen posi-
tions are well defined, tigeare usually unpredictable to humans, and may be incorrect in hand-produced
bibliographic data. The hyphen-free form provides another way to find them in searches.

The INSERT statement is clearly verbose, and somewhdinard and error-prone because of the separa-
tion of keys from their values, but that matters little for a computer program. When all fields sigegdro

in the expected ordethe parenthesized list ok rames can be omitteddowever, bibtosql intentionally
includes the & rames to ensure compatibility of its output file with databases created by future versions of
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the program that might define additional columns.

Manual insertions later can provide data for subseteysf, lary that are omitted simply acquire NULlal
ues.

Exceptin the \alue of theentry key, consecutie whitespace is reduced to a single spag¥,macros are
simplified or remwed, and EX accents and braces are stripped froey kalues. Thatorvention males
specification of search strings foeykvalues easierThus, to search fdPaul Erd{\H{o}}s , use the
pattern%P%Erdos%in the author or editor columns. ® find documents witf\TeX}book or
\TeX{}book or\TeX book in their titles, use the pattefiitexbook%. Search patterns are described
in theSQL SEARCH TUTORIAL section of the manual pages fobsql(1).

SQLite SERVER SETUP
SQLite is the simplest of the databases supportedibipsql and bibsqgl(1). The same program,
sglite3(1), acts as both a client and a serend thus, the database must reside on the same system as the
client. Therels no data protection other than thatypded by the host filesystem. In contrast to the com-
plex access controls of client/server database systems, with SQLite, no specialuilsgregrare needed to
create or use an SQLite database.

SQLite is an excellent system for usera/ne databases to learn about, and experiment with, SQL.

The SQLite software ipublic domainand may be used for wpurpose, and redistributed, without restric-
tion. Thesoftware is fast, portable, and reliable. It can bétleasily on almost anmodern desktop oper
ating system, including all current Unix, Mac OS X, anthdfdws systemsPackage downloads and docu-
mentation are\ailable at the desloper site http://www.sqlite.org/

An interesting feature of SQLite is that there is an aamablged distribution where the nyaardinarily-
separate source code files are collected into justauye files, enabling advanced compilers to do interpro-
cedural optimizations and procedure inlining, further enhancing database performance.

An SQLite database consists ofiagle filethat is independent of operating system, CPU architecture, and
storage byte orderOnce created, an SQLite database file can be usedy@ysiam where SQLite can be
compiled, and is ideally suited for distribution on read-only media such as@@sRr DVDs, or via the
Web.

To aeate an SQLite database, name it on the command line, and then input a file of SQL commands to pop-
ulate the database:

% bibtosqgl *.bib | sqlite3 bibtex.db
To sarch the database, just run the program again with the same filename argument:

% sqlite3 bibtex.db

sqlite> ... your input here ...
If a database filename is not pided, then SQLite creates an in-memory database that is lost when the pro-
gram terminates. This is useful for testingvrdata and ne table formats, as well as for fast searching of
small prvate collections of BTEX data. Herds a sample in-memory session:

% sqlite3
sqlite> .read testdata.sql
sqlite> ... your input here ...

For use withbibsql(1), the SQLite database file should be created and copied to the installation directory
and then set read-only to peat unintentional or malicious modification. Assuming the default prefix of
Jusr/local , the job can be done Bkthis:

% cp bibtex.db /usr/local/share/lib/bibsgl/bibsql-x.yz/

% chmod a-wx,a+r /usr/local/share/lib/bibsgl/bibsql-x.yz/bibtex.db

If the database file is large, searches may be made faster by creatkag ofdeportant parts of the data:
sqlite> create index bibidx on bibtab (author title, label);
sqlite> create index namidx on namtab (hame);
sqlite> create index stridx on strtab (key value);
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MySQL SERVER SETUP
Setting up the seer side of a MySQL connection is complex, and these step-by-step notes may be a help-
ful guide. It is a good thing to log what you are doing, either with thedoiljity provided in arxterm(1)
window (usually on a menu bound to Ctl-Button-1), or else withstirgpt(1) command.

We assume that the MySQL sofare has been installed in the directdngr/local/bin , and its
databases are to be created in subdirectories under the dirdaoiip/mysql , hamed by the
database. & clarity, we wse three different prompt stringé:for theroot user,$ for the MySQL supe-
ruser and %for an unprivileged ordinary user.

» If you hare ot yet done so, create a Unix account for the MySQL superuser:
# adduser mysq|l

This account has no special Unixyvileges, and exists only to restrict access to database files, and to
provide an account under which the MySQL server daemon runs.

In addition, it has no password set, so direct login with this account is impodsisiead, you must
first become theoot user and then use thsu(1l) or sudol) commands to change to theysql
account.

» Create a working directory and a log file owned byrttysql account:
# mkdir /var/run/mysqld/
# chown mysqgl.mysql /var/run/mysqld
# touch /var/log/mysqld.log
# chown mysql.mysql /var/log/mysqld.log

Consult the log file to help diagnose database errors and connection problems.

* Become the MySQL superuser and start the MySQL server:
#au - mysql
$ cd Jusr/local/mysq|
$ mysqld_safe &
nohup: ignoring input and redirecting stderr to stdout
Starting mysgld daemon with databases from /var/lib/mysq|

This program is a wrapper around the actual daemmysgl(1), that handles incoming SQL connec-
tions. Thewrapper monitors the daemon process, and automatically restarts it, shailldWe show
later hav to get it started each time the server system reboots.

As long as there were no errors, the MySQL daemon is almost ready to handle both local ard netw
connections from MySQL clients, as soon as we create a database and MySQL user names.

» Check the running processes to find where various things are located:
$ ps auxww | grep—i sql

mysql 11795 0.0 0.0 52776 1132 pts/6 S 21:58 0:00\
/bin/sh /usr/local/bin/mysgld_safe
mysql 11821 0.2 0.5 131092 17032 pts/6 Sl 21:58 0:00 \
/usr/local/libexec/mysqld \
—-basedir=/usr/local \
——datadir=/var/lib/mysql \
- —pid-file=/var/run/mysqld/mysqld.pid \
— —skip-external-locking \
— —socket=/var/lib/mysqgl/mysqgl.sock

We wrapped the long process reports with backslash-newline te thekn fit here, and also to high-
light the options passed by the wrapper to the daemon. Notice, in pasticalaocket setting, because
we need it later A Unix sodket is the local equialent of an external network connection: the sick
allows interprocess communication on the same machine. When we start a MySQL cligwelstee

to tell it what socket to use to reach the MySQL server.
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If you record the socket pathname in an environment variabdethli
$ MYSQL_UNIX_PORT=/var/lib/mysqgl/mysgl.sock
$ export MYSQL_UNIX_PORT

then it need not be supplied in later commands.

» Check that the server is listening for client connections:
% netstat—an | egrep—i’1186|2273|3306|mysql’

tcp 0 0 0.0.0.0:3306 0.0.0.0:* LISTEN
tcp 0 0 155.101.96.167:3306 155.101.96.19:47297 ESTABLISHED
tcp 0 0 155.101.96.167:3306 155.101.96.132:27429 ESTABLISHED
unix 2 [ ACC ] STREAM LISTENING 3885498 /var/lib/mysgl/mysqgl.sock

That command is another way to find out the socket pHitle. numbers in the search pattern are stan-
dard network ports reserved for MySQL and recorded in théefitéservices

 Initialize the database directory tree with template files:
$ mysql_install_db - —user=mysq|

That command produces a lengtteport that you should record. Itvgs instructions for setting up
MySQL user accounts and creating databases, and points you to free online documentation and com-
mercial support.

» Create three MySQL user names (unrelated to Unix accounts) to be assigned access privileges shortly:
$ mysqgladmin — —socket=/var/lib/mysql/mysql.sock-u root password '/s/e/c/r/e/t/
$ mysqgladmin — —socket=/var/lib/mysql/mysql.sock-u bibtex password '/t/e/r/cl/e/s/
$ mysqgladmin — —socket=/var/lib/mysql/mysql.sock-u reader

You should, of course, use different, and harder-to-guess, passwords than shown here.

If MYSQL_UNIX_PORTB not set, then we kia o supply the sockt location. Without it, MySQL pro-
grams assume that the socket resides iftitiqe directory and quit when thefail to find it.

WARNING WARNING W ARNING: There is a clear security hole here: anyone else on the system
who is running gs(1) command with options for verbose output can see the entire command lines,
including the passwrds. for that, and other security reasons, database server machines sheuld ha
extremely restricted access, with only system-manager login accounts.

When you run a MySQL client with the password-protected user names, the client dé&mterds
password: before proceeding. The password that you supply at that point is program input, and is
neither echoed as you type, nor visiblg@#il) command output.

The chapteMySQL Server Adminigttion in the MySQL Refeence Manuakontains sections entitled
Assigning Account @swordsand Keeping Your Bsswod Securethat describe othgpossibly more
secure, ways to supply passwords.

» Create an empty database for the bibliographic data:
$ mysqgladmin —u root —p create bibtex — —-socket=/var/lib/mysqgl/mysql.sock
Enter password: Islelcirlelt/

The —p option requests a password prompt, aswshoThealternatve is to supply it on the command
line as the option- —-password="/s/e/c/r/e/t/; but that is insecure and inadvisable. It mayweve, be
necessary if the command is run in batch mode where a prompt is not possible.

There is no screen output from this command, but it creates a diraaofkip/mysql/bibtex
containing a single filegb.opt , that specifies the default character set and sorting order.

» If the database directory is on a filesystem that is accessible vierkehounts to clients, for security
and performance reasons, consider moving Wt tm another filesystem that is strictly local. If you
malke sich a mee, you must then lage kehind a symbolic link:
$ mv Nar/lib/mysql/bibtex /local/mysql/
$ In —s local/mysql/bibtex /var/lib/mysql/
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» Assign database-access privileges to the newly-created accounts:
$ mysql —p — —socket=/var/lib/mysgl/mysql.sock-u root
Enter password: Islelcirlelt/

mysql> GRANT ALL PRIVILEGES ON bibtex.* T O 'bibtex'@’localhost’;
Query OK, 0 rows affected (0.00 sec)

mysql> GRANT SELECT ON bibtex.* T O 'reader@'%’;
Query OK, 0 rows affected (0.00 sec)

Now the uselibibtex can create and populate tables inhii®ex database, but only from the local
host where the server is runningor security reasons, it is not advisable to allchanges to the
database from hosts other than the MySQL server system.

The userreader can read tables in theibtex database from gnhost on the InternetFurther
restrictions may be advisabléf so, instead of a percent meaning all host names, verdbaccess
from that userthen limit access to hosts in your domain:

mysql> REVOKE ALL PRIVILEGES, GRANT OPTION FROM ' reader@’'%’;

Query OK, 0 rows affected (0.00 sec)

mysql> GRANT SELECT ON bibtex.* T O 'reader’ @'%.example.com’;
Query OK, 0 rows affected (0.00 sec)

You can also use a numeric IP address to permit a connection from a specific host:
mysql> grant select on bibtex.* to teader@'192.168.1.103’;

» Find the accounts in database tables and check their access privileges:
mysql> show databases;

+ 4
T T

| D atabase |

+ 4
T T

| i nformation_schema |

| b ibtex |
| mysql |
| t est |

+ 4
T T

mysql> use information_schema;

mysql> shaw tables;

| T ables_in_information_schema
| CHARACTER_SETS |
| COLLATIONS |

| USER_PRIVILEGES [

| VIEWS |

rlnysql> select * from USER_PIRIVILEGES;

|I G RANTEE | | | TABLE_ICATALOG | PRIVILEGE_TYPE | IS_GRANTABLE |
|I ' root’@’localhost’l | | NULL | |I SELECT | YES

| root@’'127.0.0.1 | NULL | CREATE USER | YES

| ' bibtex'@’localhost’ | NULL | USAGE | NO
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| ' reader@'%.example.com’ | NULL | USAGE | NO

+ + 4 4 4
T T T T T

* Now populate the database with suitable data producéibbysql:
$ mysql —p —u bibtex -D bibtex — —-socket=/var/lib/mysql/mysql.sock \
< /path/to/datatest-mysql.sql \
> |ogs/bibtex-‘hostname*.log 2>&1
Enter password: Islelcirlelt/

This step can taka bng time if the input file is large.

After a test with a file of about 11 400eBEX entries, the database directory looks somethirgtiks:
$ Is —IFd /var/lib/mysqgl/bibtex
drwx------ 2 mysql mysql 4096 2008-11-01 17:31 /var/lib/mysql/bibtex/

$ Is -l /var/lib/mysqgl/bibtex

total 16104

-rw-rw---- 1 mysql mysq|l 10218 2008-11-01 23:49 bibtab.frm
-rw-rw---- 1 mysql mysql 15976280 2008-11-01 23:49 bibtab.MYD

-rw-rw---- 1 mysql mysq|l 1024 2008-11-01 23:49 bibtab.MYI
-rw-rw---- 1 mysql mysq|l 65 2008-11-01 23:49 db.opt
-rw-rw---- 1 mysql mysq|l 8592 2008-11-01 23:49 namtab.frm
-rw-rw---- 1 mysql mysq|l 299268 2008-11-01 23:49 namtab.MYD
-rw-rw---- 1 mysql mysq|l 1024 2008-11-01 23:49 namtab.MYI
-rw-rw---- 1 mysql mysq|l 8622 2008-11-01 23:49 strtab.frm
-rw-rw---- 1 mysql mysq|l 124408 2008-11-01 23:49 strtab.MYD
-rw-rw---- 1 mysql mysq|l 1024 2008-11-01 23:49 strtab.MYI

$ du —h /var/lib/mysql/bibtex
16M Ivar/lib/mysql/bibtex

Notice that the directory and file permissionswalaezcess only by thenysql user.

A simple calculation shes that the database consumes about 1400 bytes of filesystem space for an
avaage BBTEX entry. We can compare this with a report from MySQL itself:
mysql> select avg(length(entry)) from bibtab;

| a vg(length(entry)) |

| 8 60.1307 |

+ 4
T T

1 rowin set (0.32 sec)

The count of 860 bytes represents justehry string, and does not include the space needed for the
other four dozen or so columns in eacl af thebibtex  database.

* You can get lengthreports of MySQL default variable settings, and a list of all variablesthik:
$ mysqgladmin — —socket=/var/lib/mysql/mysql.sock- —print-defaults
$ mysqgladmin — —socket=/var/lib/mysql/mysql.sock variables

» The BBTEX database is moready for use.Test it like this from another user account:
% mysqgl — —socket=/var/lib/mysql/mysqgl.sock-u reader-D bibtex
mysql> select count(*) from bibtab;

[ +

| ¢ ount(*) |

[ +

| 11431 |
[ +

1 rowin set (0.00 sec)
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* The last step is to ensure that the MySQL seterminates safely when the system shuts down, and
starts when the system reboots.

The details depend on the operating system, but the MySQLaseftmstallation may contain a sample

startup script in the filéusr/local/share/mysql/mysql.server . Your own system may
already hae sme scripts that can be used after minor edits: look for /#ledinit.d/*sqgl* ,
letc/rc*.d/*sql* , and /etc/mysql/*

The subdirectorgcripts  in thebibsql(1) software distribution contains copies of such scripts used at
the authors ste.

On a Red Hat GNU/Linux system, onlydwmple changes to set location variables are needed:
% diff /usr/local/share/mysqgl/mysql.sever / etc/init.d/mysq|

46,47c46,47

< basedir=

< datadir=

> basedir=/usr/local

> datadir=/var/lib/mysq|l

Here is hav to gart, queryand stop the server:
# letc/init.d/mysql start

Starting MySQL. [ OK ]

# letc/init.d/mysql status

MySQL running (8805) [ OK ]

# letc/init.d/mysql stop

Shutting down MySQL.. [ OK ]

Symbolic links from the controlling scripetc/init.d/mysql to two others mak it accessible to
the Unix startup and shutdown procedures:

# cd fetc/init.d

#In —s ./init.d/mysq! ../rc3.d/S99mysq|
#In —s ./init.d/mysq! ../rc0.d/KO1mysq|

Should the BBTEX database and the MySQL server no longer be needed, then tlooleksvmust be
removed. Thedatabase itself, and its filesystem directean be remeed with a single command in a
privileged client session:

$ mysql —p — —socket=/var/lib/mysgl/mysql.sock-u root

Enter password: Islelcirlelt/

mysql> DROP DATABASE bibtex;
Query OK, 3 rows affected (0.04 sec)

There is no prompt to ask whether you really want to vemee databaseTo get it back, you either
need to receer it from filesystem backups, or recreate it with the help of datalfiibtosql and the tw
mysqladmin(1) andmysql(1) steps shown earlier in this section.

If the database file is large, searches may be made faster by creatkag ofdeportant parts of the data:
mysql> alter table bibtab add index (author(50),title(100),label(50));
mysql> alter table strtab add index (‘key‘(50), value(50));
mysql> alter table namtab add index (name(50));

At the end of the next session, we discuss twoautomatically update the database bgularly-scheduled
jobs that find and insert weBIBTeX data.

PostgreSQL SERVER SETUP
Setting up the server side of a PostgreSQL connection is a daunting process iffgyoavi@adone it.
These step-by-step notes may therefore be helfifid.a good thing to log what you are doing, either with
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the log fcility provided in amxterm(1) windav (usually on a menu bound to Ctl-Button-1), or else with
thescript(1) command.

We @sume that the PostgreSQL software has been installed in thieidréecal/pgsql , and its
databases are to be created under the subdiretztay. For clarity, we wse three different prompt strings:
# for theroot user,$ for the PostgreSQL superusand %for an unprivileged ordinary user.

» Ifyou hare ot yet done so, create a Unix account for the PostgreSQL superuser:
# adduser postgres

This account has no special Unixvileges, and exists only to restrict access to database files, and to
provide an account under which the PostgreSQL server daemon runs.

In addition, it has no password set, so direct login with this account is impodsisiead, you must
first become theoot user and then use theu(1) or sudo(l) commands to change to thestgres
account.

* Astheroot userresetthe ownership of twaubdirectories in the installation directory:
# cd lusr/local/pgsql
# mkdir data
# mkdir logs
# chown —R postgres.postgres data logs

For security and performance reasons, consider making thaseitectories symbolic links to a sepa-
rate file tree, preferably on a local, rather than network-mounted, disk.

All other files in the directory tree should be&red by some other usgreferably an account without
login privileges, such abin , so hat a compromisegostgres account cannot be used to change
those files.

» Become thepostgres user set the search path to include PostgreSQL utilities, and initialize the
database directory tree with template files:
# qu — postgres
$ PAT H=$PAT H:/usr/local/pgsqgl/bin
$ export PATH
$ cd fusr/local/pgsql
$ initdb —D /usr/local/pgsql/data/bibtex

* Create two PostgreSQL user names (unrelated to Unix accounts, and often mdé#iednstead), one
with permissions to create databases, and another with permissions to just read the bibliographic

database:

$ createuser bibtex

Shall the new role be a superuser? (y/n) n

Shall the new role be allowed to create databases? (y/n) y

Shall the new role be allowed to create more new roles? (y/n) n
$ createuser reader

Shall the new role be a superuser? (y/n) n

Shall the new role be allowed to create databases? (y/n) n

Shall the new role be allowed to create more new roles? (y/n) n

» Start the PostgreSQL server in its default mode where connections are only accepted from clients on the
same host:
$ pg_ctl -D /usr/local/pgsql/data/bibtex—I |ogs/sever- ‘hostname*.log start

» Create the datababébtex
$ createdb /usr/local/pgsql/data/bibtex

» Populate the newly-created database with suitable data produdabtbgqgl, using the nevly-created
PostgreSQLlbibtex role:
$ psql —d /usr/local/pgsql/data/bibtex—U bibtex \
< /path/to/datatest-psql.sql \
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> |ogs/bibtex-‘hostname*.log 2>&1

In the input redirection, supply the correct directory path to the SQL input file.

» Start the client program, check the status of the roles, assign access permissions to them, and then
check their permissions:
$ psql —d /usr/local/pgsql/data/bibtex—U postgres
postgres=#  \du

List of roles
Role name | Superuser | Create role | Create DB | Connections | Member of
reader | no | no | no | no limit | {1}
bibtex | no | no | vyes |  nolimit | {1}
postgres | yes | vyes | vyes |  nolimit | {1}
postgres=#  grant all on bibtab, namtab, strtab to bibtex;

postgres=#  grant select on bibtab, namtab, strtab to reader;
postgres=# \z
Access privileges for database "/usr/local/pgsgl/data/bibtex”
Schema | Name | Type | Access privileges

+ 4 4

public | bibtab | table | {bibtex=arwdxt/bibtex,reader=r/bibtex}
public | namtab | table | {bibtex=arwdxt/bibtex,reader=r/bibtex}
public | strtab | table | {bibtex=arwdxt/bibtex,reader=r/bibtex}

* As an ordinary usestart the SQL client program on the current host withréaeler role, verify that
it can see the newly-created database and wdyrslded contents, and try to alter the database, an
action that should be denied:
% psql —d /usr/local/pgsgl/data/bibtex—U reader
/usr/local/pgsql/data/bibtex=> \l
List of databases
Name |

Owner | Encoding

4 4

/usr/local/pgsql/data/bibtex | postgres | UTF8

postgres | postgres | UTF8
templateO | postgres | UTF8
templatel | postgres | UTF8
/usr/local/pgsql/data/bibtex=> select count(*) from strtab;
count
920

/usr/local/pgsql/data/bibtex=> insert into bibtab (author, title) values('cat’, 'dog’);
ERROR: permission denied for relation bibtab

/usr/local/pgsql/data/bibtex=> insert into strtab values('larry’, 'curly’, 'moe’);
ERROR: permission denied for relation strtab

/usr/local/pgsql/data/bibtex=> insert into namtab values ('Joe Blow’, 0);
ERROR: permission denied for relation namtab

At this point, users on the servhost can run the client program and successfully access the database,
and thereader role cannot modify the database.

» Enable network access to the server by editing the PostgreSQL installatiodatéébib-
tex/pg_hba.conf to specify the Internet numeric addres&esn whid client connections are to be
accepted. &1 example, we could add these lines at the end of the file:
host /usr/local/pgsql/data/bibtex bibtex 192.168.32.0/24 password
host /usr/local/pgsql/data/bibtex bibtex 192.168.96.0/26 password
host /usr/local/pgsql/data/bibtex reader 192.168.32.0/24 trust
host /usr/local/pgsql/data/bibtex reader 192.168.96.0/26 trust
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On the first tw lines, thepassword keyword says that usdyibtex must supply a password (set

later) to access the database dlow connections to thbibtex database for tavPostgreSQL roles

from 256 addresses ¢i@ning192.168.32 , and 64 addresses ¢iening192.168.96 . The trailing

/24 means that the leading 24 bits of the incoming address must match those of the pattern, so the last
8 bits can represent gof 256 hosts.A trailing /32 restricts connections to a single host.

» Edit the filedata/postgresql.conf to have a Ine like this:
listen_addresses = "

This tells the PostgreSQL servto listen on all local network connections for incoming client requests.

If you have multiple networks, one of which reaches the outside world, and the othefmsice ‘the
fence’, then you can replace the asterisk by a comma-separated list of inside addresses oérthe serv
like this:

listen_addresses = '192.168.96.10, 192.168.96.11, 192.168.96.12’

The server can then respond to clients inside yoganaration, but cannot offer database access to
clients elsewhere on the Internet.

» As the postgres user restart the SQL server so that it rereads the changed configuration file that
enables listening for a network connection from a client. Then check that the PostgreSQL port 5432 is
being listened to:
$ pg_ctl -D /ust/local/pgsqgl/data/bibtex—o '—d 5’ —I logs/sever- ‘hostname'.log restart
$ netstat—an | grep 5432

tcp 0 0 0.0.0.0:5432 0.0.0.0:* LISTEN

tcp 0 0 192.168.96.157:5432 192.168.96.19:36214 ESTABLISHED

tcp 0 0 :::5432 i LISTEN

unix 2 [ ACC] STREAM  LISTENING 1119331 /tmp/.s.PGSQL.5432
unix 3 [] STREAM  CONNECTED 1124578 /tmp/.s.PGSQL.5432

The—-d 5 option requests maximal dedp information in the log file, which is a good thing to do until
you are sure the system is operating propeflye pg_ctl(1) program passes that optiongostmas-
ter(1), the PostgreSQL program that handles the startup of an SQdr geocess to respond to the
client requests. Thatay, a sngle server system can pide simultaneous SQL access for multiple
databases.

Thetcp lines verify that the network port is being monitored, anduthig lines shav that the soolt
port for local connections is also ai

» On another host, as an ordinary usgreck whether the server is reachable from the client (change the
sample host name):
% psql —d /usr/local/pgsgl/data/bibtex—U reader—h server.example.com
/usr/local/pgsql/data/bibtex=> select count(*) from strtab;
count

You can male the same check of the network connection from the server host by changing the hostname
tolocalhost , and in another shell session on that host, requesting a network status report:

% psql —d /usr/local/pgsgl/data/bibtex—U reader-h localhost

% netstat—an | grep 5432

tcp 0 0 127.0.0.1:5432 0.0.0.0:* LISTEN

tcp 0 0 127.0.0.1:5432 127.0.0.1:33126 ESTABLISHED

tcp 0 0 127.0.0.1:33126 127.0.0.1:5432  ESTABLISHED

tcp 0 0 ::1:5432 ::* LISTEN

unix 2 [ ACC] STREAM LISTENING 15814 /tmp/.s.PGSQL.5432

The addres427.0.0.1 s that of thdoopbackinterface, which provides a way for client and serv
to be on the same system, while still using normal TCP/IP network system calls, instead of sockets, for
communication.
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» Our PostgreSQL client/server setup ismoperational, but we need to tighten security furthéfe
should restrict th@postgres andbibtex roles so that thecan be used only on the server system,
and so that at least the first of them requires a database password.
$ psql —d /usr/local/pgsql/data/bibtex—U postgres
/usr/local/pgsql/data/bibtex=# alter user postgres password 's/e/c/r/elt’
/usr/local/pgsql/data/bibtex=# alter user bibtex password 't/e/r/clels’

» Inthe/etc directory tree, install a script that is to beeated when the server machine starts up and
shuts davn. Thescript should start and stop the databddee details vary substantially acrosdetiént
flavors of Unix, so we leze that job to you, the local software installer.

PostgreSQL software distributions contain & fample scripts in the directory trgmstgresql-

X.y.z/contrib/start-scripts . Your ovn system may already v@a ©me that can be used
after minor edits: look for fileketc/init.d/*sqgl* , letc/rc.d/*sql* , letc/pgsql/* , and
/etc/postgresql/*

The subdirectorgcripts  in thebibsgl(1) software distribtion contains copies of such scripts used at
the authors ste.

The postgres login directory needs a shell startup file that setsPA&H variable to include the
directory where PostgreSQL programs are found:

# ypmatch postgres passwd

postgres:*:14255:14255:Database PostgreSQL:/var/pgsqgl:/bin/sh

# cat >> /var/pgsql/.profile
PATH=$PAT H:/usr/local/pgsql/bin
export PATH
d
» If your BBTEX files change, the database should be updated. It is then useful to sebrfBrjob to
be run at suitable intervals on the database server undeodtgres user account. The job reads a
list of directories containing IBTEX files, usesind(1) to identify the files that wa dhanged since the
last update, and then rubibtosqgl to corvert them into an input stream fpsql(1) under the rolbib-
tex . Entries that are unchanged from the last update are ignored becaus&bfl @ig¢Eattribute on
theentry column, but apthat hae been changed or added are inserted into the database. This is eas-
ier than it sounds:
$ find ‘cat BIBTEXFILEP ATHS' -name "*.bib’ \
—-a —type f\
—a —perm —444\
—a—-newer LAST_TIMESTAMP |\
xargs bibtosql-s psql | \
psql —d /usr/local/pgsql/data/bibtex-U bibtex
$ touch LAST_TIMESTAMP

To avoid entering erroneously-formatted entries into the databasebibparse(l) to validate each
BIBTEX file before permitting it to be seen biptosql.

If the database file is large, searches may be made faster by creatkag ofdeportant parts of the data:
psqgl> create index bibidx on bibtab (author,title,label);
psqgl> create index namidx on namtab (hame);
psqgl> create index stridx on strtab (key value);
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USA

Tel: +1 801 581 5254

FAX: +1 801 581 4148

Email: beebe@math.utah.edu , beebe@acm.org , beebe@computer.org  (Internet)
URL: http://www.math.utah.edu/"beebe

The master archeé for thebibsql(1) andbibtosql software is at these egalent locations:
ftp://ftp.math.utah.edu/pub/tex/bibsql
http://www.math.utah.edu/pub/tex/bibsql

SEE ALSO
bib2xml(1), bib2xtx(1), bibcheck(1l), bibclean(1), bibdestringify(1), bibdup(1), bibextract(1),
bibindex(1), bibjoin (1), biblabel(1), biblex(1), biblook(1), biborder (1), bibparse(1), bibsearch(1), bib-
sort(1), bibsplit(1), bibsql(1), bibtex(1), bibunlex(1), cattobib(1), citefind(1), citesub(1), citetagq1),
cron(8), date(1), find(1) latex(1), mysql(1), pg_ctl(1), postmaste(1), psql(1), ref2bib(1), scribe(1),
script(1), sqlite3(1), tex(1), xmlI2bib (1), xml2wordbib (1), xterm (1), xtx2bib(1).
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