| Pv6 Working G oup Rahul Banerjee

I nternet Draft Sunmeshwar Paul WMl hotra
Mahaveer M

BITS, Pilani (India)

April 2002

A Modi fied Specification for use of the I1Pv6 Flow Label for providing
An efficient Quality of Service using a hybrid approach
draft-banerjee-fl ow abel -i pv6- qos-03. t xt

Obsol etes 00, 01, 02 versions of this draft.
Status of This Meno

This docunment is an Internet Draft and is subject to all provisions
of Section 10 of RFC 2026. Internet Drafts are working documents of
the Internet Engineering Task Force (IETF), its areas, and its
wor ki ng groups. Note that other groups may al so distribute working
docunents as Internet Drafts.

Internet Drafts are draft documents valid for a nmaxi mum of 6 nobnths
and may be updated, replaced, or obsol eted by other docunments at
any tinme. It is inappropriate to use Internet Drafts as reference
material or to cite themother than as a "work in progress".

The list of current Internet Drafts can be accessed at
http://ww. ietf.org/lid-abstracts. htm

The list of Internet Draft Shadow Directories can be accessed at
http://ww. ietf.org/shadow. htm

Copyright(C) The Internet Society (2002). Al Rights Reserved.
Abst r act

This meno suggests a pragmatic specification for defining the 20-bit
Fl ow Label field using a hybrid approach that includes options to
provide IntServ as well as DiffServ based support for IPv6 Quality of
Service. It also conpares various suggested approaches for defining
the 20-bit Flow Label field in | Pv6 Base Header based on RFC 2460
(Decenber 1998) and few other drafts. Addressing the |IPv6-Milticast-
QoS issues al so becones possible as a consequence. This draft clearly
speci fies exactly when and how various options are to be used; and in
case of the MFC, exactly how a specific action mght be taken by the
suggested i nmpl ementati on. Thus the resultant nmechanismis fully

i mpl enent abl e and unanbi guous as even the |ower-level details have been
wor ked out as may be required for actual inplenentations. The draft

al so has a pointer to an experinmental QS schene called MiltServ.
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I nt roducti on

This draft addresses the design and i nplenentation-specific issues
pertaining to the Quality of Service (QS) support in the Flow Labe
field of the | Pv6 Base Header. It provides support for IntServ and

Di ffServ Quality-of-Service. Though the | Pv6 Base Header has a 20-bit
Fl ow Label field for QoS inplenentation purposes, it has not yet been
exploited. Very few Internet Drafts address these |ong-standing issues
and attenpt to present solutions in the formof a clear specification
of the 20-bit Flow Label in IPv6. This work attenpts to provide an
anal ysis of these definitions and subsequently suggests a nodified

| Pv6 Fl ow Label specification, which in view of the authors can provide
an efficient Quality-of-Service.

| Pv6 Fl ow Label s

The I Pv6 Fl ow Label [RFC 2460] is defined as a 20-bit field in the

| Pv6 header which may be used by a source to |abel sequences of
packets for which it requests special handling by the IPv6 routers,
such as non-default quality of service or "real-time" service.

The nature of that special handling mght be conveyed to the routers
by a control protocol, such as RSVP, or by information within the

fl ow s packets thenselves, e.g., in a hop-by-hop option

The characteristics of IPv6 flows and Flow Labels are given in the
Appendi x A 1

| ssues related with I Pv6 Fl ow Labe

According to RFC 1809, the IPv6 specification originally left open a
nunber of issues, of which the follow ng are inportant.

VWhat should a router do with Flow Labels for which it has no state?

[ RFC 1809] and the author's view suggest that the default rule should
be that if a router receives a datagramw th an unknown Fl ow Label, it
treats the datagramas if the Flow Label is zero. Unknown flow | abels
may al so occur if a router crashes and loses its state. As part of
forwardi ng, the router will exam ne any hop-by-hop options and | earn

if the datagramrequires special handling. The options could include
simply the information that the datagramis to be dropped if the Fl ow
Label is unknown or could contain the flow state the router should have.

How does an internetwork flush old Flow Label s?

Stale Flow Labels can occur in a nunmber of ways, even if we assune
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that the source always sends a nessage deleting a Fl ow Label when
the source finishes using a Fl ow

1. The del etion nessage may be | ost before reaching all routers.

2. Furthernore, the source may crash before it can send out a Fl ow
Label del etion nessage.

The authors of the docunent suggest the follow ng approach as a
solution to this problem

1. The MRU (Most Recently Used) al gorithm should be used for
mai ntai ning the Fl ow Labels. At any point of tinme, the nost
recently used Labels alone will be kept and the remaining should
be flushed.

2. Before flushing a | abel, the router should send an | CMP nessage
to the source saying that the particular |abel is going to be
flushed. So the source should send a KEEPALI VE Message to the
router saying not to flush the Flow Label in case the source
requires the Flow Label to be used again. On the other hand, if
the source agrees with the router to delete the Flow Label, it
shoul d send a GOAHEAD Message to the router. On receiving the
GOAHEAD Message, the router imediately deletes the | abel for
that particul ar source. These nessages are also sent to all the
intermedi ate routers, so that, those routers can as well flush
the Fl ow Labels for that particular source.

3. In case, the router does not receive any consent fromthe
source, it will re-send the |ICVWP nessage for at nobst two or
three tines. If the router does not receive any reply fromthe
source, it can flush the particular Label assunming that the
Fl ow Label was not inportant for the source or any other
internediate router. The internediate routers will also delete
that Flow Label as they didn't receive any nessage fromthe
source. The policy of sending the |CMP nessage to the source
two or three tinmes ensures the proper behavior of the nmethod
of flushing Flow Labels in case of packet |oss. This nethod
assunmes that the | CMP nessage would not be lost all the three
times. Hence, if the router doesn't receive any reply fromthe
source even after sending the |ICMP nessage three tines, it
del etes the | abel

3.3 Which datagrans should carry non-zero Fl ow Label s?
According to RFC 1809, followi ng were sone points of basic agreenent.
1. Small exchanges of data should have a zero Flow Label since it

is not worth creating a flow for a few datagrans.
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2. Real-time flows nmust always have a Fl ow Label

One option specified in [RFC 1809] is to use Flow Labels for al

| ong-term TCP connections. The option is not feasible in the view
of the authors as it will force all the applications on that
particul ar connection to use the Flow Labels which in turn wll
force routing vendors to deal with cache explosion issue.

3.4 Mut abl e/ Non-nmut abl e 1 Pv6 Fl ow Labe

The Fl ow Label s shoul d be non-nmutabl e because of the follow ng
reasons:

1. Using nutable Flow Labels would require certain negotiation
mechani sm bet ween nei ghboring routers, or a certain setup through
router managenent or configuration, to make sure that the val ues or
t he changes made to the Flow Label are known to all the routers on
the path of the packets, in which the Fl ow Label changes. On the

ot her hand, the non-nutable Flow Labels certainly have the advantage
of the sinplicity inplied by such a characteristic.

2. A nutable Flow Label characteristic goes against the |Pv6
speci fication of the Flow Label explained in section 2 and the |Pv6
Fl ow Label characteristics explained in the com ng sections.

3.5 Filtering using Flow Labe

If, at all, any filtering has to be done based on the Flow Labe
field in the | Pv6 header, the expectation is that the |IPv6 Fl ow
Label field carries a predictable or well-determ ned value. This is
not the case if the Flow Label has randomy chosen val ues.

Supporting the arguments given in [draft-conta-ipv6-flowlabel-02.txt],
t he authors of this docunent suggest that the problem of not being able
to configure load-filtering rules, which are based or are including the
Fl ow Label, can be resolved by relaxing |IPv6 specification of having a
random nunber in the Flow Label field. Exactly how can it be done has
been suggested | ater

4. A nodified specification for the IPv6 Flow Label and rel ated
i mpl ement ati on nechani sm A hybrid approach suggested by this work

4.1 Overview
Appendi x A. 2 gives a conparison on various approaches suggested in
[draft-conta-ipv6-flowlabel-02.txt] on defining the 20-bit Fl ow Label

This section specifies a nmodified Flow Label for I1Pv6 for providing
efficient Quality of Service that utilizes the results of sone of
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the works referred in Appendi x A 2, extends sone of these suggested
mechani snms and finally presents an integrated hybrid approach

Definition of first three bits of the Fl ow Labe

The hybrid approach suggested in this section includes various
approaches which are mentioned in Appendix A 2. The 20-bits of the

Fl ow Label should be defined in an appropriate manner so that various
approaches can be included to produce a nore efficient hybrid solution.
Hence, for this purpose, the first three bits of the IPv6 Fl ow Labe
are used to define the approach used and the next 17 bits are used to
define the format used in a particul ar approach

Following is the bit pattern for the first 3 bits of Flow Labe
that defines the type of the approach used:

00O Defaul t.
001 A random nunmber is used to define the Flow Label
010 The val ue given in the Hop-by-Hop extension header is

used i nstead of the Flow Label
011 PHB | D.

100 A format that includes the port nunmber and the protoco
in the Flow Label is used.

101 A new definition explained later in this section is used.
110 Reserved for future use.
111 Reserved for future use.

This definition of Flow Label includes IntServ, DiffServ and other
approaches for defining the Flow Label. A further explanation of these
options is provided in the remaining part of this section. The default
val ue specifies that the datagram does not need any special Quality of
Servi ce.

Defining the remaining 17 bits of the IPv6 Fl ow Labe

The remaining 17 bits of the I1Pv6 Fl ow Label are defined based on
the approach defined in the first three bits of the Flow Label

1 Random Nunber

As specified in IPv6 specification, a random nunber can be used to
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define the Flow Label. Here a 17-bit random nunber can be used. The
random nunbers can be generated in the range from1l to 1FFFF. Keeping
the I Pv6 specifications in mnd, the authors of this document believe
that the random nunber can be used as one of the approaches. As other
approaches are defined in the Flow Label, this random nunmber approach
may not be used whenever not feasible or efficient to do so.

0123456789012345617829
B S S T s T ot s S S S S ST S S A e S
|0 0 1] Pseudo - Random val ue
B T ST T S S i s TSI S S S S

2 Usi ng Hop-by-Hop extension header

As defined in [draft-banerjee-ipv6-quality-service-02.txt], Hop-by-
Hop extensi on header can be used for defining the Flow Label in case
IntServ is used. In this case the value in the 20-bit Flow Label is

i gnored. The nodified Hop-by-Hop extension has been suggested and
defined in the reference [draft-banerjee-ipv6-quality-service-02.txt].
In that draft, the Hop-by-Hop extension header has been defined to

be used with IntServ. This nmechani sm applies to define for D ffServ as
wel | .

3 Using PHB I D

This defines the DiffServ with MF classifier. In that case the fornat
of the Flow Label will be as shown bel ow

012345678901234567829
B I S T o R A SIP SR R S SRS
[0 1 1] DiffServ | Pv6 Fl ow Label
B T ST T S S i s TSI S S S S

As suggested in [draft-conta-ipv6e-flowlabel-02.txt], this Flow Labe
can be a PHB I D (Per Hop Behavior Identification Code). In this case,
16-bit PHB ID will be used and the remaining 1 bit is reserved for
future use.

012345678901234567829
B S S T s T ot s S S S S ST S S A e S
|0 1 1] Per Hop Behavior lIdent. Code |R
il T s ST I S S O ST T S S N S S S

'R is reserved.
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Packets coming into the provider network can be policed based on the
Fl ow Label . The provider, based on the SLAs, SLSs, TCAs, TCSs agreed
with the client, configures M- classifiers. This draft specifies the
classifier which is little different fromthe one suggested in the
[draft-conta-ipv6-flowlabel-02.txt]. The classifier |ooks |ike:

C = (SA/ SAPrefix, DA/ DAPrefix, Flow Label).
0
C = (SA/ SAPrefix, DA/ DAPrefix, Flow Label-M n: Range).

The range here specifies the difference between the maxi num and t he
m ni mrum Fl ow Label. The significance of using the range instead of
Maxi mum Fl ow Label is the reduced nunber of bits. Definitely the

di fference between the two values can be specified in a | esser nunber
of bits as conpared to the value itself.

FI ow Label - Cl assifi er

| Pv6Sour ceAddr essVal ue/ Prefi x: 10:11:12:13:14:15:16:17:18::1/128

| Pv6Dest Addr essVal ue/ Prefi x: 1:2:3:4:5:6:7:8::2/128

| Pv6 Fl ow Label : 50

O

| Pv6Sour ceAddr essVal ue/ Prefi x: 10:11:12:13:14:15:16:17:18::1/128
| Pv6Dest Addr essVal ue/ Prefi x: 1:2:3:4:5:6:7:8::2/128

| Pv6 Fl ow Label : Range: 10: 20

I ncom ng Packet header (SA, DA, Flow Label) is matched agai nst
classification rules table entry (Cor C).

4.3.4 Using the Port Nunmber and the Protoco

Thi s approach defines Flow Label by including the server port nunber and
the host-to-host protocol. The "Server Port Nunber" is the port nunber
assigned to the server side of the client/server applications. As
specified in [draft-conta-ipv6-flowlabel-02.txt], this approach
reserves 16 bits for the port nunber and 1 bit for the protocol with

the remaining bits reserved for the future use.

012345678901234567829
I ol i S R e e S R il ol ol SEIE S TR TR g SR
|1 0 Of TCP Server port nunber | Of
B s o ST S i st ol ai ST S S

0123456789012345617829

i T s ST S S i S I S
|1 0 O] UDP Server port numnber | 1]
B i T i i e e ik ik s i e
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But this approach puts the restriction on the protocol to be used hy
any application.

As nost of the application seeking Real-tine service use TCP or UDP
as the transport |ayer protocol, this approach would work fine in nost
of the cases. In case the application requires to use any other host-
to- host protocol, the other methods for specifying the Fl ow Label

di scussed in this section can be used. Anyhow, this nethod for

speci fying the port nunber and the protocol can be exploited further
in the future to renpve any limtations.

4.3.5 A new structure and nechani smfor the use of the Flow Labe

This section describes an innovative approach to define the 20-bit
Fl ow Label field in IPv6 header. By the optimal use of the bits in
the Flow Label, this approach includes various Quality of Service
paraneters in the I1Pv6 Fl ow Label that may be requested by any
application. The various Quality of Service paraneters are:

Bandwi dt h

Del ay or Latency
Jitter

Packet Loss

Buf f er Requirenents

AR

As packet loss and the jitter are often desired to be of mninmmval ue

by any application, these two paraneters nmay not be defined in the Flow
Label field itself. Instead, if needed, the Hop-by-Hop EH space can be
effectively used to specify these paraneters. Bits thus saved in the Fl ow
Label can be effectively used for nore demandi ng purposes. The Quality

of Service paranmeters that are to be included in the Flow Label are:

1. Bandwidth (to be expressed in multiples of kbps).
2. Del ay (to be expressed in nanoseconds).
3. Buffer requirenents (to be expressed in bytes).

As there are only 17 bits left, the optimal use of the bits is very

i mportant so as to obtain the maxi muminformation out of those 17 bits.
The first bit out of these 17 bits is used to differentiate between the
hard real tinme and soft real time applications. This bit is set to O for
soft real tine applications and it is set to 1 for hard real tine
appl i cations.

Soft Real time applications:
012345678901234567829
B e ik I R e S S e i ol DIk SEIE e I TR e e

|1 0 1] 0] Fl ow Label
i T s ST S S i S I S
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This service is neant for RTT (Real Tine Tolerant) or soft real tine
applications, which have an average bandw dth requirenent and an
internedi ate end-to-end delay for an arbitrary packet. Even if the

m ni mum or maxi mum val ues specified in the Fl ow Label are not exactly
met, the application can afford to manage with the QoS provided.

Hard Real time applications:

0123456789012345672829
S S S N S S T S S

|1 0 1|1} Fl ow Label
il T s ST I S S O ST T S S N S S S

This service is neant for RTI (Real Time Intolerant) or hard real rine
applications, which demand mnimal latency and jitter. For exanple, a
mul ticast real tine application (videoconferencing). Delay is
unaccept abl e and ends shoul d be brought as close as possible.

For this videoconference (DTVC) case, the required resource reservations
are

a. Constant bandwi dth for the application traffic.

b. Deterministic Mninmumdelay that can be tol erated.

These types of applications can decrease delay by increasi ng demands
for bandwi dth. The m ni mum or maxi mum val ues specified in the Fl ow
Label have to be exactly nmet for these kind of applications.

After keeping one bit for Hard/ Soft real time applications, we are
left with 16 bits for defining the Flow Label. The renunining part
of this section discusses how to represent the val ues of bandw dth,
del ay and buffer requirenents.

1. Bandwi dth

This definition specifies 6 bits out of the 16 bits to be used for
speci fyi ng the bandw dth val ue.

Each value in these six bits corresponds to a pre-defined val ue for
bandwi dth. Further explanation about this is given at the end of this
secti on.

2. Buffer Requirenents

This definition specifies next 5 bits out of the 16 bits to be used for
speci fying the buffer val ue.

Each value in these six bits corresponds to a pre-defined val ue for

buffer requirenment. Further explanation about this is given at the end
of this section.
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3. Del ay

This definition specifies last 5 bits out of the 16 bits to be used for
speci fying the del ay val ue.

Each value in these six bits corresponds to a pre-defined val ue for
del ay.

The approach described here is a DiffServ based nechani sm for providing
the QoS as any packet received by any router is classified based on the
M- Classifier which is a triplet consisting of the source address,
destination address and (bandw dth, buffer and delay). The packet that
arrives at the router is exanm ned for the val ues specified in bandw dth,
buffer and delay fields and is matched with the classifiers corresponding
to which the packet is provided with the QoS. The classifier |ooks like:

C = (src address, dest address, flow | abel);

Where flow | abel = (bandwi dth, buffer, delay)

M- Cl assifier Bandwi dt h Buf f er Del ay
0, 0, O 32 kbps 512 bytes 4 ns
0, 0, 1 32 kbps 512 bytes 8 ns

63, 31, 31 64 tbps 1 tbytes 8 sec

5. A possible mechanismfor the inplenmentation of the above design

This section describes one possible mechanismthat will allow imediate
and practicable inplenmentati on of the above design

5.1 Data structures required (at the router).

The data structures are specific to the inplenmentations. Different
i mpl enent ati ons can choose their own data structures that will be
required to i nplenent the above design

Any router that tries to inplement QoS maintains a QoS routing table
and keeps track of the QoS available to each destination through the
requi red nunber of hops [RFC 2676]. Apart fromthis table, the

router needs to keep track of the allotted QS to each and every flow.
This table is the ALLOTTED QOS TABLE
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1. Defining the different approaches.

enum MODEL_I D {

RANDNUME=1L, /1 the random nunber net hod

HOPBYHOP=2, /1 the hop-by-hop extension header method
PHB_| D=3, /1 the multi-field classifier
PORT_PROT=4, /1 port/protocol nethod

HYBRI D=5 /'l the hybrid approach

b
2. Defining the different Resource ldentifiers.

enum RES I D {

BANDW DTH=0, /1 bandwi dt h requi rement
DELAY=1, /1 delay requirement
BUFFER=2, /1 buffer requirenment

b

3. Defining the value of the resource.
t ypedef unsigned int RES_VAL;

struct RESOURCE {
RES ID res_identifier; // identifier of the resource
RES VAL res_val ue; /1 32-bit value of the resource

b

4. Defining the Quality of Service.

struct QOS_I NFO {
MODEL nodel _i d;
RESOURCE r esour ce;

i

5. Defining the port/protocol and the flow | abel.

struct port_protocol {
unsi gnhed port; /1 port nunber
unsi gned protocol; // protocol

1
uni on format {

unsi gned fl ow abel ; /1 20-bit Flow Label val ue
struct port_protocol port_prot;

b
6. Defining the packet information.

struct PACKET_I NFO {
struct sockaddr _i n6 src_addr;
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struct sockaddr i n6 dest _addr;
uni on format fornmat_val ue;

b
7. Defining the Alloted QoS table.
struct ALLOTED QOS TABLE {

struct PACKET_I NFO packet ;
struct QOS_I NFO gos;

b

5.2 Function of the Source

5.

5.

5.

5.

3

3.

3.

3.

The application specifies the desired QS and the Flow Label field in
the I Pv6 header is filled based on the QoS asked by the application
The application has the flexibility of specifying which format it
wants to use for getting the desired QS. It can specify any of the
formats described in this document. The packet is then put on the
network and it reaches the intermediate routers

Functi on of each relevant internedi ate router
1 Initial Processing (Checks for default service)

It gets the format used by the packet by reading the first three

bits of the Flow Label. In case the first three bits are 000 or 110

or 111, it represents the default service. No specific treatnent is
required for this particular packet. In this case, no further processing
of the packet is required and the default QS is provided to the packet.
If the value given in the first three bits is 010, no further processing
is done and the router knows that the required QS is specified in the
hop- by- hop extensi on header

2 Searching for the entry (In case of non-default service)

1. The ALLOTTED _QOS TABLE table is searched based on the source address.
2. If an entry is found, then for that particular source, a search
is made based on the PACKET_I NFO structure defined above. |f al
the information stored exactly matches with the information contained
in the incom ng packet, the I Pv6 packet is processed so that the
reserved QoS is net.

3 New Entry

1. If an entry is not found, a new entry is nmade in the
ALLOTTED_QOS TABLE table for the source and further processing
of this new entry is done as follows.

2. Al the relevant structures defined above are filled based on the
i nformati on contained in the packet. Information about the packet
is stored in the PACKET_I NFO structure.
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It reads the desired QoS fromthe packet's header. If the format

speci fies that a random nunber is used in the Flow Label field, it
reads the RANDOM NUMBER table. It reads the specified QS fromthe
table and maintains that in the QOS_INFO structure after updating

t he RESOURCE structure. It then noves onto step 7.

If the format specifies that PHB ID is used in the Flow Label field,
it reads the Flow Label and the packet is classified based on the M
classifier described in the previous section and it noves on to the
step 7.

If the value in the Flow Label field specifies that the PORT/ PROTOCOL
field is used in defining the QS required by the packet, it fills the
RESOURCE structure and the QOS_I NFO structure and noves onto step 7.
If the value in the Flow Label field specifies that the hybrid approach
is used where the packet specifies the values of the bandw dth, delay
and buffer requirenent. The packet is classified based on the M
classifier described in the previous section and it noves on to the
step 7.

It then checks with the Q0S Routing table, to find out if the desired
QS is possible to be provided to the packet. If yes, it updates the
new entry in the ALLOTTED QOS TABLE table in the nenory or else this
entry is renoved.

If any relevant router en-route is not able to guarantee the
requested QS, an | CMPv6 nessage is sent to the source and the

other routers (that had guaranteed the QoS) are also notified of

the sane so that they delete the corresponding entry fromtheir

QoS tabl es.

This process executes at all the internediate routers between the
source and the destination.

6. When to use which approach?

1

Rahul

Random Nunber: This approach supports the pure IntServ based nodel.
So if the network uses only IntServ nodel for QoS, using random
nunbers in Flow Label is a valid option. But in some conditions

it is not desirable to use random nunbers in Flow Label. If the
network is required to have a determnistic behavior, using random
nunbers is not a good option as it increases the unpredictability.
Again, if any load filtering rules have to be designed based on or
using the Flow Label, random nunbers should not be used as the val ue
in the Fl ow Label can not be predicted.

PHB I D: This approach supports the pure DiffServ based nodel. So

if the network is designed so as to support DiffServ nodel for

QS, using PHB IDin flow | abel and using M- classifier as described
in the previous sections is a valid option

Hybrid: Again, if the network supports DiffServ nodel for QoS, using
this approach is a valid option. Here the application should be
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capabl e of providing the exact values of bandw dth, delay and buffer
requi rement it needs.

4. Hop-by-Hop: For using this approach, the application should be capable
of specifying the values of QoS paraneters. So if the application has
these details and the val ues asked by the application are not supported
by the hybrid approach, this approach should be used.

5. Port-Protocol method: If the network is designed so as to perform sone
load filtering based on the port nunber or the protocol, this approach
is a valid option.

7. \Where other approaches differ in defining the Flow Label fromthe proposed
approach

Few internet drafts have differentiated between the control and forwarding
pl ane. [draft-ietf-ipv6-flowlabel-00.txt] defines the Control plane as
part of an I P node taking care of control functions, such as routing
protocol s and fl ow establishnment protocols and Forwardi ng pl ane as part

of an I P node receiving and forwarding | P packets; also known as the

“dat apath”. Having a separation of control plane and forwardi ng pl ane does
have an advantage as explained in that draft. But it may not be conpletely
beneficial as the TCP/IP architecture itself is not fully |layered. MNoreover
this approach m ght require sone changes in the existing architecture as
opposed to the proposed solution given in this draft.

8. Security Considerations

The specifications of this draft do not raise any new security issues.
The Fl ow Label field in the IPv6 header cannot be encrypted because

of the known reasons. If encrypted, each in between router has to
decrypt the header for providing the required QoS to the packet. As

the QoS specification requires m ninmumdelay for the packet, decrypting
each packet's header at each router will not be a good idea because of
the tinme required in processing the packet.

9. Concl usi on

This report has dealt extensively with all the suggested formats for
defining the 20-bit IPv6 Flow Label and finally has suggested a
hybrid approach for efficiently defining the 20-bit |IPv6 Fl ow Label

One of the mmjor reasons why the current solution proposed in this draft
provi des choice for IntServ/DiffServ based quality of service is the fact
that a few representative research experinents in many places including
those in Europe ( wwww. bits-pilani.ac.in/ngni) have shown that while
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DiffServ is definitely an attractive solution due to its scalability,
I nt Serv has been found to be fair and reasonably efficient under a rea
life situation constraints that were stinulated in these experinents.

In the meanwhil e, yet another Quality of Service approach is gradually
evol ving (Appendi x A.3) that aims to provide a seanl ess application
transparency based solution to provide end-to-end quality of service
support. Inspired fromthe initiative in the distributed operating system
research and policy-based QoS nechanisns,this approach is still evolving
and refined. It is hoped that once this approach becones verifiable and
viabl e, an alternate protocol independent quality of service strategy shal
be possible to be inplenented in the near future.

The emphasis of this work is to result into a practically acceptable
specification that could be effectively used for a reasonably |ong
period of time for inplenmenting I Pv6 Quality of Service that so far

has been el usive in absence of a clear, verifiable and conplete
specification. A separate ID is under preparation specifically building
upon these specifications so as to explicitly address the scalability

i ssues related to the | Pv6-Milticast-QoS.
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Appendi x
A.1. Characteristics of IPv6 flows and Fl ow Labels

The characteristics of IPv6 flows and Fl ow Labels as given in RFC 2460
are rearranged as foll ows:

(a) Aflowis uniquely identified by the conmbination of a source
address and a non-zero Fl ow Label

(b) Packets that do not belong to a flow carry a Flow Label of zero.
(c) A Flow Label is assigned to a flow by the Flow s source node.

(d) New Fl ow Label s nust be chosen (pseudo) randomly and uniformy
fromthe range 1 to FFFFF hex. The purpose of the random
allocation is to make any set of bits within the Fl ow Labe
field suitable for use as a hash key by routers, for | ooking
up the state associated with the fl ow

(e) Al packets belonging to the same flow nust be sent with the
same source address, destination address, and Fl ow Label

(f) If packets of flow include a Hop-by-Hop options header, then
they all must be originated with the sane Hop-by-Hop options

(g) If packets of a flow include a routing header, then they al
nmust be originated with the sane contents in all extension
headers up to and including the routing header
header contents.

(h) The maxinmum s lifetime of any flow handling state established
along a flow s path nust be specified as part of the description
of the state-establishnent mechanism e.g., the resource
reservation protocol or the flow setup hop-by-hop option

(i) The source nmust not reuse a Flow Label for a new flow within the
maxi mum | i fetime of any flow handling state that m ght have been
established for the prior use of that Flow Label

A. 2. Conparison of already suggested approaches in defining the IPv6 Fl ow
Label format

This section discusses the already suggested approaches in [draft-conta-
i pv6-fl ow | abel -02.txt] for defining the 20-bit Flow Label. It discusses
t he advantages and di sadvant ages of these approaches. Finally it tells
about accepting or not preferring these approaches and includes the
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accept ed approaches (with nodifications wherever required) in the fina
definition of the Flow Label discussed in the next section

.1 First approach

Foll owi ng format can be used for the Fl ow Label

B i T i T i it S S Y S
| 0| Pseudo - Random val ue |
B i s a ST T T S g T S S S e
B T T i T S S S ik T S S
| 1| DiffServ | Pv6 Fl ow Label |
B T T S R T T i ik T S I S S

The DiffServ | Pv6 Flow Label is a nunber that is constructed based
on the Differentiated services "Per Hop Behavior ldentification
Code".

i T S e T i i T S S S S T
1| Per Hop Behavior Ident. Code| Res.
B i S Tl ik s s I S SR S

+— +

The "Res" bits are reserved.

The PHB ID is either directly derived froma standard differenti ated
services code point, or it is an "I ANA Assigned Val ue".

Advant ages:

Preserves conpatibility with the random nunber nmethod of selecting
a Flow Label value defined in I Pv6 specification

Captures the differentiated services treatnent intended to be
applied to the packet.

Unlike the value of the traffic class field, it is not locally
mapped and hence suitable for use in an end-to-end header field.

Di sadvant ages:

It captures less information than the port number and protoco
nunber normelly used in multi field classifier

.2 Second Approach

DiffServ with multi field classifier can be used in a nore efficient
and practical manner as an alternative to IntServ and RSVP. The Fl ow
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Label classifier is basically a 3-elenent tuple - source and
destinati on address and | Pv6 Fl ow Label

The classifier can be defined in any of the foll owing two ways:

C = (SA, SAPrefix, DA, DAPrefix, Flow Label).

C = (SA, SAPrefix, DA, DAPrefix, Flow Label mn: Flow Label max).

I ncom ng packet header (SA, DA, Flow Label) is matched with
classification rules table entry C or C

Advant ages:

Hel ps the I Pv6 Flow Label to achieve, as it is supposed, in a nore
ef ficient processing of packets in QoS engines in IPv6 forwarding
devi ces.

Di sadvant ages:

When packets are transmitted, the end nodes have to force the
correct Flow Label in the IPv6 headers of outgoing packets or the
first hop routers have to do this job. To acconplish these rules,
these routers will be configured with MF classifiers. This puts
extra conputations to be done by the routers.

.3 Third approach

I ncl udes the algorithm c mapping of the port nunbers and protoco
into the Flow Label. It reserves 12 bits for the port nunber and 8
bits for the protocol

012345678901234567829
I ol i S R e e S R il ol ol SEIE S TR TR g SR
| Server port number | Hto-H protocol
B s o ST S i st ol ai ST S S

Advant ages:

Classification rule is 5 or 6 element tuple format of a DiffServ M
classifier, containing the source and the destination address, the
source and the destination ports, the host-to-host protocol. So no
new classification rule format is needed.

Di sadvant ages:

It cannot differentiate anong nultiple instances of the sane
application running on the sanme two conmuni cati on end nodes.
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The reduced nunber of bits (12 out of 16) limts the value of ports.
12 bits can represent only the "I ANA wel | -known ports", that is from
1 to 1023 and a subset of "IANA registered ports", that is from 1024
to 4095. Registered ports have val ues between 1024 and 65535.

.4 Fourth approach

The field occupied by host-to-host protocol could be reduced to 1
as TCP and UDP are the only well known protocols.

0123456789012345617829
il T s ST I S S O ST T S S N S S S
| TCP Server port nunber | Res | 0|
B i T i i e e ik ik s i e

01234567890123456789
B I S T o R A SIP SR R S SRS
| UDP Server port nunber | Res |1
B T ST T S S i s TSI S S S S

The "Res" bits are reserved.

The "TCP Server Port Number" or "UDP Server Port Nunber" is the 16-
bit port number assigned to the server side of the client/server
application.

Advant ages:

Again the classification field is a 5 or 6 elenent tuple. So no new
classification rule is needed.

Thi s approach keeps 16 bits for the port nunber so that all the
"I ANA wel | -known ports” and "1 ANA regi stered ports” can be
accommodated in these 16 bits.

Di sadvant ages:
Thi s approach, too, cannot differentiate among multiple instances
of the sanme application running on the sane two comuni cati on end

nodes.

Reserving only 1 bit for the protocol field in the Flow Labe
restricts the use of any protocol other than TCP and UDP

.5 Fifth approach

Header | ength format:

Anot her possible solution is to store the length of |Pv6 headers
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length that is the length of the | Pv6 Base Headers and | Pv6
extensi on headers preceding the host-to-host or transport header
The |l ength of I Pv6 headers in the Flow Label val ue woul d provide
the information, which a DiffServ QS engine classifier could use
to locate and fetch the source and destination ports and apply
those along with the source and destination address and host-to-
host protocol fromthe Flow Label, to match the source and
destinati on address, the source and destination ports and the
protocol identifier elenents of a DiffServ MF classifier

0123456789012345617829
il T s ST I S S O ST T S S N S S S
| Length of |Pv6 headers| H-to-H protocol
B i T i i e e ik ik s i e

Advant ages:

"Length of 1 Pv6 headers"” allows skipping the I Pv6 headers to access
directly the host-by-host header for other purposes. This format is
useful for classifying packets that are not TCP or UDP, and have no
source and destination ports.

Di sadvant ages:

| Pv6 header does not include "Total Headers Length" field. So
introducing this new field in the Flow Label puts extra conputation
to be done that nmay result in the processing del ays.

I ncluding "Length of | Pv6 headers" in the Flow Label does not carry
any significance in case ESP is used for |P Security.

Thi s approach is not preferred because of the reasons given above.
Again, it does not carry any direct advantage in keeping the
"Length of |Pv6 headers"” in the Flow Label

Recent works in progress

An energi ng packet switched QS approach for providing end-to-end
quality of service transparent to the application programs is in the
verge of becoming a realistic solution for the | Pv6 based WAN- QoS
requi renments. Known as MultServ, this approach finds its inspiration
fromthe initiatives and the results of the distributed operating
system research. Some fundanmental initial work has been done by the
| Pv6- QoS research group at the Center for Software Devel opment, BITS
Pilani (India).(http://ipv6.bits-pilani.ac.in/ngni/NGN -M -QS-D4-
vl. 3-secure.pdf). It is expected that an | ETF docunent shall soon be
submtted to the QS community for their inputs and review of the
emer gent approach.
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A. 4. QS through policy based protocol inplenentation

For quite sonetinme now , an interesting and prom sing approach that is
generic in nature has been suggested and even inplenented in parts in
terms of quality of service. This approach called policy based contro
protocol has already one standardi zed protocol known as Common Open
Policy Service (COPS). COPS inmplementati on has been available in
several newer routers. Ths policy based quality of service framework
permits the network administrators to define QS Policies that
explicitly define rules pertaining to handling aggregated flows at a
net work node known as the Policy Enforcenent Point (PEP). The policy
servers known as the Policy Decision Point (PDP) conmputes or deternine
the exact QoS enforcenent action to be taken on the policy-classified
packets to be executed at the PEPs. Although very useful, this approach
exhibits certain basic flaws. For instance, PDPs could be the point of
failures and buil di ng redundancy by providing nore PDPs may |ead to
net wor k degradati on (due to possi bl e overheads and synchroni sation

i ssues) unless it is very carefully designed. [Qos_pol 113]

Acutally this policy based QoS solution augnents the DiffServ approach
since in this case the PDPs are expected to map the fl ow i nfornmation
to specific DiffServ traffic conditioning action nmeta data which is
conmuni cat ed back to PEP; which thereafter uses this information for
future processing. However this approach has one advantage that
qualifies for an honourable slot in the QoS strategies and that is
because such a mechani sm does not require the application thensel ves
to be QoS aware. This al so happens to be the strong point of the
Mul t Serv approach, but it does not operate on the client-server

nmet hodol ogy.

The Quality of Service has one aspect called C&A (Chargi ng and
Accounting) which the comrercial providers of the service require to
support in case they have to charge their custoners on the basis of
QS requirenents. As of now, npbst of these service providers either

do not provide QS or provide certain flat tariff rates based on the
explicit choices made by the custonmers that requires the custoners to
be QS aware. All this is due to the fact that there is no C&A
provision in the npgjority of the proposed nechani snms pertaining to QoS.

The managenent of the QoS capabl e networks (QoS WANs) is yet another
area that has not been adequately addressed by nobst of the existing
proposed QoS nechanisns (with or without |Pv6). The key problemhere is
that since the routers do offer a variety of packet handling mechani sns,
the operator has to specifically select and conbine the required traffic
condi tioning conponents at the Edge Routers and even at the Core Routers
at the service providers end. Although the aggregated end-to-end fl ow
can be inplenmented in such cases, the task to define the exact router
configuration remains an increasing conplex job particularlyy in w de area
het er ogeneous networks. A related issue is scalability of managenent of
such QoS- capabl e networks.

Rahul Banerj ee [ Page 22]



Internet Draft A Modi fied Specification for use of the April 2002
| Pv6 Fl ow Label for providing efficient
Quality of Service using hybrid approach.

The abovenentioned issues are the two areas that are specifically
being attenpted to be addressed as built-in features of the MiltServ
quality of service mechanism which may eventually be inplenented in
| Pv6 WANs and which will not require any mmjor change in the basic
protocol itself.
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