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An RDMA Prot ocol Specification
1 Status of this Meno

This docunent is an Internet-Draft and is subject to all
provi sions of Section 10 of RFC2026.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF), its areas, and its working groups. Note that
ot her groups nmay al so distribute working docunents as | nternet-
Drafts.

Internet-Drafts are draft docunents valid for a maxi mum of si X
nont hs and may be updated, replaced, or obsol eted by other

docunents at any tinme. It is inappropriate to use Internet-Drafts
as reference material or to cite themother than as "work in
progress."”

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/lid-abstracts.html The list of Internet-Draft
Shadow Directories can be accessed at

http://ww.ietf.org/shadow htnl.

2 Abstract

Thi s docunent defines a Renpte Direct Menory Access Protocol
(RDMAP) that operates over the Direct Data Pl acenent Protocol (DDP
protocol). RDVAP provides read and wite services directly to
applications and enables data to be transferred directly into ULP
Buffers without internediate data copies. It also enabl es a kernel
bypass i npl enent ati on.
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3

| nt roducti on

Today, communications over TCP/IP typically require copy
operations, which add | atency and consune significant CPU and
menory resources. The Renote Direct Menory Access Protocol

(RDMAP) enabl es renoval of data copy operations and enabl es
reduction in latencies by allowing a |ocal application to read or
wite data on a renote conputer's nmenory with m nimal demands on
menory bus bandw dt h and CPU processi ng overhead, while preserving
menory protection semanti cs.

RDVAP is | ayered on top of Direct Data Placenent (DDP) and uses
the two Buffer Models avail able from DDP [ DDP]

3.1 Architectural Goals

RDMVAP has been designed with the foll ow ng high-Ieve
architectural goals:

* Provide a data transfer operation that allows a Local Peer to
transfer up to 2732 - 1 octets directly into a previously
advertised buffer (i.e. Tagged buffer) located at a Renote Peer
W thout requiring a copy operation. This is referred to as the
RDVA Wite data transfer operation.

* Provide a data transfer operation that allows a Local Peer to
retrieve up to 2"32 - 1 octets directly froma previously
advertised buffer (i.e. Tagged buffer) located at a Renote Peer
W thout requiring a copy operation. This is referred to as the
RDVA Read data transfer operation

* Provide a data transfer operation that allows a Local Peer to
send up to 2732 - 1 octets directly into a buffer located at a
Renote Peer that has not been explicitly advertised. This is
referred to as the Send (Send with Invalidate, Send with
Solicited Event, and Send with Solicited Event and | nvali date)
data transfer operation.

* Enable the | ocal ULP to use the Send Operation Type (includes
Send, Send with Invalidate, Send with Solicited Event, and Send
with Solicited Event and Invalidate) to signal to the renote
ULP the Conpletion of all previous Messages initiated by the
| ocal ULP

* Provide for all Operations on a single RDVAP Streamto be
reliably transmtted in the order that they were submtted.

*  Provide RDVAP capabilities independently for each Stream when
the LLP supports nultiple data Streans within an LLP
connecti on.
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3.2 Protocol Overvi ew

RDVAP provi des seven data transfer operations. Except for the RDVA
Read operation, each operation generates exactly one RDVA Message.
Followng is a brief overview of the RDVA Qperations and RDVA
Messages:

1.

Reci o,

Send - A Send operation uses a Send Message to transfer data
fromthe Data Source into a buffer that has not been
explicitly Advertised by the Data Sink. The Send Message uses
the DDP Unt agged Buffer Mdel to transfer the ULP Message into
the Data Sink's Untagged Buffer.

Send with Invalidate - A Send with Invalidate operation uses a
Send with Invalidate Message to transfer data fromthe Data
Source into a buffer that has not been explicitly Advertised
by the Data Sink. The Send with Invalidate Message i ncl udes
all functionality of the Send Message, with one addition: an
STag field is included in the Send Wth Invalidate Message and
after the nessage has been Placed and Delivered at the Data
Sink the renote peer's buffer identified by the STag can no

| onger be accessed renptely until the renote peer's ULP re-
enabl es access and Advertises the buffer.

Send with Solicited Event (Send with SE) - A Send with
Solicited Event operation uses a Send with Solicited Event
Message to transfer data fromthe Data Source into an Untagged
Buffer at the Data Sink. The Send with Solicited Event Message
is simlar to the Send Message, with one addition: when the
Send with Solicited Event Message has been Pl aced and
Delivered, an Event may be generated at the recipient, if the
recipient is configured to generate such an Event.

Send with Solicited Event and Invalidate (Send with SE and
Invalidate) - A Send with Solicited Event and I nvalidate
operation uses a Send with Solicited Event and Invalidate
Message to transfer data fromthe Data Source into a buffer
that has not been explicitly Advertised by the Data Sink. The
Send with Solicited Event and Invalidate Message is simlar to
the Send with Invalidate Message, wth one addition: when the
Send with Solicited Event and I nvalidate Message has been

Pl aced and Delivered, an Event may be generated at the
recipient, if the recipient is configured to generate such an
Event .

Renote Direct Menory Access Wite - An RDVA Wite operation
uses an RDVA Wite Message to transfer data fromthe Data
Source to a previously advertised buffer at the Data Sink.

The ULP at the Renote Peer, which in this case is the Data

Si nk, enables the Data Sink Tagged Buffer for access and
Advertises the buffer's size (length), location (Tagged

O fset), and Steering Tag (STag) to the Data Source through a
ULP specific nechanism The ULP at the Local Peer, which in
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this case is the Data Source, initiates the RDVA Wite
operation. The RDVA Wite Message uses the DDP Tagged Buffer
Model to transfer the ULP Message into the Data Sink's Tagged
Buffer. Note: the STag associated wth the Tagged Buffer
remains valid until the ULP at the Renote Peer invalidates it
or the ULP at the Local Peer invalidates it through a Send
with Invalidate or Send with Solicited Event and | nvalidate.

Renote Direct Menory Access Read - The RDVA Read operation
transfers data to a Tagged Buffer at the Local Peer, which in
this case is the Data Sink, froma Tagged Buffer at the Renote
Peer, which in this case is the Data Source. The ULP at the
Dat a Source enables the Data Source Tagged Buffer for access
and Advertises the buffer's size (length), |ocation (Tagged
Ofset), and Steering Tag (STag) to the Data Sink through a
ULP specific mechanism The ULP at the Data Sink enables the
Data Si nk Tagged Buffer for access and initiates the RDVA Read
operation. The RDVA Read operation consists of a single RDVA
Read Request Message and a single RDVA Read Response Message,
and the latter may be segnented into nultiple DDP Segnents.

The RDVA Read Request Message uses the DDP Untagged Buffer
Model to Deliver the STag, starting Tagged O fset and | ength
for both the Data Source and Data Sink Tagged Buffers to the
renote peer's RDMA Read Request Queue.

The RDVA Read Response Message uses the DDP Tagged Buffer
Model to Deliver the Data Source's Tagged Buffer to the Data
Si nk, w thout any involvenent fromthe ULP at the Data Source.

Note: the Data Source STag associated with the Tagged Buffer
remains valid until the ULP at the Data Source invalidates it
or the ULP at the Data Sink invalidates it through a Send with
Invalidate or Send with Solicited Event and Invalidate. The
Data Sink STag associated wth the Tagged Buffer remains valid
until the ULP at the Data Sink invalidates it.

Termnate - A Term nate operation uses a Term nate Message to
transfer to the Renote Peer information associated with an
error that occurred at the Local Peer. The Term nate Message
uses the DDP Untagged Buffer Mdel to transfer the Message
into the Data Sink's Untagged Buffer.

3.3 RDMAP Layering

RDVAP i s dependent on DDP, subject to the requirenents defined in
section 5 ULP and Transport Attributes

Transport Requirenents & Assunptions. Figure 1 RDVAP Layering
depicts the rel ationship between Upper Layer Protocols (ULPs),
RDVAP, DDP protocol, the framng |ayer, and the transport For LLP
protocol definitions of each LLP, see [ MPA], [TCP], and [ SCTP].

Reci o,

et al. Expires April, 2003 [ Page 6]



| nternet-Draft

RDVA Pr ot ocol Specification 21 Cct 2002

i S S i S T S e s S &

T S T S S I i S S

T S S S S i S i S S &

DDP pr ot ocol
T e e i o T R e e e S
MPA
R i e o e e SCTP
TCP

Upper Layer Protocol (ULP)

RDVAP

R e i T S e s R e o

Figure 1 RDMAP Layeri ng

If RDVAP is | ayered over DDP/ MPA/ TCP, then the respective headers
and ULP Payl oad are arranged as follows (Note: For clarity, MPA
header and CRC fields are included but MPA markers are not shown):
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Figure 2 Exanple of MPA, DDP, and RDVAP Header Alignnment over TCP
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4 d ossary
4.1 Ceneral

Advertisenent (Advertised, Advertise, Advertisenents, Adverti ses)
- the act of informng a Renote Peer that a | ocal RDVA Buffer
is available to it. A Node nakes avail able an RDVA Buffer for
i ncom ng RDVA Read or RDMA Wite access by informng its
RDMVA/ DDP peer of the Tagged Buffer identifiers (STag, base
address, and buffer length). This advertisenent of Tagged
Buffer information is not defined by RDMA DDP and is left to
the ULP. A typical nmethod would be for the Local Peer to enbed
the Tagged Buffer's Steering Tag, base address, and length in
a Send Message destined for the Renpte Peer.

Data Sink - The peer receiving a data payload. Note that the Data
Sink can be required to both send and recei ve RDVA/ DDP
Messages to transfer a data payl oad.

Data Source - The peer sending a data payload. Note that the Data
Source can be required to both send and recei ve RDWW DDP
Messages to transfer a data payl oad.

Data Delivery (Delivery, Delivered, Delivers) - Delivery is
defined as the process of informng the ULP or consuner that a
particul ar Message is available for use. This is specifically
different from"Placenent", which nmay generally occur in any
order, while the order of "Delivery" is strictly defined. See
"Data Pl acenent".

Fabric - The collection of |inks, switches, and routers that
connect a set of Nodes with RDMA DDP protocol inplenentations.

Fence (Fenced, Fences) - To bl ock the current RDVA Operation from
executing until prior RDVA Operations have Conpl et ed.

i WARP - A suite of wire protocols conprised of RDVAP, DDP, and
MPA. The i WARP protocol suite may be | ayered above TCP, SCTP
or other transport protocols.

Local Peer - The RDMW DDP protocol inplenentation on the |ocal end
of the connection. Used to refer to the | ocal entity when
descri bing a protocol exchange or other interaction between
two Nodes.

Node - A conputing device attached to one or nore |inks of a
Fabric (network). A Node in this context does not refer to a
specific application or protocol instantiation running on the
conputer. A Node may consist of one or nore RNICs installed in
a host conputer.

Renot e Peer - The RDMA DDP protocol inplenmentation on the opposite
end of the connection. Used to refer to the renote entity when
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descri bi ng protocol exchanges or other interactions between
t wo Nodes.

RNIC - RDVA Network Interface Controller. In this context, this
woul d be a network 1/0O adapter or enbedded controller with
i WARP and verbs functionality.

RNIC Interface (RI) - The presentation of the RNIC to the verbs
Consuner as inplenmented through the conbination of the RNIC
and the RNIC driver.

ULP - Upper Layer Protocol. The protocol |ayer above the protocol
| ayer currently being referenced. The ULP for RDMA/ DDP i s
expected to be an OS, Application, adaptation |ayer, or
proprietary device. The RDMA/ DDP docunents do not specify a
ULP - they provide a set of semantics that allow a ULP to be
designed to utilize RDVA/ DDP.

ULP Payload - The ULP data that is contained within a single
prot ocol segnment or packet (e.g. a DDP Segnent).

Verbs - An abstract description of the functionality of a RNIC
Interface. The OS nmay expose sone or all of this functionality
via one or nore APIs to applications. The OS will also use
sone of the functionality to nanage the RNIC Interface.

4.2 LLP

LLP - Lower Layer Protocol. The protocol |ayer beneath the
protocol |ayer currently being referenced. For exanple, for
DDP the LLP is SCTP, MPA, or other transport protocols. For
RDVA, the LLP is DDP.

LLP Connection - Corresponds to an LLP transport-Ilevel connection
bet ween the peer LLP layers on two nodes.

LLP Stream - Corresponds to a single LLP transport-I|evel Stream
bet ween the peer LLP layers on two Nodes. One or nore LLP
Streans may map to a single transport-1level LLP connection.
For transport protocols that support nmultiple Streans per
connection (e.g. SCTP), a LLP Stream corresponds to one
transport-level Stream

MULPDU - Maxi num ULPDU. The current maxi num size of the record
that is acceptable for DDP to pass to the LLP for
transm ssi on.

ULPDU - Upper Layer Protocol Data Unit. The data record defined
by the | ayer above MPA.

4.3 Direct Data Pl acenent (DDP)

Data Pl acenent (Placenent, Placed, Places) - For DDP, this termis
specifically used to indicate the process of witing to a data
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buffer by a DDP inplenentation. DDP Segnents carry Pl acenent
i nformation, which may be used by the receiving DDP

i npl enentation to perform Data Pl acenent of the DDP Segnent
ULP Payl oad. See "Data Delivery".

DDP Abortive Teardown - The act of closing a DDP Stream w t hout
attenpting to Conplete in-progress and pendi ng DDP Messages.

DDP Graceful Teardown - The act of closing a DDP Stream such that
all in-progress and pendi ng DDP Messages are allowed to
Conpl ete successful ly.

DDP Control Field - a fixed 16-bit field in the DDP Header. The
DDP Control Field contains an 8-bit field whose contents are
reserved for use by the ULP

DDP Header - The header present in all DDP segnents. The DDP
Header contains control and Pl acenent fields that are used to
define the final Placenent |ocation for the ULP payl oad
carried in a DDP Segnent.

DDP Message - A ULP defined unit of data interchange, which is
subdi vided into one or nore DDP segnents. This segnentation
may occur for a variety of reasons, including segnentation to
respect the maxi num segnent size of the underlying transport
pr ot ocol .

DDP Segnment - The smallest unit of data transfer for the DDP
protocol. It includes a DDP Header and ULP Payl oad (if
present). A DDP Segnent should be sized to fit within the
underlying transport protocol MJLPDU

DDP Stream - a sequence of DDP Messages whose ordering is defined
by the LLP. For SCTP, a DDP Stream maps directly to an SCTP
Stream For MPA, a DDP Streammaps directly to a TCP
connection and a single DDP Streamis supported. Note that
DDP has no ordering guarantees between DDP Streans.

Direct Data Placenent - A nechani sm whereby ULP data contai ned
wi thin DDP Segnents nmay be Placed directly into its final
destination in nmenory w thout processing of the ULP. This may
occur even when the DDP Segnents arrive out of order. Qut of
order Placenent support may require the Data Sink to inplenent
the LLP and DDP as one functional bl ock.

Direct Data Placenment Protocol (DDP) - Also, a wire protocol that
supports Direct Data Placenent by associating explicit nmenory
buf fer placenment information with the LLP payl oad units.

Message OFfset (MO - For the DDP Untagged Buffer Model, specifies
the offset, in bytes, fromthe start of a DDP Message.
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Message Sequence Nunber (MSN) - For the DDP Untagged Buffer Model,
specifies a sequence nunber that is increasing with each DDP
Message.

Queue Nunber (QN) - For the DDP Untagged Buffer Model, identifies
a destination Data Sink queue for a DDP Segnent.

Steering Tag - An identifier of a Tagged Buffer on a Node, valid
as defined within a protocol specification.

STag - Steering Tag

Tagged Buffer - A buffer that is explicitly Advertised to the
Renot e Peer through exchange of an STag, Tagged O fset, and
| engt h.

Tagged Buffer Mddel - A DDP data transfer nodel used to transfer
Tagged Buffers fromthe Local Peer to the Renpte Peer.

Tagged DDP Message - A DDP Message that targets a Tagged Buffer.
Tagged O fset (TO - The offset within a Tagged Buffer on a Node.

Unt agged Buffer - A buffer that is not explicitly Advertised to
t he Renote Peer.

Unt agged Buffer Mbdel - A DDP data transfer nodel used to transfer
Unt agged Buffers fromthe Local Peer to the Renote Peer.

Unt agged DDP Message - A DDP Message that targets an Untagged
Buf f er.

4.4 Renote Direct Menory Access (RDVA)

Event - An indication provided by the RDVAP Layer to the ULP to
indicate a Conpletion or other condition requiring inmedi ate
attention.

I nval i date STag - A nechanismused to prevent the Renote Peer from
reusing a previous explicitly Advertised STag, until the Local
Peer makes it avail able through a subsequent explicit
Advertisenment. The STag cannot be accessed renotely until it
is explicit Advertised again.

RDVA Conpl etion (Conpl etion, Conpleted, Conplete, Conpletes) - For
RDMVA, Conpletion is defined as the process of informng the
ULP that a particular RDVA Operation has performed al
functions specified for the RDVA Operations, including
Pl acement and Delivery. The Conpletion semantic of each RDVA
Operation is distinctly defined.

RDVA Message - A data transfer nechanismused to fulfill an RDVA
Oper at i on.
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RDVA Operation - A sequence of RDVMA Messages, including control
Messages, to transfer data froma Data Source to a Data Sink.
The foll owm ng RDVMA Operations are defined - RDVA Wites, RDVA
Read, Send, Send wth Invalidate, Send with Solicited Event,
Send with Solicited Event and Invalidate, and Term nate.

RDVA Protocol (RDVAP) - A wire protocol that supports RDVA
Qperations to transfer ULP data between a Local Peer and the
Renot e Peer.

RDMVAP Abortive Term nation (Term nation, Term nated, Term nate,
Term nates) - The act of closing an RDVAP Stream w t hout
attenpting to Conplete in-progress and pendi ng RDVA
Oper ati ons.

RDMVAP Graceful Term nation - The act of closing an RDMAP Stream
such that all in-progress and pendi ng RDVA Qperations are
all owed to Conpl ete successfully.

RDVA Read - An RDMA Operation used by the Data Sink to transfer
the contents of a source RDVA buffer fromthe Renote Peer to
the Local Peer. An RDVA Read operation consists of a single
RDVA Read Request Message and a single RDMA Read Response
Message.

RDVA Read Request - An RDVA Message used by the Data Sink to
request the Data Source to transfer the contents of an RDVA
buffer. The RDMA Read Request Message descri bes both the Data
Source and Data Sink RDVA buffers.

RDVA Read Request Queue - The queue used for processi ng RDVA Read
Requests. The RDVA Read Request Queue has a DDP Queue Nunber
of 1.

RDVA Read Response - An RDVA Message used by the Data Source to
transfer the contents of an RDVA buffer to the Data Sink, in
response to an RDVA Read Request. The RDVMA Read Response
Message only describes the data sink RDVA buffer.

RDMVAP Stream - An associ ati on between a pair of RDVAP
i npl enentati ons, possibly on different Nodes, which transfer
ULP data usi ng RDMA Operations. There may be nultipl e RDVAP
Streans on a single Node. An RDVMAP Stream maps directly to a
single DDP Stream

RDVA Wite - An RDVA Operation that transfers the contents of a
source RDVA Buffer fromthe Local Peer to a destination RDVA
Buffer at the Renpte Peer using RDVA. The RDVA Wite Message
only describes the Data Sink RDVA buffer.

Renote Direct Menory Access (RDMA) - A nmethod of accessing nenory
on a renote systemin which the |ocal systemspecifies the
renmote | ocation of the data to be transferred. Enploying a
RNIC in the renote systemall ows the access to take pl ace
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W thout interrupting the processing of the CPU(s) on the
system

Send - An RDVA Qperation that transfers the contents of a ULP
Buffer fromthe Local Peer to an Untagged Buffer at the Renote
Peer .

Send Message Type - A Send Message, Send with Invalidate Message,
Send with Solicited Event Message, or Send with Solicited
Event and I nvalidate Message.

Send Operation Type - A Send Operation, Send with Invalidate
Operation, Send with Solicited Event Qperation, or Send with
Solicited Event and Invalidate Operation.

Solicited Event (SE) - Afacility by which an RDMA Qperation
sender nmay cause an Event to be generated at the recipient, if
the recipient is configured to generate such an Event, when a
Send with Solicited Event or Send with Solicited Event and
I nval i date Message is received. Note: The Local Peer's ULP
can use the Solicited Event nechanismto ensure that Messages
designated as inportant to the ULP are handled in an
expedi ti ous manner by the Renpbte Peer's ULP. The ULP at the
Local Peer can indicate a given Send Message Type is inportant
by using the Send with Solicited Event Message or Send with
Solicited Event and Invalidate Message. The ULP at the Renote
Peer can choose to only be notified when valid Send with
Solicited Event Messages and/or Send with Solicited Event and
I nval i date Messages arrive and handl e other valid i ncom ng
Send Messages or Send with Invalidate Messages at its |eisure.

Termnate - An RDVA Message used by a Node to pass an error
indication to the peer Node on an RDVMAP Stream This operation
is for RDVMAP use only.

ULP Buffer - A buffer owned above the RDVAP Layer and adverti sed
to the RDVAP Layer either as a Tagged Buffer or an Untagged
ULP Buffer.

ULP Message - The ULP data that is handed to a specific protocol

| ayer for transm ssion. Data boundaries are preserved as they
are transmtted through i WARP
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5 ULP and Transport Attributes

5.1 Transport Requirenments & Assunptions

RDMVAP MUST be | ayered on top of the Direct Data Pl acenent Protoco
[ DDP]

RDVAP requires the follow ng DDP support:

*

Reci o,

RDVAP uses three queues for Untagged Buffers:

* Queue Nunber 0 (used by RDVAP for Send, Send with
I nval idate, Send with Solicited Event, and Send with
Solicited Event and Invalidate operations).

* Queue Nunber 1 (used by RDVAP for RDVA Read operations).
* Queue Nunber 2 (used by RDVAP for Term nate operations).
DDP maps a single RDVA Message to a single DDP Message.

DDP uses the STag and Tagged O fset provided by the RDVAP for
Tagged Buffer Messages (i.e. RDMA Wite and RDVMA Read
Response) .

When the DDP | ayer Delivers an Untagged DDP Message to the
RDVAP | ayer, DDP provides the |ength of the DDP Message. This
ensures that RDVAP does not have to carry a length field inits
header .

When the RDVAP | ayer provides an RDVA Message to the DDP Layer,
DDP nmust insert the RsvdULP field val ue provided by the RDVAP
Layer into the associ ated DDP Message.

When the DDP | ayer Delivers a DDP Message to the RDVAP | ayer,
DDP provi des the RsvdULP fi el d.

The RsvdULP field nust be 1 octet for DDP Tagged Messages and 5
octets for DDP Untagged Messages.

DDP propagates to RDVAP all operation or protection errors
(used by RDVMAP Term nate) and, when appropriate, the DDP Header
fields of the DDP Segnent that encountered the error.

If an RDVMA Qperation is aborted by DDP or a | ower |ayer, the
contents of the Data Sink buffers associated with the operation
are consi dered i ndeterm nate.

DDP in conjunction with the | ower |ayers provide reliable, in-
order Delivery.
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5.2 RDMAP Interactions with the ULP

RDVAP provi des the ULP wth access to the foll ow ng RDVA
Operations as defined in this specification:

*

*

*

*

*

*

For

*

*

Reci o,

Send

Send with Solicited Event

Send with I nvalidate

Send with Solicited Event and | nvalidate

RDVA Wite

RDVA Read

Send Operation Types, the followng are the interactions
bet ween the RDVAP Layer and the ULP

At the Data Source:

* The ULP passes to the RDVAP Layer the foll ow ng:

*

*

*

ULP Message Length
ULP Message

An indication of the Send Operation Type, where the
valid types are: Send, Send with Solicited Event, Send
with Invalidate, or Send wth Solicited Event and

I nval i dat e.

An Invalidate STag, if the Send Operation Type was
Send with Invalidate or Send with Solicited Event and
| nval i dat e.

* When the Send QOperation Type Conpl etes, an indication of
the Conpletion results.

At the Data Sink:

* If the Send Operation Type Conpl eted successfully, the
RDVAP Layer passes the following information to the ULP
Layer:

*
*

*

et al.

ULP Message Length
ULP Message

An Event, if the Data Sink is configured to generate
an Event.
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* An Invalidated STag, if the Send Operation Type was
Send with Invalidate or Send with Solicited Event and
I nval i dat e.
* If the Send Operation Type Conpleted in error, the Data
Si nk RDVAP Layer will pass up the corresponding error
information to the Data Sink ULP and send a Term nate
Message to the Data Source RDVAP Layer. The Data Source
RDVAP Layer will then pass up the Term nate Message to the
ULP.

For RDVA Wite Qperations, the followng are the interactions
bet ween the RDVAP Layer and the ULP:

* At the Data Source:
* The ULP passes to the RDVAP Layer the foll ow ng:
* ULP Message Length
* ULP Message
* Data Si nk STag
* Data Si nk Tagged O f set

* When the RDVA Wite Operation Conpletes, an indication of
the Conpletion results.

* At the Data Sink:

* If the RDMA Wite conpleted successfully, the RDVAP Layer
does not Deliver the RDVA Wite to the ULP. It does Pl ace
the ULP Message transferred through the RDVA Wite Message
into the ULP Buffer.

* If the RDVA Wite conpleted in error, the Data Si nk RDVAP
Layer wll pass up the corresponding error information to
the Data Sink ULP and send a Term nate Message to the Data
Source RDVAP Layer. The Data Source RDVAP Layer will then
pass up the Term nate Message to the ULP.

For RDVA Read Operations, the followng are the interactions
bet ween the RDVAP Layer and the ULP:

* At the Data Sink:
* The ULP passes to the RDVAP Layer the foll ow ng:
* ULP Message Length
* Dat a Source STag
* Dat a Si nk STag
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* Dat a Source Tagged O f set
* Data Sink Tagged O f set

* When t he RDVA Read Operation Conpletes, an indication of
the Conpletion results.

* At the Data Source:

* If no error occurred while processing the RDMA Read
Request, the Data Source will not pass up any information
to the ULP.

* If an error occurred while processing the RDMA Read

Request, the Data Source RDVAP Layer will pass up the
corresponding error information to the Data Source ULP and
send a Term nate Message to the Data Sink RDVAP Layer. The
Data Sink RDVAP Layer will then pass up the Term nate
Message to the ULP

For STags made avail able to the RDVAP Layer, follow ng are the
i nteracti ons between the RDMAP Layer and the ULP

* |f the ULP enables an STag, the ULP passes to the RDVAP Layer
t he:

* STag;

* range of Tagged O fsets that are associated with a given
STag;

* renote access rights (read, wite, or read and wite)
associated with a given, valid STag; and

* associ ation between a given STag and a gi ven RDVAP Stream

* |f the ULP disables an STag, the ULP passes to the RDVAP Layer
t he STag.

If an error occurs at the RDVAP Layer, the RDVAP Layer may pass

back error information (e.g. the content of a Term nate Message)
to the ULP.
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6

Header For mat

The control information of RDVA Messages is included in DDP
protocol defined header fields, with the foll ow ng exceptions:

* The first octet reserved for ULP usage on all DDP Messages in
the DDP Protocol (i.e. the RsvdULP Field) is used by RDVAP to
carry the RDVA Message Opcode and the RDMVAP version. This octet
is knowmn as the RDMAP Control Field in this specification. For
Send with Invalidate and Send wth Solicited Event and
I nval i date, RDMAP uses the second through fifth octets provided
by DDP on Untagged DDP Messages to carry the STag that wll be
I nval i dat ed.

*  The RDVA Message length is passed by the RDVAP | ayer to the DDP
| ayer on all outbound transfers.

*  For RDVA Read Request Messages, the RDVA Read Message Size is
included in the RDMA Read Request Header

*  The RDVA Message length is passed to the RDMAP Layer by the DDP
| ayer on inbound Untagged Buffer transfers.

*  Two RDVA Messages carry additional RDVMAP headers. The RDVA Read
Request carries the Data Sink and Data Source buffer
descriptions, including buffer | ength. The Term nate carries
additional information associated with the error that caused
the Term nate.

6.1 RDMAP Control and Invalidate STag Field

The version of RDVAP defined by this specification uses all 8 bits
of the RDVMAP Control Field. The first octet reserved for ULP use
in the DDP Protocol MJUST be used by the RDMAP to carry the RDVAP
Control Field. The ordering of the bits in the first octet MJST be
as defined in Figure 3 DDP Control, RDVAP Control, and Invalidate
STag Field. For Send with Invalidate and Send with Solicited Event
and Invalidate, the second through fifth octets of the DDP RsvdULP
field MUST be used by RDVAP to carry the Invalidate STag. Figure 3
DDP Control, RDVAP Control, and Invalidate STag Field depicts the
format of the DDP Control and RDVAP Control fields. (Note: In
Figure 3 DDP Control, RDVAP Control, and Invalidate STag Field,
the DDP Header is offset by 16 bits to accommobdate the MPA header
defined in [ MPA]. The MPA header is only present if DDP is |ayered
on top of MPA.)
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0 1 2 3
0123456789012345678901234567890
T e i T S e e

| TIL|] Resrv | DV|] RV|Rsv| Opcode|

i T R e e s s o e e e S e S i sl o TR NI
I
+

1

| I nval i dat e STag
i S S i c i i i sl st SR N S S
Figure 3 DDP Control, RDVMAP Control, and Invalidate STag Fiel ds

Al l RDVA Messages handed by the RDVAP Layer to the DDP | ayer MUST
define the value of the Tagged flag in the DDP Header. Figure 4
RDVA Usage of DDP Fields MUST be used to define the value of the
Tagged flag that is handed to the DDP Layer for each RDVA Message.

Figure 4 RDVA Usage of DDP Fields defines the value of the RDVA
Opcode field that MJUST be used for each RDVA Message.

Figure 4 RDVA Usage of DDP Fiel ds defines when the STag, Queue
Nunmber, and Tagged O fset fields MJST be provided for each RDVA
Message.

For this version of the RDVAP, all RDVA Messages MUST have:
* Bits 24-25; RDVA Version field: Olb.

* Bits 26-27; Reserved. MJST be set to zero by sender, ignored by
t he receiver.

* Bits 28-31; OpCode field: see Figure 4 RDVA Usage of DDP
Fi el ds.

* Bits 32-63; Invalidate STag. However, this field is only valid
for Send wth Invalidate and Send with Solicited Event and
I nval i dat e Messages (see Figure 4 RDVA Usage of DDP Fields).
For Send, Send with Solicited Event, RDVA Read Request, and
Termnate, the Invalidate STag field MJUST be set to zero on
transmt and ignored by the receiver.
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RDVA Read
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Send with
SE and
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Speci fication

| nval i dat e
STag

Figure 4 RDVA Usage of DDP Fiel ds

N A nmeans Not Appli cabl e.

6.2 RDVA Message Definitions

21 Cct 2002

Message
Length
Communi cat ed
bet ween DDP
and RDVAP

The followi ng figure defines which RDMA Headers MJUST be used on
each RDVA Message and whi ch RDMA Messages are allowed to carry ULP

payl

Reci o,

oad:
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------- T e '
RDIVA Message RDVA Header Used ULP Message al lowed in
Message| Type t he RDVA Message
OpCode
------- T e N e
0000b RDVA Wite| None Yes
------- T e N e
0001b RDMVA Read RDMVA Read Request No

Request Header
------- T e N e
0010b RDMVA Read None Yes

Response
------- T e T
0011b Send None Yes
------- T T T
0100b Send with None Yes

I nval i dat e
------- T T T T T
0101b Send with None Yes

SE
------- T I
0110b Send with None Yes

SE and

I nval i dat e
------- T I
0111b Term nat e Ter m nat e Header No
------- T T T T
1000b
to Reserved Not Specified
1111b
------- T I

Figure 5 RDVMA Message Definitions
6.3 RDVA Wite Header

The RDVA Wite Message does not include an RDVAP header. The RDVAP
| ayer passes to the DDP | ayer an RDMAP Control Field. The RDVA
Wite Message is fully described by the DDP Headers of the DDP
Segnents associated with the Message.

See section 12 Appendi x for a description of the DDP Segnent
format associated with RDVMA Wite Messages.

6.4 RDVA Read Request Header

The RDVA Read Request Message carries an RDVA Read Request Header
t hat describes the Data Sink and Data Source Buffers used by the
RDVA Read operation. The RDVA Read Request Header imredi ately

foll ows the DDP header. The RDVAP | ayer passes to the DDP | ayer an
RDVAP Control Field. The following figure depicts the RDVA Read
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Request Header that MJUST be used for all RDVA Read Request
Messages:

0 1 2 3

01234567890123456789012345678901
i S s c s S S s S
| Data Si nk STag (Si nkSTag) |
T i i S S s i sk SRR S S S

I
Data Si nk Tagged O fset (SinkTO +
I

e T S T i i i S S e S S S
RDVA Read Message Size ( RDMARDSZ) |

B e T S T i i i S S S R e R
Dat a Source STag (SrcSTag) |

B i e S e i i i S S S TR E

Dat a Source Tagged O fset (SrcTO

+— T+

+
B e T S T i i i s i S S S S e
Figure 6 RDMA Read Request Header For mat

Data Sink Steering Tag: 32 bits.

The Data Sink Steering Tag identifies the Data Sink's Tagged
Buffer. This field MJUST be copied, wthout interpretation,
fromthe RDVA Read Request into the correspondi ng RDMA Read
Response and allows the Data Sink to place the returning
data. The STag is associated with the RDMAP Stream t hrough a
mechani smthat is outside the scope of the RDVAP
specification (see Section 10.3 Qther Security

Consi derations).

Data Sink Tagged O fset: 64 bits.

The Data Sink Tagged O fset specifies the starting offset, in
octets, fromthe base of the Data Sink's Tagged Buffer, where
the data is to be witten by the Data Source. This field is
copied fromthe RDVMA Read Request into the correspondi ng RDVA
Read Response and allows the Data Sink to place the returning
data. The Data Sink Tagged O fset MAY start at an arbitrary
of f set.

The Data Sink STag and Data Sink Tagged O fset fields
describe the buffer to which the RDMA Read data is witten.

Not e: the DDP Layer protects against a wap of the Data Sink
Tagged O f set.

RDVA Read Message Size: 32 bits.

The RDVA Read Message Size is the amount of data, in octets,
read fromthe Data Source. A single RDVA Read Request Message
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can retrieve fromO to 2232-1 data octets fromthe Data
Sour ce.

Data Source Steering Tag: 32 bits.

The Data Source Steering Tag identifies the Data Source's
Tagged Buffer. The STag is associated with the RDMAP Stream
t hrough a nmechanismthat is outside the scope of the RDVAP
specification (see Section 10.3 Qther Security

Consi derations).

Data Source Tagged O fset: 64 bits.

The Tagged O fset specifies the starting offset, in octets,
that is to be read fromthe Data Source's Tagged Buffer. The
Dat a Source Tagged O fset MAY start at an arbitrary offset.

The Data Source STag and Data Source Tagged O fset fields
describe the buffer fromwhich the RDMA Read data is read.

See Section 9.2 Errors Detected at the Renote Peer on | ncom ng
RDVA Messages for a description of error checking required upon
processi ng of an RDMA Read Request at the Data Source.

6.5 RDMA Read Response Header

The RDVA Read Response Message does not include an RDVAP header
The RDVAP | ayer passes to the DDP | ayer an RDVAP Control Field.
The RDVA Read Response Message is fully described by the DDP
Headers of the DDP Segnents associated with the Message.

See Section 12 Appendi x for a description of the DDP Segnent
format associated with RDMA Read Response Messages.

6.6 Send Header and Send with Solicited Event Header

The Send and Send with Solicited Event Message do not include an
RDVAP header. The RDMVAP | ayer passes to the DDP | ayer an RDVAP
Control Field. The Send and Send with Solicited Event Message are
fully described by the DDP Headers of the DDP Segnents associ ated
with the Message.

See Section 12 Appendi x for a description of the DDP Segnent
format associated with Send and Send with Solicited Event
Messages.

6.7 Send with Invalidate Header and Send with SE and | nvalidate
Header

The Send with Invalidate and Send with Solicited Event and

| nval i dat e Message do not include an RDVAP header. The RDVAP | ayer
passes to the DDP | ayer an RDVAP Control Field and the Invalidate
STag field (see section 6.1 RDVAP Control and Invalidate STag
Field). The Send with Invalidate and Send with Solicited Event and
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I nval i date Message are fully described by the DDP Headers of the
DDP Segnents associated with the Message.

See Section 12 Appendi x for a description of the DDP Segnent
format associated with Send and Send with Solicited Event
Messages.

6.8 Term nate Header

The Term nate Message carries a Term nate Header that contains
additional information associated with the cause of the Term nate.
The Term nate Header immedi ately follows the DDP header. The RDVAP
| ayer passes to the DDP | ayer an RDMAP Control Field. The
followng figure depicts a Term nate Header that MJST be used for
the Term nate Message:

0 1 2 3
01234567890123456789012345678901

i S T e e e S i i i S R S S S
| Term nate Contr ol | Reserved |
N i sk S R S s £ s o S R S S S
| DDP Segnment Length (if any) | |
e i S S R R e o +
I /1
| Ter m nat ed DDP Header (if any) |
+ +
i i T e e R o i i S SR S S S
/1 /

| Term nat ed RDVA Header (if any) |
+ +
T S T S b i i i S S s

Figure 7 Term nate Header For nat

Term nate Control: 19 bits.

The Term nate Control field MJUST have the format defined in
Figure 8 Term nate Control Field.

0 1 2 3
01234567890123456789012345678901
T T S i e g ot I S R S =
| Layer | EType | Error Code |HdrCt|
e T o I R i i S e S =

Figure 8 Terminate Control Field

* Figure 9 Termi nate Control Field Values defines the valid
val ues that MJUST be used for this field.
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Layer: 4 bits.
Identifies the | ayer that encountered the error.
EType (RDVA Error Type): 4 bits.

ldentifies the type of error that caused the

Term nate. When the error is detected at the RDVAP
Layer, the RDVAP Layer inserts the Error Type into
this field. Wien the error is detected at a LLP | ayer,
a LLP layer creates the Error Type and the DDP | ayer
passes it up to the RDVAP Layer, and the RDVAP Layer
inserts it into this field.

Error Code: 8 bits.

This field identifies the specific error that caused
the Term nate. Wen the error is detected at the RDVAP
Layer, the RDVAP Layer creates the Error Code. Wen
the error is detected at a LLP layer, a LLP | ayer
creates the Error Code and the DDP | ayer passes it up
to the RDVAP Layer, and the RDVAP Layer inserts it
into this field.

HdrCt: 3 bits.
Header control bits:

* M 1 bit. DDP Segnent Length valid. See Figure 10
for when this bit SHOULD be set.

* D 1 bit. DDP Header Included. See Figure 10 for
when this bit SHOULD be set.

* R 1 bit. RDVAP Header Included. See Figure 10 for
when this bit SHOULD be set.
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------- T T T U
Layer Layer Error Error Type | Error| Error Code Nane
Nane Type Nane | Code
------- e e T T
0000b Local | None | None
Cat ast r ophi c| |
Error | |
S e T N T e
| 00X | Invalid STag
- T T T -
01X Base or bounds
viol ation
Renot e +------ R
0001b Protection 02X Access rights
Error viol ation
S - L Ty
0000b RDVA 03X STag not associ ated
w th RDVAP Stream
S . T Ty
| 04X | TO wap
S T T S - S
| 05X | Invalid RDVAP
[ | version
S - R T T
| 06X | Unexpected OpCode
Renot e +--e--- R
0010b Operation | 07X | Catastrophic error,
Error | | localized to RDVAP
| | Stream
S - R T T
| 08X | Catastrophic error,
| | gl obal
------- T e T R L T Tyt
0001b DDP See DDP Specification [DDP] for a description of
t he val ues and nanes.
------- o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o
0010b MPA See MPA Specification [ MPA] for a description of
t he val ues and nanes.
------- o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o

Figure 9 Term nate Control Field Val ues

Reserved: 8 bits. This field MJUST be set to zero on transm t,
i gnored on receive.

DDP Segnment Length: 16 bits
The | ength handed up by the DDP Layer when the error was
detected. It MUST be valid if the Mbit is set. It MJST be
present when the D bit is set.

Term nated DDP Header: 112 bits for Tagged Messages and 144 bits
for Untagged Messages.
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The DDP Header of the incom ng Message that is associated
with the Term nate. The DDP Header is not present if the
Term nate Error Type is a Local Catastrophic Error. It MJST
be present if the D bit is set.

Ter m nat ed RDVA Header: 224 bhits.

The Term nated RDVA Header is only sent back if the termnate
is associated with an RDMA Read Request Message. It MJST be
present if the Rbit is set.

If the term nate occurs before the first RDMA Read Request
byte is processed, the original RDVA Read Request Header is
sent back

If the term nate occurs after the first RDVA Read Request
byte is processed, the RDVA Read Request Header is updated to
reflect the current |location of the RDVA Read operation that
IS in process:

* Data Sink STag = Data Sink STag originally sent in the
RDVA Read Request.

* Data Sink Tagged Ofset = Current offset into the Data
Si nk Tagged Buffer. For exanple if the RDVA Read
Request was term nated after 2048 octets were sent,
then the Data Sink Tagged O fset = the original Data
Si nk Tagged O fset + 2048.

* Dat a Message size = Nunber of bytes left to transfer.

* Data Source STag = Data Source STag in the RDVA Read
Request .

* Data Source Tagged O fset = Current offset into the
Dat a Source Tagged Buffer. For exanple if the RDVA
Read Request was term nated after 2048 octets were
sent, then the Data Source Tagged O fset = the
original Data Source Tagged O fset + 2048.

Figure 10 Error Type to RDVMA Message Mappi ng maps | ayer nane and
error types to each RDVA Message type:
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and DDP
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Yes, if
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VWhat type of
RDVA Message can
cause the error

Only RDMA Read
Request, Send
with Invalidate,
and Send with SE
and | nvalidate

Figure 10 Error Type to RDVA Message Mappi ng

al .

Expires April,

2003

[ Page 28]



I nternet-Draft RDVA Pr ot ocol Specification 21 Cct 2002

7 Data Transfer

7.1 RDVA Wite Message

An

RDVA Wite is used by the Data Source to transfer data to a

previously Advertised Tagged Buffer at the Data Sink. The RDVA
Wite Message has the foll owi ng semanti cs:

*

AN RDVA Wite Message MUST reference a Tagged Buffer. That is,
the Data Source RDVAP Layer MJST request that the DDP | ayer
mar k the Message as Tagged.

A valid RDVA Wite Message MJUST NOT be delivered to the Data
Sink's ULP (i.e. it is placed by the DDP | ayer).

At the Renote Peer, when an invalid RDVA Wite Message is
delivered to the Renpte Peer's RDVAP Layer, an error is
surfaced (see section 9.1 RDVAP Error Surfacing).

The Tagged O fset of a Tagged Buffer MAY start at a non-zero
val ue.

AN RDMA Wite Message MAY target all or part of a previously
Advertised buffer.

The RDVAP does not define how the buffer(s) used by an out bound
RDVMA Wite is defined and how it is addressed. For exanple, an
i npl emrentation of RDVMA may choose to allow a gather-1list of

non- conti guous data bl ocks to be the source of an RDVA Wite.
In this case, the data bl ocks woul d be conbi ned by the Data
Source and sent as a single RDMA Wite Message to the Data

Si nk.

The Data Source RDVAP Layer MJST issue RDVA Wite Messages to
the DDP | ayer in the order they were submtted by the ULP.

At the Data Source, a subsequent Send (Send with Invalidate,
Send with Solicited Event, or Send with Solicited Event and
I nval i date) Message MAY be used to signal Delivery of previous
RDVA Wite Messages to the Data Sink, if desired by the ULP.

If the Local Peer wishes to wite to nultiple Tagged Buffers on
the Renote Peer, the Local Peer MJST use nultiple RDVA Wite
Messages. That is, a single RDVA Wite Message can only wite
to one renote Tagged Buffer.

The Data Source MAY issue a zero length RDVMA Wite Message.

7.2 RDVA Read QOperation

The RDVA Read operation MJST consist of a single RDVA Read Request
Message and a single RDVA Read Response Message.

Reci o,
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7.2.1
An

RDVA Read Request Message

RDVA Read Request is used by the Data Sink to transfer data

froma previously Advertised Tagged Buffer at the Data Source to a
Tagged Buffer at the Data Sink. The RDVA Read Request Message has
the foll owi ng semanti cs:

*

Reci o,

AN RDMA Read Request Message MJST reference an Untagged Buffer
That is, the Local Peer's RDVMAP Layer MJST request that the DDP
mar k the Message as Unt agged.

One RDVA Read Request Message MUST consune one Unt agged Buffer

The Renote Peer's RDVAP Layer MUST process an RDVA Read Request
Message. A valid RDVA Read Request Message MUST NOT be
delivered to the Data Sink's ULP (i.e. it is processed by the
RDVAP | ayer) .

At the Renote Peer, when an invalid RDMA Read Request Message
is delivered to the Renote Peer's RDMAP Layer, an error is
surfaced (see section 9.1 RDVAP Error Surfacing).

AN RDMA Read Request Message MJST reference the RDVA Read
Request Queue. That is, the Local Peer's RDVAP Layer MJST
request that the DDP | ayer set the Queue Nunber field to one.

The Local Peer MUST pass to the DDP Layer RDVA Read Request
Messages in the order they were submtted by the ULP

The Renote Peer MJUST process the RDVA Read Request Messages in
the order they were sent.

If the Local Peer wishes to read fromnultiple Tagged Buffers

on the Renote Peer, the Local Peer MJST use nultiple RDMA Read
Request Messages. That is, a single RDMA Read Request Message

MJUST only read from one renote Tagged Buffer.

AN RDMA Read Request Message MAY target all or part of a
previously Advertised buffer.

If the Data Source receives a valid RDVA Read Request Message
it MUST respond with a valid RDVA Read Response Message.

The Data Sink MAY issue a zero |l ength RDMA Read Request
Message, by setting the RDMA Read Message Size field to zero in
t he RDMA Read Request Header

If the Data Source receives a non-zero | ength RDVA Read Message
Si ze, the Data Source RDVMAP MJST validate the Data Source STag
and Data Source Tagged O fset contained in the RDVA Read
Request Header.

If the Data Source receives an RDVMA Read Request Header with
t he RDVMA Read Message Size set to zero, the Data Source RDVAP
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7.2.2

* MUST NOT val idate the Data Source STag and Data Source
Tagged O fset contained in the RDVA Read Request Header,
and

* MJST respond with a zero |l ength RDVA Read Response
Message.

RDVA Read Response Message

The RDVA Read Response Message uses the DDP Tagged Buffer Model to

Del

iver the contents of a previously requested Data Source Tagged

Buffer to the Data Sink, w thout any involvenent fromthe ULP at
the Renote Peer. The RDVA Read Response Message has the foll ow ng
semanti cs:

*

Reci o,

The RDVA Read Response Message for the associ ated RDMA Read
Request Message travels in the opposite direction.

An RDMA Read Response Message MUST reference a Tagged Buffer
That is, the Data Source RDVAP Layer MJST request that the DDP
mar k the Message as Tagged.

The Data Source MJST ensure that a sufficient nunber of

Unt agged Buffers are avail able on the RDVA Read Request Queue
(Queue with DDP Queue Number 1) to support the maxi mum nunber
of RDMA Read Requests negotiated by the ULP

The RDVAP Layer MJST Deliver the RDVA Read Response Message to
t he ULP.

At the Renote Peer, when an invalid RDMA Read Response Message
is delivered to the Renote Peer's RDVAP Layer, an error is
surfaced (see section 9.1 RDVAP Error Surfacing).

The Tagged O fset of a Tagged Buffer MAY start at a non-zero
val ue.

The Data Source RDVAP Layer MJUST pass RDVMA Read Response
Messages to the DDP |ayer in the order that the RDVMA Read
Request Messages were received by the RDVAP Layer at the Data
Sour ce.

The Data Sink MAY validate that the STag, Tagged O fset, and
I ength of the RDMA Read Response Message are the sane as the
STag, Tagged O fset, and length included in the correspondi ng
RDVA Read Request Message.

A single RDVA Read Response Message MJUST wite to one renpte
Tagged Buffer. If the Data Sink wi shes to Read multiple Tagged
Buffers, the Data Sink can use nultiple RDVA Read Request
Messages.
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7.3 Send Message Type

The Send Message Type uses the DDP Untagged Buffer Mdel to
transfer data fromthe Data Source into an Untagged Buffer at the
Dat a Si nk.

*

Reci o,

A Send Message Type MJIST reference an Untagged Buffer. That is,
the Local Peer's RDMAP Layer MJST request that the DDP | ayer
mar k the Message as Unt agged.

One Send Message Type MJST consune one Untagged Buffer.

* The ULP Message sent using a Send Message Type MAY be | ess
than or equal to the size of the consuned Untagged Buffer.
The RDVAP Layer comrunicates to the ULP the size of the
data witten into the Untagged Buffer.

* If the ULP Message sent via Send Message Type is |arger
than the Data Sink's Untagged Buffer, it is an error (see
section 9.1 RDVAP Error Surfacing).

At the Renote Peer, the Send Message Type MJST be Delivered to
the Renote Peer's ULP in the order they were sent.

After the Send with Solicited Event or Send with Solicited
Event and Invalidate Message is Delivered to the ULP, the RDVAP
MAY generate an Event, if the Data Sink is configured to
generate such an Event.

At the Renote Peer, when an invalid Send Message Type is
Delivered to the Renote Peer's RDVAP Layer, an error is
surfaced (see section 9.1 RDVAP Error Surfacing).

The RDVAP does not define how the buffer(s) used by an out bound
Send Message Type is defined and how it is addressed. For
exanpl e, an inplenentation of RDVMA may choose to allow a
gather-list of non-contiguous data bl ocks to be the source of a
Send Message Type. In this case, the data bl ocks woul d be

conbi ned by the Data Source and sent as a single Send Message
Type to the Data Sink.

For a Send Message Type, the Local Peer's RDVAP Layer MJST
request that the DDP | ayer set the Queue Nunber field to zero.

The Local Peer MJUST issue Send Message Type Messages in the
order they were submitted by the ULP

The Data Source MAY pass a zero |length Send Message Type. A
zero length Send Message Type MUST consunme an Untagged Buffer
at the Data Sink.A Send with Invalidate or Send with Solicited
Event and | nvalidate Message MUST reference an STag. That is,
the Local Peer's RDVAP Layer MJST pass the RDVA control field
and the STag that will be Invalidated to the DDP | ayer.
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* \Wien the Send with Invalidate and Send wwth Solicited Event and
| nval i date Message are Delivered to the Renpte Peer's RDVAP
Layer, the RDVAP Layer MJST:

* Verify the STag that is associated with the RDVAP Stream
and

* Invalidate the STag if it is associated with the RDVAP
Stream or Issue a Term nate Message if the STag i s not
associated wth the RDVAP Stream

7.4 Term nate Message

The Term nate Message uses the DDP Untagged Buffer Mbdel to
transfer error related information fromthe Data Source into an
Unt agged Buffer at the Data Sink and then ceases all further
communi cations on the underlying DDP Stream The Term nate Message
has the foll owi ng semanti cs:

* A Term nate Message MJST reference an Untagged Buffer. That is,
the Local Peer's RDMAP Layer MJST request that the DDP | ayer
mar k the Message as Unt agged.

* A Term nate Message references the Term nate Queue. That is,
the Local Peer's RDVMAP Layer MJST request that the DDP | ayer
set the Queue Nunber field to two.

*  One Term nate Message MUST consune one Unt agged Buffer.

* On a single RDVAP Stream the RDVAP | ayer MUST guar ant ee
pl acenent of a single Term nate Message.

* A Term nate Message MJST be Delivered to the Renpte Peer's
RDVAP Layer. The RDVAP Layer MJST Deliver the Term nate Message
to the ULP.

* At the Renpte Peer, when an invalid Term nate Message i s
delivered to the Renpte Peer's RDVAP Layer, an error is
surfaced (see section 9.1 RDVAP Error Surfacing).

*  The RDVAP Layer Conpletes in error all ULP Operations that have
not been provided to the DDP | ayer.

* After sending a Term nate Message on an RDVAP Stream the Local
Peer MUST NOT send any nore Messages on that specific RDVAP
Stream

* After receiving a Term nate Message on an RDVAP Stream the

Renot e Peer MAY stop sendi ng Messages on that specific RDVAP
Stream
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7.5 Odering and Conpl etions

It is inportant to understand the difference between Placenent and
Del ivery ordering since RDVAP provides quite different semantics
for the two.

Note that many current protocols, both as used in the Internet and
el sewhere, assune that data is both Placed and Delivered in order.
This allowed applications to take a variety of shortcuts by taking
advantage of this fact. For RDVAP, many of these shortcuts are no
| onger safe to use, and could cause application failure.

The following rules apply to inplenentations of the RDVAP
protocol. Note, in these rules Send includes Send, Send with

I nval idate, Send with Solicited Event, and Send with Solicited
Event and | nvali dat e:

1. RDMVAP does not provide ordering anmong Messages on different
RDVAP Streans.

2. RDMAP does not provide ordering between operations that are
generated fromthe two ends of an RDVAP Stream

3. RDMVA Messages that use Tagged and Unt agged Buffers MAY be
Placed in any order. |If an application uses overl appi ng
buffers (points different Messages or portions of a single
Message at the sanme buffer), then it is possible that the |ast
incomng wite to the Data Sink buffer wwll not be the | ast
out goi ng data sent fromthe Data Source.

4. For a Send operation, the contents of an Untagged Buffer at
the Data Sink MAY be indetermnate until the Send is Delivered
to the ULP at the Data Sink

5. For an RDVA Wite operation, the contents of the Tagged Buffer
at the Data Sink MAY be indetermnate until a subsequent Send
is Delivered to the ULP at the Data Sink

6. For an RDVA Read operation, the contents of the Tagged Buffer
at the Data Sink MAY be indetermnate until the RDVA Read
Response Message has been Delivered at the Local Peer.

Statenents 4, 5, and 6 inply "no peeking" at the data to see
if it is done. It is possible for sone data to arrive before
logically earlier data does, and peeki ng may cause

unpredi ctabl e application failure

7. 1f the ULP or Application nodifies the contents of Tagged or
Unt agged Buffers being nodified by an RDVA Operation while the
RDVAP i s processing the RDMA Operation, the state of the
Buffers is indetermnate.

8. If the ULP or Application nodifies the contents of Tagged or
Unt agged Buffers read by an RDVA Operation while the RDVAP is
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10.

11.

12.

Reci o,

processing the RDVA Operation, the results of the read are
i ndet er m nat e.

The Conpletion of an RDMA Wite or Send Operation at the Local
Peer does not guarantee that the ULP Message has yet reached
the Renote Peer ULP Buffer or been exam ned by the Renote ULP

Send Messages MUST be Delivered to the ULP at the Renote Peer
after they are Delivered to RDMAP by DDP and in the order that
the they were Delivered to RDVAP

Note that DDP ordering rules ensure that this will be the sane
order that they were submtted at the Local Peer and that any
prior RDVA Wites have been submtted for ordered Placenent at
the Renote Peer. This neans that when the ULP sees the
Delivery of the Send, the nenory buffers targeted by any
preceding RDMA Wites and Sends are avail able to be accessed
locally or renotely as authorized. |If the ULP overlaps its
buffers for different operations, the data fromthe RDVA Wite
or Send may be overwitten by subsequent RDVA Qperations
before the ULP receives and processes the Delivery.

RDVA Read Response Messages MUST be Delivered to the ULP at
the Renote Peer after they are Delivered to RDVAP by DDP and
in the order that the they were Delivered to RDVAP

DDP ordering rules ensure that this will be the sanme order
that they were submtted at the Local Peer. This neans that
when the ULP sees the Delivery of the RDVA Read Response, the
menory buffers targeted by the RDVA Read Response are

avail able to be accessed locally or renotely as authorized. If
the ULP overlaps its buffers for different operations, the
data fromthe RDVMA Read Response may be overwitten by
subsequent RDMA Qperations before the ULP receives and
processes the Delivery.

RDMVA Read Request Messages, including zero-length RDVA Read
Requests, MJUST NOT start processing at the Renpote Peer until
t hey have been Delivered to RDVAP by DDP

Note the ULP is assured that data witten can be read back. If
an RDVA Read Request is issued by the |ocal peer, targeting
the same ULP Buffer as a preceding Send or RDVA Wite (in the
sane direction as the RDMA Read Request), the renote peer wll
send back the data witten by the Send or RDVA Wite. Thus
assuring that subsequent |ocal or renpte accesses to the ULP
Buf fer contain the data witten by the Send or RDVA Wite.
Note: this statenent requires that the buffers are not
arranged such that the data is over-witten either by the

i ncom ng data, or other applications.
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13.

14.

15.

16.

17.

18.

19.

20.

Reci o,

RDVA Read Response Messages MAY be generated at the Renpte
Peer after subsequent RDVA Wite Messages or Send Messages
have been Pl aced or Delivered. Therefore, when an application
does an RDVA Read Request followed by an RDVA Wite (or Send)
to the sane buffer, it nmay get the data fromthe | ater RDVA
Wite (or Send) in the RDMA Read Response Message, even though
the operations conpleted in order at the Local Peer. |If this
behavior is not desired, the Local Peer ULP nmust Fence the
|ater RDVA wite (or Send) by w thholding the RDVA Wite
Message until all outstanding RDMA Read Responses have been
Del i ver ed.

The RDVAP Layer MJUST submt RDVA Messages to the DDP | ayer in
the order the RDMA Operations are submtted to the RDVAP Layer
by the ULP

A Send or RDVA Wite Message MUST NOT be consi dered Conpl ete
at the Local Peer (Data Source) until it has been successfully
conpleted at the DDP | ayer.

RDVA Oper ati ons MUST be Conpleted at the Local Peer in the
order that they were submtted by the ULP

At the Data Sink, an incom ng Send Message MJUST be Delivered
to the ULP only after the DDP Message has been Delivered to
t he RDVAP Layer by the DDP | ayer

RDVA Read Response Message processing at the Renote Peer
(reading the specified Tagged Buffer) MJST be started only
after the RDMA Read Request Message has been Delivered by the
DDP | ayer (thus all previous RDVA Messages have been properly
submtted for ordered Pl acenent).

Send Messages MAY be Conpleted at the Renote Peer (Data Sink)
before prior incomng RDVMA Read Request Messages have
conpleted their response processing.

An RDMA Read operation MJUST NOT be Conpleted at the Local Peer
until the DDP |l ayer Delivers the associated i ncom ng RDVA Read
Response Message.

I f nore than one outstandi ng RDMA Read Request Message is
supported by both peers, the RDVA Read Response Messages MJST
be submtted to the DDP | ayer on the Renpote Peer in the order
the RDVA Read Request Messages were Delivered by DDP, but the
actual read of the buffer contents MAY take place in any order
at the Renote Peer.

This sinplifies Local Peer Conpletion processing for RDVA

Reads in that a Delivered RDMA Read Response MJST be
sufficient to Conplete the RDMA Read Operati on.
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8 RDVAP Stream Managenent

RDVAP St ream managenent consists of RDVAP Stream Initialization
and RDVAP Stream Term nati on.

8.1 StreamlInitialization

RDVAP Streaminitialization occurs after the LLP Stream has been
created (e.g. for DDP/ MPA over TCP the first TCP Segnent after the
SYN, SYN ACK exchange). The ULP is responsible for transitioning
the LLP Streaminto RDVA enabl ed node. The switch to RDVA node can
happen imedi ately at LLP Streaminitialization or at any tine
thereafter. Once in RDVA enabl ed node, an inplenentati on MJST send
only RDMA Messages across the transport Streamuntil the RDVAP
Streamis torn down.

For each direction of an RDMAP Stream

* For a given RDVAP Stream the nunber of outstandi ng RDVA Read
Requests is |imted per RDVMAP Stream direction.

* |t is the ULP's responsibility to set the maxi num nunber of
out st andi ng, i nbound RDVA Read Requests per RDVAP Stream
di rection.

*  The RDVAP Layer MJST provide the maxi num nunber of outstanding,
i nbound RDVA Read Requests per RDMAP Stream direction that were
negoti ated between the ULP and the Local Peer's RDVAP Layer.
The negotiation mechanismis outside the scope of this
speci fication.

* |t is the ULP's responsibility to set the maxi num nunber of
out st andi ng, out bound RDVA Read Requests per RDVAP Stream
di rection.

*  The RDVAP Layer MJST provide the maxi num nunber of outstanding,
out bound RDVA Read Requests for the RDVMAP Stream direction that
were negoti ated between the ULP and the Local Peer's RDVAP
Layer. The negotiation nmechanismis outside the scope of this
speci fication.

*  The Local Peer's ULP is responsible for negotiating wth the
Renote Peer's ULP the maxi num nunber of outstandi ng RDVA Read
Requests for the RDVAP Stream direction. It is recommended that
the ULP set the maxi mum nunber of outstanding, inbound RDVA
Read Requests equal to the maxi mum nunber of outstanding,
out bound RDVA Read Requests for a given RDVAP Stream direction.

* For outbound RDVA Read Requests, the RDVAP Layer MJST NOT
exceed t he maxi mum nunber of outstandi ng, outbound RDVA Read
Requests that were negotiated between the ULP and the Local
Peer's RDVAP Layer.
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* For inbound RDVA Read Requests, the RDVAP Layer MJST NOT exceed
t he maxi mum nunber of outstandi ng, inbound RDVMA Read Requests
that were negoti ated between the ULP and the Local Peer's RDVAP
Layer.

8.2 Stream Tear down

There are three nethods for termnating an RDVAP Stream ULP
G aceful Term nation, RDMAP Abortive Term nation, and LLP Abortive
Ter m nati on.

The ULP is responsible for performng ULP G aceful Term nation.
After a ULP Graceful Term nation, either side of the Stream can
initiate LLP Graceful Term nation, using the graceful term nation
mechani sm provi ded by the LLP

RDVAP Abortive Term nation allows the RDVAP to issue a Term nate
Message describing the reason the RDVAP Stream was term nated. The
next section (8.2.1 RDVAP Abortive Term nation) describes the
RDVAP Abortive Term nation in detail

LLP Abortive Term nation results due to a LLP error and causes the
RDVAP Streamto be torn down nmidstream w thout an RDVAP Term nate
Message. Wiile this last nmethod is highly undesirable, it is
possi bl e and the ULP should take this into consideration.

8.2.1 RDVAP Abortive Term nation

RDVAP defines a Term nate operation that SHOULD be i nvoked when
either an RDMAP error is encountered or a LLP error is surfaced to
the RDVAP | ayer by the LLP

It is not always possible to send the Term nate Message. For
exanpl e, certain LLP errors may occur that cause the LLP Streamto
be torn down before a) RDVAP is aware of the error, b) before
RDVAP is able to send the Term nate Message, or c) after RDMAP has
posted the Term nate Message to the LLP, but it has not yet been
transmtted by the LLP

Note that an RDVAP Abortive Term nation may entail |oss of data.
In general, when a Term nate Message is received it is inpossible
to tell for sure what unacknow edged RDVA Messages were Conpl eted
successfully at the Renpte Peer. Thus the state of all outstanding
RDVA Messages is indetermi nate and the Messages SHOULD be

consi dered Conpleted in error.

When a peer sends or receives a Term nate Message, it MAY

i mredi ately teardown the LLP Stream The peer SHOULD perform a
graceful LLP teardown to ensure the Term nate Message is
successful ly Delivered.
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See section 6.8 Term nate Header for a description of the

Term nate Message and its contents. See section 7.4 Term nate
Message for a description of the Term nate Message senmanti cs.
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9 RDVAP Error Managenent

The RDVAP protocol does not have RDVAP or DDP | ayer error recovery
operations built in. If everything is working, the LLP guarantees
w ll ensure that the Messages are arriving at the destination.

If errors are detected at the RDVAP or DDP | ayer, then the RDVAP
DDP and LLP Streans are Abortively Term nated (see section 6.8
Ter m nat e Header on page 24).

I n general poor inplenentations or inproper ULP programm ng causes
the errors detected at the RDVAP and DDP | ayers. |In these cases,
returning a diagnostic termnation error Message and cl osing the
RDMVAP Streamis far sinpler than attenpting to maintain the RDVAP
Stream particularly when the cause of the error is not known.

If an LLP does not support teardown of a Stream i ndependent of
other Streans and an RDVAP error results in the Term nation of a
specific Stream then the LLP MJST | abel the Stream as an
erroneous Stream and MUST NOT allow any further data transfer on
that Stream after RDMVAP requests the Streamto be torn down.

For a specific LLP connection, when all Streans are either
gracefully torn down or are | abeled as erroneous Streans, the LLP
connecti on MJUST be torn down.

Since errors are detected at the Renote Peer (possibly long) after
RDVA Messages are passed to DDP and the LLP at the Local Peer and
Conpl eted, the sender cannot easily determ ne which of its
Messages have been received. (RDVA Reads are an exception to this
rule).

For a list of errors returned to the Renbte Peer as a result of an
Abortive Term nation, see section 6.8 Term nate Header on page 24.

9.1 RDMAP Error Surfacing

If an error occurs at the Local Peer, the RDVAP | ayer MJUST attenpt
to informthe |ocal ULP that the error has occurred.

The Local Peer MJST send a Term nate Message for each of the
foll ow ng cases:

1. For Errors detected while creating RDVA Wite, Send, Send with
I nval i date, Send with Solicited Event, Send with Solicited
Event and I nvalidate, or RDVA Read Requests, or other reasons
not directly associated with an i ncom ng Message, the
Term nate Message and Error code are sent instead of the
request. In this case, the Error Type and Error Code fields
are included in the Term nate Message, but the Term nated DDP
Header and Term nated RDVA Header fields are set to zero.

2. For errors detected on an incom ng RDVA Wite, Send, Send with
I nval i date, Send with Solicited Event, Send with Solicited
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Event and I nvalidate, or Read Response Message (after the
Message has been Delivered by DDP), the Term nate Message is
sent at the earliest possible opportunity, preferably in the
next outgoing RDVA Message. In this case, the Error Type,

Error Code, ULP PDU Length, and Term nated DDP Header fi el ds
are included in the Term nate Message, but the Term nated RDVA
Header field is set to zero.

3. For errors detected on an incom ng RDVA Read Request Message
(after the Message has been Delivered by DDP), the Term nate
Message is sent at the earliest possible opportunity,
preferably in the next outgoing RDVA Message. In this case,
the Error Type, Error Code, ULP PDU Length, Term nated DDP
Header, and Term nated RDVA Header fields are included in the
Ter m nat e Message.

4. |If nore than one error is detected on incom ng RDVA Messages,
before the Term nate Message can be sent, then the first RDVA
Message (and its associated DDP Segnent) that experienced an
error MJUST be captured by the Term nate Message i n accordance
with rules 2 and 3 above.

9.2 Errors Detected at the Renote Peer on Incom ng RDMA Messages

On incomng RDVA Wites, RDVA Read Response, Sends, Send with

I nval i date, Send with Solicited Event, Send with Solicited Event

and I nvalidate, and Term nate Messages, the follow ng nust be

val i dat ed:

1. The DDP Layer MJST validate all DDP Segnent fields.

2. The RDVA OpCode MUST be valid.

3. The RDMA Version MUST be valid.

Additionally, on incomng Send with Invalidate and Send with
Solicited Event and Invalidate Messages, the foll ow ng nust
al so be vali dat ed:

4. The Invalidate STag MJUST be valid.

5. The STag MJST be associated to this RDVAP Stream

On incom ng RDVA Request Messages, the follow ng nust be
val i dat ed:

1 The DDP Layer MJST validate all Untagged DDP Segnent fi el ds.
2 The RDVA OpCode MJST be vali d.

3. The RDVA Version MJST be vali d.
4

For non-zero | ength RDVA Read Request Messages:
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Reci o,

The Data Source STag MUST be valid.

The Data Source STag MJST be associated to this RDVAP
Stream

The Data Source Tagged O fset MUST fall in the range of
| egal offsets associated with the Data Source STag.

The sum of the Data Source Tagged O fset and the RDVA Read
Message Size MUST fall in the range of |egal offsets
associated with the Data Source STag.

The sum of the Data Source Tagged O fset and the RDVA Read
Message Size MUST NOT cause the Data Source Tagged O f set
to wap.
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10 Security Considerations

This section discusses both protocol -specific considerations and
the inplications of using RDMAP with existing security mechani sns.

10. 1 Protocol -specific Security Considerations

The vulnerabilities of RDMAP to active third-party interference
are no greater than any other protocol running over TCP. A third
party, by injecting spoofed packets into the network that are
Delivered to an RDVAP Data Sink, could | aunch a variety of attacks
that exploit RDVAP-specific behavior. Since RDVAP directly or
indirectly exposes nenory addresses on the wire, the Placenent
information carried in each RDMA Message nust be vali dat ed,

i ncl udi ng access rights and octet |evel granularity base and
bounds check, before any data is Placed. For exanple, a third-
party adversary could inject random packets that appear to be

val id RDVA Messages and corrupt the nmenory on an RDMAP Data Sink
Since RDMAP is I P transport protocol independent, conmunication
security nmechani sns such as IPsec [IPSEC] or TLS [TLS] nmay be used
to prevent such attacks.

10.2 Using | PSec with RDVAP

| Psec can be used to protect against the packet injection attacks
outlined above. Because |Psec is designed to secure arbitrary IP
packet streans, including streans where packets are | ost, RDVAP
can run on top of |IPsec wthout any change. |Psec packets are
processed (e.g., integrity checked and possi bly decrypted) in the
order they are received, and an RDVAP Data Sink w |l process the
decrypted RDVA Messages contained in these packets in the sane
manner as RDVA Messages contained in unsecured | P packets.

10.3 O her Security Considerations

RDMAP has several nechani snms that deal with a nunber of attacks.
These include, but are not limted to:

1. Connection to/from an unauthori zed or unaut henti cated
endpoi nt .

2. Highjacking of an RDVMAP Stream
3. Attenpts to read or wite from unauthorized nenory regions.

4. Injection of RDVA Messages within a Streamon a nulti-user
operating system by anot her application.

RDVAP relies on the LLP to establish the LLP Stream over which
RDVA Messages will be carried. RDVAP itself does nothing to
authenticate the validity of the LLP Stream of either of the
endpoints. It is the responsibility of the ULP to validate the
LLP Stream This is highly desirable due to the nature of RDVA
and DDP.
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Hi j acki ng of an RDVAP channel would require that the underlying
LLP connection be hijacked. This would require know edge of
Advertised buffers in order to directly Place data into a user
buffer and is therefore constrained by the sane techniques
mentioned to guard against attenpts to read or wite from

unaut hori zed nenory regions.

RDVAP does not require a host to open its buffers to arbitrary
attacks over the RDVAP Stream It nay access ULP nenory only to
the extent that the ULP has enabled and authorized it to do so.
The STag access control nodel is defined by a (forthcom ng)
docunent. Specific security operations include:

1.

Reci o,

STags are only valid over the exact byte range established by
the ULP. RDVAP MUST provide a nmechanismfor the ULP to
establish and revoke the TO range associated with the ULP
Buffer referenced by an STag.

STags are only valid for the duration established by the ULP
The ULP nay revoke themat any tinme, in accordance with its
own upper |ayer protocol requirenents. RDVMAP MUST provide a
mechani smfor the ULP to establish and revoke STag validity.

STags are only enabled for read and/or wite access by
explicit ULP action. RDVAP MUST provide a nmechanismfor the
ULP to establish and revoke read, wite, or read and wite
access to the ULP Buffer referenced by an STag.

The inplenmentation is free to choose the value of STags and is
encouraged to sparsely popul ate them over the full range
available. This is admttedly weak security protection agai nst
a deliberate attack, but does mnimze the risk of accidental
mat ches when an incorrect STag is used due to a ULP software
error.

RDMVAP al | ows and encourages local interactions to restrict the
usage of STags to specific Streans and/ or user processes.
RDMAP MUST provi de a nechani smfor associating a RDVAP Stream
wth a STag.

A ULP may only expose nenory to renpote access to the extent
that it already had access to that nenory itself.

RDMAP provi des operations to allow the holder of an STag to
indicate when it has nmade its | ast usage of that STag. This
enabl es automatic deregistration and/or scope reduction of
STags as the inplenentation and ULP may see fit.

If an STag is not valid on a connection, RDVAP provides a
mechani sm for termnating the RDVAP Stream (see section 6.8
Term nat e Header).

An STag that is associated with an RDVAP Stream becones
invalid upon reception of a valid Send with Invalidate or Send
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with Solicited Event Message. RDVMAP MUST invalidate the STag
sent in a valid Send with Invalidate or Send with Solicited
Event and | nvalidate Message, before Conpleting the Send with
Invalidate or Send with Solicited Event and I nvalidate
Message.

Furt her, RDMAP encourages direct Placenent of incom ng payloads in
user-node ULP Buffers. This avoids the risks of prior solutions
that relied upon exposing system buffers for incom ng payl oads.

There is also a clean data Delivery hand-off between RDMAP and the
ULP. This allows the ULP to inplenent additional security
operations without restrictions or interference from RDVAP

In sunmary, RDMAP enabl es both ULP and LLP security. It requires
that all of its data access be enabl ed and authorized by the ULP
It provides no operations for the ULP to gain perm ssions not

al ready granted by the host operating system It allows and
encourages local interactions to specify even nore precise
security checks on STag binding and data transfer operations.

By remaini ng i ndependent of ULP and LLP security protocols, RDVAP
w Il benefit fromcontinuing inprovenents at those | ayers. Users
are provided flexibility to adapt to their specific security
requi renents and the ability to adapt to future security
chal | enges.

Recio, et al. Expires April, 2003 [ Page 45]



I nternet-Draft RDMA Pr ot ocol Specification 21 Oct 2002
11 References
11.1 Normative References
[DDP] H Shah et al., "Direct Data Pl acenent over Reliable
Transports”, RDVA Consortium Draft Specification draft-shah-
i war p- ddp-01. txt, October 2002
[MPA] P. Culley et al., "Markers with PDU Alignnent", RDVA
Consortium Draft Specification draft-culley-iwarp-npa-01.txt,
Cct ober 2002

[SCTP] R Stewart et al., "Stream Control Transm ssion Protocol",
RFC 2960, October 2000.

[ TCP] Postel, J., "Transm ssion Control Protocol", STD 7, RFC 793,
Sept enber 1981.

11. 2 Informati ve References

[ RFC2401] Atkinson, R, Kent, S., "Security Architecture for the
I nternet Protocol", RFC 2401, Novenber 1998.

[TLS] Dierks, T. and C Allen, "The TLS Protocol Version 1.0",
RFC 2246, Novenber 1998.

Recio, et al. Expires April, 2003 [ Page 46]



I nternet-Draft RDVA Pr ot ocol Specification 21 Cct 2002
12 Appendi x
12.1 DDP Segnent Formats for RDVA Messages

This appendix is for information only and is NOT part of the
standard. It sinply depicts the DDP Segnent format for the various
RDVA Messages.

12. 1.1 DDP Segnent for RDVA Wite
The following figure depicts an RDVA Wite, DDP Segnent:

0 1 2 3

01234567890123456789012345678901

T i i S S i R R

| DDP Control | RDVA Control |

T S b T i i e i o S S S

Data Si nk STag

e T S T i i s mihs s i I S S S R R S S
Data Si nk Tagged O f set

e i S e R S e R T S i sk R R S S
RDVA Wite ULP Payl oad

I
+
I
+
I
+
I
/1 /
I
+

I
+
I
+
I
+
I
/
I
e i T S e st i i i S e S S e
Figure 11 RDVA Wite, DDP Segnent format
12. 1.2 DDP Segnent for RDVA Read Request

The following figure depicts an RDVMA Read Request, DDP Segnent:
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0 1 2 3
01234567890123456789012345678901
+- +- e o I SR R

| RDVA Control
e o I BN SR R

+- +
| I
T S R e i sl i SR R N R +
| Reserved ( |

+++++++++++++++++++
| DDP ( RDVA Read Reqguest
T s S i S R e e E e R s
| DDP ( RDVA Read Request) Message Sequ

i S s s S S e s i i S S S
| DDP ( RDVA Read Request) Message O f set |
i S s a s S i i S S
| Data Si nk STag (Si nkSTag) |
i T e e i S il Sk NP R S S S

R T e e e
e Nunber |
e i I R R R
guence Nunber |

I
Data Si nk Tagged O fset (SinkTO +
I

+

i S b i e e i e i S S
| RDVA Read Message Size ( RDMARDSZ) |
i S b i i i i S S o S S i =
| Dat a Source STag (SrcSTag) |
T i T T i i i i s e
+
+

I

Dat a Source Tagged O fset (SrcTO +

I

B i T i S i i i S e S e e R
Figure 12 RDVMA Read Request, DDP Segnent f or nat

12. 1.3 DDP Segnent for RDVA Read Response
The following figure depicts an RDMA Read Response, DDP Segnent:

0 1 2 3
01234567890123456789012345678901
i S S S S e T o

| DDP Control | RDMVA Control |
R e i o T S S S S ik T TR e S S e S i o T e S g e

| Data Si nk STag
i i S e S e i T ST S S e S e S S T i SOTE HI S TR R S R S

Data Si nk Tagged O f set

RDMA Read Response ULP Payl oad
/ /

I

+
| I
+ +
| I
T i i S i i S S S i s S SN
I I
/ /
| I
+- +

T S el i T e S i il st STt I R SRR R R SR R T R S el st S0 o
Figure 13 RDVA Read Response, DDP Segnent format

12.1.4 DDP Segrent for Send and Send with Solicited Event

The followi ng figure depicts a Send and Send with Solicited
Request, DDP Segnent:

Recio, et al. Expires April, 2003 [ Page 48]



I nternet-Draft RDVA Pr ot ocol Specification 21 Cct 2002

0 1 2 3
01234567890123456789012345678901
i i S St SR N
DDP Control | RDVA Control |
i S i i i i S il S NP R S S S
| Reserved (Not Used) |
i S s a I S l i i i S S S S
| (Send) Queue Nunber |
i S s a i S S e i i i st SRR R S S S
| (Send) Message Sequence Nunber |
i S s a T S e s i i S S S
| (Send) Message O f set |
i S S s c i I e i sl i S S S S
| Send ULP Payl oad |
/1 /1
|+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+
Figure 14 Send and Send with Solicited Event, DDP Segnent format

12. 1.5 DDP Segnent for Send with Invalidate and Send with SE and
I nval i dat e

The following figure depicts a Send with invalidate and Send with
Solicited and I nvalidate Request, DDP Segnent:

0 1 2 3
01234567890123456789012345678901
T e T i S S S S S &
| DDP Control | RDVA Control |
i S T S S EE Ch t s s S o S S S
| I nval i dat e STag |
i i S i i i i i o e
| (Send) Queue Nunber |
T i T S e T i i i o e
| (Send) Message Sequence Nunber |
e e i o e S S T i e ok T o T S e e N i T RIS
| (Send) Message O f set |
e e i i o S S S S iR i e T S e e S e S e eI e S e
| Send ULP Payl oad |
I I
L—- T i I I R i i o e S e e S e e T TRl e S S e e +-!|-
Figure 15 Send with Invalidate and Send with SE and | nvali date,
DDP Segnent
12.1.6 DDP Segnent for Term nate
The followi ng figure depicts a Term nate, DDP Segnent:

0 1 2 3
01234567890123456789012345678901

B s i S S S S i s o e S
| DDP Control | RDVA Control |
il T T T S o e s S I R T S S S etk
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| Reserved (Not Used) |
T S i o T e
| DDP (Term nate) Queue Number |
i St TR ik i S S SRR S S S
| DDP (Term nate) Message Sequence Nunber |
i S S s i i S i S S i ST R S S S
| DDP (Term nate) Message O fset |
i S s s T e o i i S S S S
Term nate Contr ol | Reserved |
B e T S T i s i S S S S i it SN
DDP Segnent Length (if any) |
B e T S e e s

Ter m nat ed DDP Header (if any)

/

~

Ter m nat ed RDVA Header (if any)

+—+— T+ +— +— +— +—

I
+
I
+
I
+
I
B i S e o S i st oI S S S S S S o
I
/
I
+
I
+

e T S T e S S S e S S R e S S
Figure 16 Term nate, DDP Segnent format

12.2 Ordering and Conpl etion Tabl e

The followi ng table sumari zes the ordering relationships that are
defined in section 7.5 Ordering and Conpl etions fromthe

st andpoi nt of the local peer issuing the two Operations. Note, in
the table that follows Send includes Send, Send with |Invalidate,
Send with Solicited Event, and Send with Solicited Event and

I nval i dat e
------ Tl Sy
First Lat er Pl acenent Pl acenent Ordering
(04] (@4] guar ant ee at guar ant ee guar ant ee at
Renot e Peer Local Peer Renot e Peer
------ T
Send Send No pl acenent Not applicabl e Conpl eted in
guarantee. |f or der.
guarantee is
necessary, see
footnote 1.
------ T
Send RDIVA No pl acenent Not appli cabl e Not appli cabl e
Wite guarantee. |f
guarantee is
necessary, see
footnote 1.
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Read
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guar ant ee

bet ween Send
Payl oad and
RDVA Read
Request Header

No pl acenent
guarantee. |f
guarantee is
necessary, see
footnote 1.

No pl acenent
guarantee. |f
guarantee is
necessary, see
footnote 1.

No pl acenent
guar ant ee

bet ween RDVA
Wite Payl oad
and RDVA Read
Request Header

No pl acenent
guar ant ee

bet ween RDVA
Read Request
Header and Send
payl oad

No pl acenent
guar ant ee

bet ween RDVA
Read Request

Header and RDMVA

Wite payl oad

Expires April,

Response

Payl oad w I |

not be pl aced
at the | ocal
peer until the
Send Payload is
pl aced at the
renot e peer

RDVA Read
Response

Payl oad w ||
not be placed
at the | ocal

peer until the
RDVA Wite
Payl oad is

pl aced at the
renot e peer
Send Payl oad
may be pl aced
at the renote
peer before the
RDVA Read
Response i s
gener at ed.

| f guarantee is
necessary, see
f oot note 2.
RDVA Wite

Payl oad may be
pl aced at the
renot e peer

bef ore t he RDVA

Read Response

i s gener at ed.

| f guarantee is
necessary, see
f oot note 2.

2003
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Response
Message w | |
not be
generated unti |
Send has been
Conpl et ed

Not applicabl e

Not applicabl e

Not applicabl e
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RDVA
Read

RDIVA
Read

Foot note 1:

RDMVA Read Operation

Foot note 2:

RDVA Read Operation
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No pl acenent
guar ant ee of

t he two RDVA
Read Request
Header s

Addi tionally,
there is no
guar ant ee t hat
t he Tagged

Buf fers
referenced in
t he RDVA Read
wll be read in
or der

Speci fication

No pl acenent
guar ant ee of
the two RDVA
Read Response
Payl oads.

21 Cct 2002

Second RDVA
Read Response
wll not be
generated unti
first RDVA Read
Response i s
gener at ed.

Figure 17 Operation Ordering

| f the guarantee i s necessary,
and wait for

| f the guarantee i s necessary,
to conpl ete before perform ng the Send.

Expires April,

2003
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