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Abstract

CASPis a modularpotocolfor establishingnetwork control statealong a datapath betweentwo
nodescommunicatingn the Internet.

The signallingproblemaddressethy CASPis the sameasthe overall problembeingaddressety
theNSISactities.

The CASPframework s definedasa modularprotocol,whichincludesagenerapurposemessaging
layer(M-layer),whichsupportanumberof clientlayersfor particularsignallingapplicationge.g. QoS,
MIDCOM). In additionthereis distinct, specialpurposeclientcomponentor next-peerdiscovery.
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1 Intr oduction

CASPis a modularpotocolfor establishingnetwork control statealong a datapath betweentwo nodes
communicatingpnthe Internet.

The signallingproblemaddressethy CASPis the sameasthe overall problembeingaddressedy the
NSISactwities, for which a setof requirementaregivenin [1] andanoutlineframework in [2].

The CASP frameawvork is definedasa modularprotocol, which includesa generalpurposemessaging
layer (M-layer), which supportsa numberof client layersfor particularsignallingapplications(e.g. QoS,
MIDCOM). In additionthereis distinct, specialpurposeclient componenfor next-peerdiscovery.

The CASP messagindayeris layeredover standardransportprotocolssuchasTCRP, SCTPandUDP
dependingon the specificmessagingequirements.

Thecomponentef CASPcanberelatedo theNSISframeavork [2] in thefollowing way: theclientlayer
for a particularsignalling applicationcorrespond$o an NSLP, suchasa Q0SNSLP or MIDCOM NSLP.
Thefunctionality of the NTLP is provided by the combinationof the CASPmessagindayer, thediscorery
client andthe underlyingtransportprotocols. It shouldbe notedthat the designdecisionhasbeenmade
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to reusetransportfunctionality from existing tranportprotocolsratherthanreimplementingt in the CASP
M-layeritself. The protocolspecificatiorin this documenis phrasedn termsprimarily of CASPclientand
messagindayers,howvever this canbe easilyrelatedto the NSIS componentsasshavn in Figurel.
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NSLP e + |
| CASP Clients ||+

| (eg. QoS) [+

[ — +
v

[ —— -+ [ —— S
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T —— — -+

| Transport Protocols|
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S — — -+
e T
\ \%
S +
| IP I
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Figurel: CASPFramavork

2 Terminology

In thisdocumentthekey words”MUST”, "MUST NOT”, "REQUIRED”, "SHALL”", "SHALL NOT", "SHOULD”",
"SHOULD NOT”, "RECOMMENDED", "NOT RECOMMENDED”, "MAY”, and” OPTIONAL" areto be inter
pretedasdescribedn RFC2119[3] andindicaterequirementevelsfor compliantCASPimplementations.

3 MessageDelivery

CASP Messaging_.ayer is not a request-respongerotocol, but ratherusedto deliver messagesalongthe
path.A CASPclientcan,hovever, sendbackresponsethatallow theclientwhich sentamessag#o confirm
thattheinitial messag&vasdeliveredandto determinevhethertheoperationvassuccessfubr encountered
anerror. This offersend-to-endeliability.
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CASP separatesignalingmessagealelivery from discovery. Sereral mechanismsnight be usedfor
next-peerdiscovery includingthe scoutclient describedn Section5.2.

Typically, an M-layer sessiorstateconsistsof a sessiondentifier (which is chosenby the initiator to
uniquelyidentify a’CASP M-session’),a flow identifier (seeSection4), the previous andthe next CASP
hop (PHOPand NHOP), refreshintenval and branchidentifiers. Multiple next and previous hopsmay be
maintainedor a single CASP M-layer state differentiatedusingbranchidentifiers(seeSection6é for more
details).

Not all CASPnodesneedto supportall client layers. Figure 2 shavs an examplewherenot all nodes
supportherequiredclient(in this casethe ‘Foo’ client). This mayoccur for example whereanend-system
knows thatits first routeris CASPaware,but this routerdoesnot supportall possibleclients.

N1 N2 N3 N4
B —— + B —— + B —— +
|Client Foo| |Client Foo| |Client Foo|
B —— + E—— + B —— + B —— +
| M-layer |<--->| M-layer |<--->| M-layer |<--->| M-layer |
R + T + R + R +

Figure2: An Exampleof CASPMessagdelivery

EachCASP nodeis responsibldor passingthe signallingmessagen to its next peer If it doesnot
alreadyknow the addressf the next peer thenit mustperforma discovery operationby sendinga scout
requestpr usingsomeothermechanism.

CASPsignalingmessageareaddressegeerto-peer Usually a singleTCP connectioror SCTPasso-
ciationis createdbetweeneachpair of peers.If aconnectiorto the next peeris alreadyavailable (whether
it is from the samesignalingsessioror another}thenit is reused.If aconnectioris not available,thenone
is opened.

The CASPmessagingdayercanalsouseanunreliabletransporservice suchasUDP or raw IP paclets.
Useof unreliabletransportprotocolsis only allowed if the messageizeis guaranteechot to exceed512
bytesandif measurearein placeto preventnetwork congestion UDP is usedfor the scoutdiscovery client
whereend-to-endaddressin@nduseof therouteralertoptionis required.

4 CASP Messagd-ormats

CASPmessageandtheir constituenbbjectsaredefinedin asimilar mannerto RSVP[4].

A CASPmessageonsistof acommonheaderfollowed by a body consistingof a variablenumberof
variable-lengthobjects which areidentifiedasbeingof a particulartype. The following subsectionslefine
theformatof the commonheaderthe standardbjectheaderandthe constructiorof CASPmessages.

The permissiblechoicesof objecttypesto form a CASPmessagearespecifiedusingBackus-NaufForm
(BNF) augmentedvith squarebraclets surroundingoptional sub-sequencesThe BNF implies an order
for the objectsin a message However, objectorder normally makesno logical difference(exceptfor the
Lengthand CommonHeaderswhich MmusT appearfirst, when present). ObjectssHouLD be sentin the
orderspecifiedput therecever MusT beableto correctlyparseCASPmessagewith objectsin ary order
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4.1 Length Header

Thelengthheadelis REQUIRED whenmessagearebeingsenton a stream-basettansportsuchasTCR If
amessage-basddansportprotocolsuchasSCTPor UDP is beingusedthenit MusT NOT beincludedin
themessage.

0 1 2 3

01234567890123456789012345678901
[ E—— e
| Length (bytes) |
[ S —— e

Thefield in thelengthheadeiis:

e Length:32bits

The lengthof the CASP messagén bytes. This includesthe length of the commonheaderandthis
lengthheader

4.2 CommonHeader

0 1 2 3
01234567890123456789012345678901
U Ut
IR TDU/ [ | ] TTD | Hop count | Type |
U e
| |
+ +
| Session |
+ Identifier +
| (16 bytes) |
+ +
I |
R oy

Thefieldsin thecommonheadeiare:

¢ Flags:8bits
Currentlyfour flagsaredefined:
— Thereverse(R) bit indicateshata nodeshouldroutein the oppositedirectionto the dataflow.

— Theteardown (T) bit indicatesthatthis messageearsdown all CASP M-layer state(andary
associatedlient state)for the CASPM-session If not set,the messagestablishesr refreshes
M-layer state.

— Thediscorery (D) bit requestshatthe nodeperforma new discovery operation.If not set,the
old next-hopshouldbeusedif possible (Thisbit cannotbesetif R is set,andwould usuallynot
besetif theT bit is set).
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4.3

— TheunsecurgU) (or "tainted”) bit indicateshatthe messagdastraverseda hopwithout chan-
nel security
TTD: 8 bits
TheTTD (Time to Deliver) valueis decrementethy eachCASPhop. If the TTD reacheszerothen
themessagshouldbediscarded.
Hop count: 8 bits
Thehopsvalueis incrementedy eachCASPhop.

Type: 8 bits

The CASPmessaggype. Currentlyvalid typesare:
— Typel: CASPSignalingMessage
— Type2: CASPScoutRequestMessage
— Type3: CASPScoutResponsdessage

Sessioridentifier
Identifiesa signalingapplicationsession.

Thesessiondentifieris a 128-bitglobally uniquevalue,andsHouLD beacryptographicallyrandom
integer

The sessiondentifier could alternatvely be definedto be a local identifier togetherwith the creator
IP addresshowever, this mayloseglobaluniquenesslueto NATS.

A nodemAY usea MAC addressn theconstructiorof this value. This hasprivagy issueshut maybe
usefulin casethe device cannotgeneratel 28 bits of randomdata.

A randomidentifier, togethemith channelprotection makesit easierto securelyidentify the session
owner It is not, however, a substitutefor signedobjectsor purpose-hilt keys.

Object Formats

Eachobjectconsistof oneor more32-bit wordswith a oneword headerwith the following format:

0 1 2 3
01234567890123456789012345678901
S T T Jetpu R P
| Length (bytes) | Class-Num | C-Type |
S Ty
I |
/1 (Object  contents) /
I |
U s L CTu U

An objectheadehasthefollowing fields:
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e Length:16 bits

The lengthfield containsthe total objectlength (excluding padding)in bytes,including the object
header

e Class-Num=S bits

Identifiesthe objectclass;valuesof this field are definedin AppendixA. Eachobjectclasshasa
name,which is always capitalisedin this document. A CASP implementationmustrecognizethe
following classes:

— FLOW_ID
Containsinformation aboutthe flow which shouldreceve a particularclient treatment. It is
containedat the CASP M-layer to allow policy basedforwardingandNAT devicesto inspect
this objectwithout major effort. It typically containsthe IP addressesf the datasenderand
datarecever, and possiblysomeadditionaldemultipling information (suchasprotocoltype,
sourceanddestinatiorports,SPlor flow label).

— CASPTIMEOUT
Containgherefreshintenal for the CASPM-layer state.

— CLIENT_DATA
Carriestheclient datapartof themessage.

— ERROR
IndicateshatanM-layer erroroccurred andsuppliesanerrorcodefor it.

— SCOUT.COOKIELI
Containsa randomnoncegeneratedby the scoutinitiator.

— SCOUT.COOKIER
Containsa cookiegeneratedby the scoutresponder

e C-Type:8bits
Objecttype,uniquewithin Class-NumValuesaredefinedin AppendixA.

EachCASPobjectMusT be paddedo align on a 32-bit (word) boundaryusingthe minimal numberof
additionalbytes.Up to threezero-aluedbytesareaddedo theendof the dataobjectfield field until aword
boundaryis reachedThelengthof the paddingis notincludedin the Lengthfield of the object.

4.4 CASP Signaling Messages

CASPSignalingMessagesll have thesamebasicformat. Theclient’payload’ beingcarrieddoesnotaffect
theformatof the messageandhasno affect on the behaiour atthe CASPM-layer.
The peerto-peemmethodfor delivering CASPmessagealonga pathis describedn Section3.
Theformatof a CASPsignalingmessagés asfollows:

<CASP Signaling Message> := [<Length Header>] <CommonHeader>
<FLOW_ID>
[<CASP_TIMEOUT>] [<SCOUT_COOKIE R>]
[<CLIENT_DATA> | <ERROR>]
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ThelLengthHeademusT beincludedif usingastream-basettansporsuchasTCP If amessage-based
transportsuchasSCTRis beingusedthenit MUST NOT bepresent.

For CASPSignalingMessageshe Typefield in the CommonHeademusT besetto 1.

The SCOUT.COOKIE_R objectwould only usuallybe includedin the first CASP messagefter per
forming a next-node discovery using the CASP scoutclient. A nodereceving a messageontaininga
SCOUT_.COOKIE_R objectshouldverify thatit is valid (i.e. thatit wasonesentby this node)andremove
it from the CASP SignalingMessagéeforeforwardingit. If the cookieis invalid thenit shouldsendback
amessageontainingan ERROR objectwith thevalue’COOKIE_ERROR’.

TheCASP.TIMEOUT obijectis optional,andthe M-layer statetimer defaultsto 30 secondsf anexplicit
timer is not specified.

The C-Type of the CLIENT_DATA objectis usedto determinewhich CASP client at the nodeto pass
themessagdo. If thatclienttypeis unsupportedt the node,thenthe M-layer simply passeshe message
ontothenext peer

At anintermediateaCASPnode thebasicprocessingrocedures:

e LookupM-layerstateusingFlow ID. (If Flow ID is not presentthenmessagés malformedandmust
bediscarded.)
¢ If M-layer statenotfound:
— If R bit set,messagés malformed,andmustbediscardedProcessings thencomplete.
— OtherwisecreateM-layer stateandrecordpreviouspeerin it

o If theappropriateclientfor thegiven Client Dataobjectis available,passmessagelp to it

e If Rbitisset:
— Sendmessagento 'previous’ hop. This shouldusepre-&isting transporiconnectior(e.g. TCP
or SCTP)if available,otherwiseopenanew one.Processings thencomplete.
¢ If 'next’ hopnotrecordedn M-layer state:
— Performdiscorery operation
— Record'next’ hopin M-layer state

e Sendmessagento 'next’ hop (usingpre-«isting TCP connectionf available,otherwiseopenanewn
one).Processings thencomplete.

4.5 ScoutRequestMessages

ScoutRequesMessagesresentwhenthe CASPM-layer wantsto determinehe’'next-hop’
Theformatof a CASPScoutRequesMessagés asfollows:

<Scout Request Message> = <CommonHeader> <SCOUT_COOKIE_p

Theuseof scoutmessageis describedn section5.2.

SincescoutmessagearealwayssentusingUDP, the LengthHeademusT NOT bepresent.

For CASPScoutRequesMessageshe Typefield in the CommonHeademusT besetto 2.

At the presentime the otherfields of the commonheaderareunusedn scoutmessagesThe TTD and
Hop countfieldsbecomeapplicableif a capabilitydiscorery methodis added(seesectionl0).
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4.6 ScoutResponséViessages

A ScoutResponséMessageés sentafterreceving a ScoutRequestMessage.lt is addressedo the CASP
nodewhich senttherequest.
Theformatof a CASPscoutrequesimessagés asfollows:

<Scout Response Message> := <CommonHeader>
<SCOUT_COOKIEI> <SCOUT_COOKIE_R

Theuseof scoutmessageis describedn section5.2.

SincescoutmessagearealwayssentusingUDP, the LengthHeademusT NOT bepresent.

For CASPScoutResponséessageshe Typefield in the CommonHeademusT besetto 3.

As for the ScoutRequesMessagethe otherfieldsin thecommonheaderrenot processedbr the Scout
Respons&lessagen the currentversionof this protocol.

The SCOUT.COOKIE.I objectshouldbe copiedfrom the ScoutRequesMessagés beingrepliedto.

Onreceiptof ascoutresponsethe sendeiof the scoutrequesmusT verify thatthe SCOUT. COOKIE |
wassentby it.

Likewise,the SCOUT_.COOKIE_R shouldbeconstructeguchthatthecreatorof it canlaterverify when
presentedvith sucha cookiewhetherit wasreally onethatit sentor not. The creationof the valueinside
the SCOUT.COOKIE_R payloadshouldnot causepersessiorstatecreationat the scoutresponder

5 PeerDiscovery

5.1 Intr oduction

CASPseparatethe peerdiscovery procedurdrom signalingmessageéelivery. This providesthepossibility
to cover path-coupledas well as path-decoupledignalingwith the sameprotocol. Only the discorery
proceduras different.

This documentincludesa descriptionof the path-coupleddiscorery procedurecalled Scoutwhich is
designedimilarto the RSVPPATH messag§4].

Scoutdiscorery messageareonly requiredif the next NSIS nodeis morethanonenetwork-layerhop
away andif thereis no othersuitablemeansof discovering the next NSIS node. Manual configurationor
routing table lookup is also a viable option of discarery of the next NSIS peerwhich avoids the use of
dynamicdiscovery procedures.

To discover the next CASP awarenode, N, the nodewishing to senda CASP messaggerformsthe
following steps:

1. If M-sessionstatehasalreadybeensetupwith N thenthe next CASP nodeis alreadyknown. The
clientmessag@ayloadis sentwith the CASPmessagé¢o N. Done.

2. If theM-sessiorstateis not availableat the currentnodethe IP addressV of the next CASPnodefor
agivendestinatiorlP addres$asto bediscoreredusingsomediscovery procedurge.g.routingtable
inspectionor a scoutmessage).

3. Oncethe M-sessiorstateis createdand next-peerinformationis stored,the CASP messaggayload
is transmittedo N.

Note thatthe discovery procedureéhasto be donefor eachnew signalingsessionsincea nodecannot
generallydeterminghe next CASPnodeby inspectingthedestinatioraddress.
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5.2 ScoutProtocol

The Scoutprotocol is usedto discover the next suitable CASP node and the requiredsoft-staterefresh
intenal. (Othermechanismshatincur lower overheadanddelay are preferredif available.) EachCASP
nodethat needsto discover the next node”triggers” a scoutmessagehat generates responsendicating
thenext node.A nodereplyinga Scoutmessagéndicatestheidentity (IP addresspf thenext CASPaware
node.Providing capabilitydiscavery with a Scoutmessagés discussedh the Section10.2.

Scoutmessagesre UDP paclets containingsomeCASP objectsand have the IP router alert option
[5, 6] set. Thereare scoutrequestsand responseshat follow the usualUDP request-respongaatternof
reversing sourceand destinationaddressand ports. Scoutrequestshave an IP destinationaddresssetto
the destinationaddressof the triggering CASP request. The IP sourceaddresss setto the IP addressof
the Scoutmessagéransmittingnode. The scoutmessagés forwardedlike a normalUDP/IP paclet. The
destinatiomodealwaysturnsaroundthe scoutmessage.

Scoutmessageklave their own reliability mechanism.They areretransmittecperiodically with expo-
nentiallyincreasingetransmissioimtenal, startingat 500ms.

6 Route Changeand Mobility

The CASP M-layer is designedo supportroute changesand also allow mobility wherethe IP address
of an endpointof the dataflow may change.Although the CASP M-layer assistswith dealingwith these
situationsjt alsorequirestheclientto actappropriatelyto install newv reserationsandteardevn old ones.

6.1 Rerouting

Routesmay changen the network for a numberof reasonsandan path-coupledignallingprotocolmust
beableto acton suchchanges.

When a route changesCASP determineghe new next CASP nodeand addsit to the M-layer state,
associatingt with a new next-hopbrand identifier.

Whena CASPnoderecevesa messagdor an existing sessior(samesessiorandflow identifiers),but
from a differentprevious node,it addsthe new previous nodeto the M-layer statewith a new previous-hop
brand identifier.

Branchidentifiersareimplementation-internalndarenotsentin any CASPmessagessthey only have
local significance An implementatiormayusea counterfor the branchidentifier incrementingt by 1 when
anew branchoccurs.A nodeneedgo beableto determinewhich branchis the’mostrecent’. Previoushop
andnext hopbranchidentifiersarenotrelatedto oneanotherandaredefinedwithin thescopeof anM-layer
state.

In the examplein Figure3, the datainitially travelsfrom S, throughN1, N2, N3 andN6 to D. At N1
the next CASPnodeis identifiedasN2, andgiven a next-hop branchidentifier (NH-B) of 0. At N6, N3 is
storedasthe previous hop, with a previous-hopbranchidentifier (PH-B) of 0.

A routechangeoccurs,sothatthe dataflow now travelsthroughN1, N4, N5 andN6.

Thereare a numberof waysthat the CASP M-layer instanceat N1 can determinethat the route has
changedIt maybethatN2 or N3 candeterminghatthey areno longerseeingthe dataflow, andsosignal
thisfactbackupstreamcausingrediscwery to beinitiated. If N1 hasdirectvisibility of routinginformation
(e.g.N2 andN3 aredirectIP neighbours)thenit maybeableto detectthe changebasedrom that. Further
examinationof thisissueis needed.
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Initial Route
-->
/ +omt +omt
[ - N2 |----| N3 |---
[ +omt +omt \
[ \
/ NH-B=0 PH-B=0 \
S + +ommt S S +
S b N1 | N6 || D |
S — + +o-mt +--t S +
\ NH-B=1 PH-B=1 /
VN /
\ o\ S — S — /
\' N4 |----| N5 |---
\ R — R
>
New Route

Figure3: Rerouting

However, asa consequencef N1 performingrediscaoery, a new signallingpathis created At the point
two signalling pathsexist for the single dataflow. Both pathsareidentifiedby the samesessiorandflow
identifiers, but are distinguishedocally at the CASP nodeswherethe changeoccursby differentbranch
identifiers.

Theprocesof remaving the existing client state(andsupportingM-layer state)from the old routeis a
topic for furtherinvestigation.If the client relevantto this sessioris availableat N1 or N6 thenit may be
ableto performanappropriateaction,basedon the local informationthata branchhasoccurred(asin the
RSVPIlocal repairmechanism)Otherwisethe M-layer at N1 or N6 mayneedto signalbackto anendpoint
thatthereis anew signallingroute,for someupstreanor dovnstreamCASPclientto performthenecessary
reseration setupalongthe new path,andteardevn alongthe old path.

6.2 Mobility with AddressChanges

EachCASP message&ontainsa sessioridentifier object. This is usedto referencesignalingapplication
state,asdescribedn [2], andhasend-to-endsignificance.

In the exampleshavn in Figure 4, a mobile node (S) acting as datasourceis attachedto an access
network (AN1) andis sendingdatatowardsD. S thenis ableto make useof a secondnterfaceto attachto
anotheraccessetwork (AN2). It performsanapplication-layerenejotiation,andchangedo sendingdata
usingits AN2 interface(andassociatedP address).

This is still the samesignallingapplication(CASP client) sessiorasbefore,but now usinga different
sourcelP addresgi.e. adifferentflow identifier)anda partially changedoute. The "sessionidentifier” has
its main significanceat the client, allowing it to combinestate,sothatonly a singlereserationis heldin
network C. At the M-layer, therewill betwo flow identifiers,eachwith associateghreviousandnext hops.
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In this casetheresenationacrossAN1, andnetwork A may persistsothatthe mobile nodecanimme-
diately switchbackto it whenit leavesAN2, andcontinueasbefore.

Initial route
_______________ —_— D>
- \
/ [-----\ [---\ \
/ -] AN1 |----- | A |- \
/ / \--—--/ \---/ \ \

Address: sal / \ v Address: da
Port:  spl / \ Port: dp
S R + [---\ R +
| S | | C |- D |
S R + \---/ R +

Address: sa2 \ /
Port:  sp2 \ / h
\ \ [-----\ [---\ / /
\ - AN2 [----- | B |- /
\ \--—--/ \---/ /
Y, /
_______________ —_— D>

Second route

Figure4: Mobility with AddressChanges

Thesessioridentifierremainsconstantsincethe signalingapplicationsessiomemainsconstantA nev
flow identifier is introduced,dueto the new network interface. Multiple reserationsfor the application
sessiornexist simultaneouslyalongdifferentpathsandfor differentflow identifiers. The CASP clientsin
network C may be ableto memge the reserationsfor the differentflow identifiers,by making useof the
commonsessioridentifier

Issuesrom this exampleare alsoapplicableto the situationwherea changen Mobile-IP Careof Ad-
dress(CoA) occurs.

This mobility scenariosuggestshatthe 'sessiondentifier’ on its own is insufiicient for identifying a
previoushopata CASPM-layer node,sincetwo flows exist usingthe samesessioridentifier

7 CASPover Tunnels

CASP supportsary type of tunneldescribedn [7] without additional compleity. Modificationsto the
flow identifier do not causeproblemsfor CASP Since CASP canbe startedandthe terminatedanywhere
alongthe pathit is simpleto triggerarecursie CASP messagingxchangefor atunneledregion. Sincethe
discovery procedurds separatedrom messagelelivery no specialconsiderationapply

CASP canoperateover ary typesof tunnels(for examplelPsec,IP-in-IB, IPv4/IPv6)if bothingress
nodeandegressnodeof atunnelsupportCASR In casethat CASPis not supportedat thesenodesthenthe
CASPmessageareautomaticallyhiddeninsidethetunnelregion. Thescoutmessagethendo notdiscoer
CASP nodesinsidethe tunneledregion becauseaf the encapsulatiomf the IP RouterAlert Option of the
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discorery messageHencethe egressnodeis the next discaveredCASP peer(assuminghe egressnodeis
CASPaware).

It is thereforealocal descisiorby a CASPawareingressnodeto skip interior nodeswith thehelpof the
discovery procedure.

8 IAN A Considerations

A futureversionof thedocumenwill includelANA consideration$or ClassesC-Typesandportnumbers
for the CASPprotocol.

9 Security Considerations

This documentdescribeswo protocol componentsvithin CASP: a path-coupleddiscorery mechanism
called Scoutand the CASP Messaging_ayer (M-Layer). Subsequentlya brief summaryof the security
protectionmechanismss provided for both protocols.Additional informationaboutsecurityrequirements
is availablein [1], securitythreatsare describedn [8]. A motivation for peerto-peersecurityprotection
basedon obsenrationsof authorizationrandchaging for a QoS NSLP protocolis found at [9]. Additional
securitypropertiesequiredby afirewall andnattraversalNSLP protocolareelaboratedn [10].

9.1 ScoutSecurity Protection

Scoutmessagesllow the discovery of nodesparticipatingin the CASP protocol (if no other discorery

mechanisnis used).Scoutmessageexperiencesecurityprotectionwith the help of cookies.The concept
of cookieswas introducedby Karn and Simpson[11]. The securityprotectionof Scouttherebytries to

accomplisithefollowing goals:

e The separatiorbetweendiscorery and signalingmessagelelivery providesa major securityadwan-
tage. Discovery messagesaredifficult to protectand are thereforeseparatedrom regular message
delivery.

¢ A CASPnodereceving aScoutmessagshouldnotinstall state.This preventsbasicdenialof service
attacks. To allow sucha functionality conceptsusedin Mobile IPv6 areapplied(i.e., the cookieis
cryptographicallygeneratedinddoesnot requirepersessiorstateestablishment).

e A CASP nodetransmittinga Scoutmessagevantsto make surethat a responseaeceved should
matchthe transmittedScoutmessage Hencea cookieis includedwhich hasto be returnedby the
Scoutresponder

e A CASPnodetransmittinga Scoutmessag&antsto make surethatarequestransmitteds notforged
by anadwersarywhichredirectsCASPmessage® anotheiICASPnode.This canonly bedetectedy
securelyexchangingthe cookiesagainaftersecurityassociations available.

9.2 CASP M-layer Security Protection

CASP M-layer signalingmessagesanbe given securityprotection.In casethata transportiayer protocol
connectioris establishedhenprotectionwith TLS[12] is possible(TLS RecordLayer). In caseof TLS the
key exchangeprotocolis built-in (TLS Handshak Protocol).
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IPsec,which operatesat the network layer, separateauthenticatiorandkey exchangefrom signaling
messag@rotectionin a moresophisticatedvay. This allows a numberof protocolsto be usedin orderto
establisha IPsecSA suchaslKE, IKEv2 [13] andalsoKINK [14]. This givesadministrators large degree
of freedomto fit CASPinto their existing securityinfrastructure.

For signalingmessagerotectionlPsecwould beusedin transporimodebetweertwo peersvherebythe
SPDtraffic selectorcanbe configuredto protectsignalingmessagewith a sourceanddestinatioraddress
setto the correspondingpeerandwith the port numberssetappropriately

Providing channekecurityandthe separatiobetweerauthenticatiormndkey exchangeandtheefficient
signalingmessag@rotectiona numberof performancedwantagesanbeachieved. CASPM-sessiorstate
betweertwo peerscanbeefficiently securedvith asinglelPsecor TLS securityassociatior{if desired).As
motivatedbelon IPsecESPcanbeusedto protectthe contentof the signalingmessagé@ncludingits payload
betweenneighboringpeers. This provides protectionagainstnodeswhich do participatein the signaling
exchange.Differentkey managemenprotocolscanandwill be useddependingon the environment. For
intra-domaincommunicatiorpersharedsecretauthenticatiometweemeighboringpeerss anoption. Once
the distancge.g. numberof IP hops)betweerbetweerinteractingpeersgetslarger or to protectmessages
betweendifferenttrust domainspublic key basedkey managementnight provide betterscalability prop-
erties. Sincesomearchitecturesand corporatenetworks extensvely useKerberosastheir preferredkey
managemergystemit is alsopossibleto useKINK in suchanervironment.

Theidentity of CASPawarepeersn intra- andinte-domaincommunications theIP addressFor intra-
domaincommunicatioronly connectiongrom peersknown to be within the sameadministratie domain
shouldbeacceptedFor interdomaincommunicatiorthe IP addressasanidentity might not alwaysbe suf-
ficient. Insteadanidentity shouldbe usedwhich allows accountingandchaging procedure$o be matched
to the indicatedidentity For communicatiorbetweenthe end hostand a network the preferredidentity
will betheusernamewhich correspond$o anidentity usedduringthe network accesgproceduresSincea
network accessauthenticatiorprotocolis likely to be executedwhena hostarrivesat a nev network AAA
proceduresrelikely to createthe necessaryinancialsettlement.lt is thereforehelpful to useanidentity
which canbe mappedo theidentity usedduringthe network accesgrocedureso make authorizationand
chaging easier This is particularlyof relevanceif theclient carriesQoSinformation. For otherNSLPsthe
authorizatiomproceduremight be differentbut theidentity usedin the authenticatiormndkey exchangepro-
cedure(e.g. IKE, IKEV2 or KINK) hasto beaccessiblespeciallyfor anentity in the network atthe NSLP
layer (Notethatthisis simplerin caseof TLS wheretheauthenticatedentity of the useris availableto the
NSLPviaanAPI.)

Establishinga securityassociatiorbetweerthe endhostandthe network is challengingsincea number
of differentscenariosvith differentrequirementge.g. wirelessaccessietworks, corporatenetwork, adhoc
networks, etc.) needto be supported We believe thatthattheserequirementganbestbe metby allowing
a flexible integration of existing authenticatiorand key exchangeprotocols. Little needsto be donefor
signalingmessag@rotectionitself if existingtransporfprotocolsareusedwhich allow the securityprotocol
support.

Non peerto-peerprotectionis accomplishedvith the help of CMS. This selectve objectprotectionis,
however, providedatthe clientandnot at the M-layer.

The sessionownershipproblemdescribedn [8] makes an efficient security protectiondifficult. For
this versionof CASP confidentialityprotectionof the sessioridentifier canbe provided by both IPsecand
TLS (as provided by most ciphersuitesfor TLS and IPSecESPwithout NULL encryption)to Security
protectionfor thesessiorownershipfirst versionof the protocolmayrely preventeavesdropperso learnthe
128-bitrandomlygeneratedessioridentifier This type of solutionpreventsanadwersarynot participating
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in the protocolexecutionfrom attackingthe protocol. Still anumberof desireablgropertiesof the protocol
canbe presered which disappeaif a more comple solutionis chosen.Note that CASP-avare network
elementsalongthe CASPchainmustknow thesessiondentifierin orderfor theprotocolto operatecorrectly
andhencesometrustinto thesenodesis required. However, basedon the protocoldiscussiorin the NSIS
working groupandtheagreemenon desireablgrotocolpropertiessomeadditionalenhancemeni@ossibly
atthe NSLPlayer) mightberequired.

10 Openlssues

Someof theissuegegardingCASPareoutlinedbelow; their suitability andimplicationsarecurrentlyunder
investigation.

10.1 AdvancedDiscovery Mechanisms

As mentionedabore, CASPnodesneedto discorer thenext peer In additionto thescoutprotocol,a variety
of next CASPpeerdiscorery mechanismareernvisionedasbelon. Furthermoreseveralnext peerdiscorery
mechanismsanbe usedtogetheralongone CASPchain.

Extending routing protocols: For example,OSPF[15] couldindicateCASPcapabilityvia an Optionsbit
in thecommonLSA headeior anew LSA. For interdomaindiscorery, onesolutionwould beadding
a CASPcapabilityoptionto BGP adwertisements.

Sewicediscovery: Usingstandardservicediscorery mechanismsuchasSLP[16], CASPnodescanfind
outaboutlocal CASPnodesandtheir capabilities.

First node: By addingan option to routeradwertisementg17], local nodescandiscover the first CASP
nodein their path.

DHCP: If thereis asingle CASPnodein alocal network, DHCP[18] canadertisethis hode.

Diretory-baseddiscovery: For example,by creatingnew DNS entriesper AS for CASPNTLP andits
NSLPs,CASPcanalsosupportpath-decouple¢hext-AS) discovery.

10.2 Capability Discovery

In orderto addres®nly nodeswhich supporta certaincapability(i.e. a specificNSLP protocol),capability
discorery (e.g.acapabilityvectorfor the NSLP protocolssupporteddy a particularnodeor certainsecurity
capabilities)maybe necessary

10.3 Other Issues

In additionto unicastscenariosCASP could supporta limited multicastmodel, source-specifienulticast
(SSM) [19], by a specialway of scouting. SupportingSSM in scoutrequiresadditionalcare(e.g. scout
requestos addressshouldbe includedin the scoutrequestmessagethe destinationaddressof the scout
messag@nustbe setto the SSMdestinatioraddressetc.).

ThescoutprotocolcoulduselCMP insteadof UDP, with a nev ICMP messagéype.
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11 Summary

The CASPframeawvork relieson existing transportprotocolsand consistsof a messagindayeranda client
layer Themessagindpyeris applicationndependendndis responsibldor deliveringof signalingmessages
and associatedNTLP state. In contrastto this applicationindependentomponentof CASR the client
layeris the application-deperaht part. The discovery of next peersalongthe datapathis handledby the
Scoutprotocol,whichis a specializectlient protocol. CASPattemptgo satisfythe NSIS requirement$l]
andframevork [2]. The CASP framenork is designedo be network-friendly, light-weight, flexible and
extensible:

e Separatiorof agenericmessagindayerfrom anapplication-specificlientlayerallows easilyadding
otherclient layer protocols(NSLPs). EachNSLP only relieson commonNTLP servicesandcanbe
changedvithout affecting otherNSLPs.

e Separatiorof a next peerdiscorery functionality from the signalingmessagelelivery allows easier
securityprotectionof signalingproceduresandavoidscomplity in NTLP. CASPonly needgo label
thescout(a discovery protocol) pacletsin the samemannerasthe datapaclets,but canassigriabels
to CASPsignalingmessagebasedon the handlingneededor them. This alsohelpsremoving the
restrictionon the signalingprotocol,suchasmessagaizeto be limited to MTU or elseintroducting
lower-layer overheadno additionsareallowedin mid-stream.

e CASPmessagesonsistof asequencef messagebjects.New objectscanbeaddedatthemessaging
andtheclientlayerasneededo supportnew functionality

¢ While most signalingmessages$or classicalsignalingapplicationsare likely to be small and the
overall datavolume modest,CASPrecognizeghatthereare potentialapplicationsthat may needto
deliver largervolumnsof signalingmessagethataresignificantlylargerthantypical network MTUs.
Similarly, cryptographicignaturesnaycausesvencommonsignalingmessaget exceedVTU size.
Also, during overloadsituations,userapplicationswill be temptedto retry their resenationrequests
frequently so that congestiorandflow controlis desirable. By reusingexisting transportprotocol
for delivering CASP messagesCASP greatly reduceshe compleity of protocolimplementations
andavoid subtleinteroperabilityproblems.Dueto the re-useof transporiconnectionsCASPsession
setuplateng is, on average Jow.
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A Obiject Definitions

Classesvherethe objectscontainlP addressearedefinedfor both IPv4 andIPve.
All unusedieldsshouldbe setto zeroandignoredon receipt.
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A.1 FLOW._ID Class
FLOW._ID class=1

e |IPv4with portsFLOW_ID Object:Class=1, C-Type=1

S —— L

| IPv4 Source Address |
S 2

| IPv4 Destination Address |
S 2

| Source Port | Destination Port |
S U

| Protocol | I |
S U

e |IPv4with IPsecFLOW_ID Obiject:Class= 1, C-Type= 2

S — UV

| IPv4 Source Address |
S 2

| IPv4 Destination Address |
S e mm o mm mm mmm em e em mm mmm em mmem e em mm e e e e - 4

| SPI |
S — S

S — et e e e e e o e e e e em e em e e e e e e e - 4

e |IPv6 FLOW_ID Object:Class= 1, C-Type=3

S — et e e e e e o e e e e em e me e e e e e e - 4

IPv6
Source Address
(16 bytes)

+— +— +— +

-------------- LUV VU

|

+

| IPV6

+ Destination Address
| (16 bytes)
+
|

- +— +— + —
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R —— R

I Flow Label (20 bits)
S e Ut

e SourceAddress
Sourceaddres®f the applicationdataflow.

e DestinationAddress
Destinationaddres®f the applicationdataflow.

e Protocol

TheIP Protocolldentifierfor the dataflow. For the IPv4 with IPsecFLOW_ID this SHOULD indicate
eitherAH or ESP

e SourcePort
The UDP/TCP/SCTHor similar) sourceportfor the session.

e DestinationPort
The UDP/TCP/SCTHRor similar) destinatiorport for the session.

e Flow Label
ThelPv6 flow labelfor the dataflow.

OtherFLOW_ID C-Typescouldbedefinedin the futureto supportotherdemultipling conventionsin
thetransport-layeor application-layer

A.2 CASP_-TIMEOUT Class
CASP.TIMEOUT Class= 2

e CASP.TIMEOUT Object:Class=2,C-Type=1

T — T U

| Timeout (seconds)

T — T U
e Timeout

Thetime in secondsfterwhich CASPM-layer soft-stateshouldberemovedif norefreshis receved.

A.3 CLIENT _DATA Class
CLIENT_DATA class=3

e All CLIENT_DATA Objectsarevariablelengthopaquedata.

The C-Type identifiesthe client which shouldbe usedto processhis message.Currently defined
valuesfor CASPclientsare:
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— QoS:Class=3,C-Type=1

S T ey upu e P
| I
I (Client Data) I
I I
S T ey upu e P

e ClientData

The contentsof the Client Dataobijectis of variablelength.
theclientmaychooseo formatit in ary way.

t hasno significanceat the M-layer and

A.4 ERROR Class
ERRORClass=4

e ERROR Object:Class=4,C-Type=1

S — A

| Error  Code
T — T U

e ErrorCode
Providesanindicationof thewhaterroroccurred.Currentlydefinedcodesare:
— UNKNOWN: 0
— COOKIE.EERROR: 1

A.5 SCOUT_COOKIE _I Class
SCOUT.COOKIE.I Class=5

¢ SCOUT.COOKIE.I object:Class=5, C-Type=1

S ey upu e P

| Cookie(i) |

+ (64-bit Scout Request cookie) +

| I

S ey upu e P
e Cookie(i)

Theinitiator cookieis a 64-bitrandomnumbey selectedy the scoutinitiator.
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A.6 SCOUT_COOKIE R Class
SCOUT.COOKIER Class=6

¢ SCOUT.COOKIER object:Class= 6, C-Type=1

March3, 2003

N T iU v

| Cookie(r) |

+ (64-bit Scout Response cookie) +

| |

T — T U
e Cookie(r)

Therespondecookieis a 64-bit value,selectedy theresponder
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