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Abstract
Signalingresourcaesenationsis oneof thepossibleapplicationsof the Cross-ApplicatiorSignaling
Protocol(CASP).Thisdocumentescribesclient protocolthatsupportgperflow resourceesenationin
bothsenderandrecever-directedmodesoperation.
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1 Intr oduction

CASP-QOSis a client protocol for the Cross-ApplicationSignalingProtocol (CASP)[1]. It is oneof a
family of CASPsignalingclient protocols(NSLPs)andoffers perflow resourcellocationandresenation.
CASP-QO%hasthefollowing properties:

Direction-neutral: Theprotocolsupportsothreceverorientedandsendeiorientedresenations.In each
mode thenon-reservingidecansuggesfoSparametersi-or example thedatarecever cansendthe
first CASPmessagéo indicatethe rangeof bandwidthsand QoS parameterd is willing to tolerate,
but the datasendemakesthe actualresenrationwithin thatrange.

Bidir ectionalresewation: Bidirectionalresenation refersto threedifferentmodesof operation. In the
first, thereis asingleresenationmessagéor bothdirectionsj.e., atraffic selectothatspecifiedraffic
flowing in both directions,typically with reversedsourceanddestinatioraddressand port numbers.
Suchresenration is only feasibleif the routeis symmetric. Its main advantageis atomicity so that
aresenationin the forward directionis madeonly if traffic in the backward direction canalsobe
accomodated.

A second looserform of bidirectionalhasmessagefrom the originatorand the destinationcause
resenationsto besetup. As before thisrequiressymmetricroutesfor in-bandsignalingmessageand
AS-symmetricoutesfor perAS resenation. As shavn in [2], amajority of routesarenotsymmetric
atthe AS level.

Thirdly, aresenationfrom theinitiator maytriggeranindependensignalingsessiorfrom therespon-
derto theinitiator. This modeworks evenif the datapathis asymmetricandrequiresno particular
protocolsupportatthe CASPmessagindayer

CASPQOSsupportsall threemodes.
Resewation range: To reducethe numberof resenation messagexchangesthe bandwidthobjectcon-
tainsa lower andupperbandwidthrange. Nodesattemptto resere the highestamountof resources

belav themaximumandupdateheamountaccordingly Nodeswith higherresenationsthanthepath
minimumareupdatedon thereturnpath.

Partial resewation: CASP-QOSmessagesanindicatewhetherthey aresatisfiedto obtainpartial reser
vations,i.e., resenationsthatonly succeean somerouters[3].

Query/reserve/commit mechanism: If desired,anendsystemcanqueryfor availableresourcestesere
themandcommitthem. Only committedresourcegsanbeused.
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2 Operation

CASP-QOdYlefinedive messageypes:

Query: The QUERY message@eterminesf a particularpathhassuficient resourcesbut doesnot resere
or commitary resources.

Resewre: The RESERVE messageequests particularresenation. It generatest RESPONSE indicatingthe
dggreeof succes®r failure. It may requesta CoMMIT message.The RESERVE messag&analso
containa responsdo an earlierreseration, thus allowing bidirectionalreseration with bifurcated
pathsin onemessagexchange.

Commit: The ComMIT messageommitsresourcesesened previously with RESERVE if the resenation
timestampis the sameasthe original resenation. If not, it createsandcommitsa new reseration,
removing the original one. A CoMmMIT messagé¢hatusesan existing reseration SHouLD NOT fail.
EachComMmIT messagearriesa BANDWIDTH objectjustin caseit visits a nodethathasnot seena
RESERVE before.

Release: The RELEASE messageeleasesll resourcedor this sessionregardlesof the version. It gener
atesa RESPONSE indicatingsucces®r failurewith the Status object.

Success:The SUCCESS responsemessageandicatesthe requestedesenation has beensucceedednot
neededif the destinationreturnsa Commitin responsdo a Resere); includessequencenumber
of Resere or Commit.

Error. The ERROR responsenessagéndicatesreseration hasbeenfailed; mayalsoreleaseall resources
alreadymadefor thissessionlt includesasequencaumberof thefailedResere or Commitmessage,
andthe nodeaddressvherethe Resere or Commitrequesfailed.

Therearetwo typesof (Q0OSNSLP) states:Resere stateand Commit state,establishedndrefreshed
by Resere andCommitmessagesgespectiely. An Error messagenayremove both statesjf a“removal”
indicatoris provided.

Two exampledor CASP-QoSoperationsareshavn in Figurel, where(a) shavs anexamplefor sender
directedoperationswhile (b) illustratesa possiblehandlingof reserationfailure andpartial reserations.
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3 Objects

CASP-QOSmessagesancarry objectsdescribedelow.

3.1 Version (V)

Theversionindicationis usedto quickly determinewhich Resourcebjectis usedin the sessionandwhat
semanticshouldbe assumedor thatResourcebject(FlowSpec).

3.2 Partial Resewation (P)

The Partial Reservation object describeshov mary failed reserations are allowed before reseration

attemptsterminate. Therearetwo up countersthat tally the numberof routerswhereadmissioncontrol

failed, including dueto a failed admissioncontrol procedureandthe numberof routerswherereseration

could not be performedsincethe nodedid not speakCASP or CASP-QOS Two additionaldown counters
aresetby the originatingnodeto the maximumnumberof routersthat canfail or be indeterminatebefore
themessagéails.

4 Messages

The table belowv indicateswhich objectsmAy (O), MUST NOT (=) or MUST (M) appeailin eachmessage

type.
Definitionsof CASP-QoSmessagéormatsaregive in AppendixA.

Object Abbr. Query Resere Success Commit Release Error
Version \Y M M M - M

Partial Reseration P @] @) — @] - M
Bandwidth B M M - M - 0]

5 ResourceObjects

A setof objectsareusedto requestesources Additional objectsarelikely to be definedin the future. It
is possibleto include several suchobijectsif it is allowed for the CASP nodeto satisfyary one of them,
startingwith the onelistedfirst. Theresponséndicateswhich resourcevasused.

5.1 Bandwidth (B)

The Bandwidth objectcontaingwo bandwidthvalues,anupperandalower bound.Eachnodeattemptgo
resene theupperbound.If it obtainsresourceshatarebelow the upperboundandabove thelower bound,
it updateghe upperboundto thatlower value. Thereturnmessagéhenupdatesall resenationto the upper
boundseerby the destination.

Othershave proposed lossrateor explicit delayindication,possiblywith aviolation probability It is notclear
thatthereareschedulingandadmissiorcontrolmechanismghatcanusefullyguarantesuchbehaior on a perflow
basis.Thus,this memodoesnotincludethem.
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5.2 PHB

ThePHB objectrequestshattraffic matchingthetraffic selectoiis assigned certainperhopbehaior, such
asAF12[4].

5.3 IntServ Flowspec

ThelntServ Flowspec objectdescribeseseredresourcesor IntegratedServiceq5].

5.4 L2 Properties

The L2 objectdescribedayertwo propertiesabstractly suchas“low delay but do not careaboutpaclet
losses”or “high reliability”. Theserequestghensetup specificlink layer behaior. This featurerequires
furtherstudy

6 Local Information

Usually QoS-relatednformationis generatedy a hostandsentto a peerrepresentinghe oppositetermi-
natingpoint of the path. The datahassignificanceall alongthe signallingpath. CASP offersthe possibility
to restrictthe scopeof signallinginformationto a sectionof the path,e.g,to a specificAS or subnetwithin
anAS. CASP-QoSnformationcanbe addedanddeletedanywherein the network. This pathis referredto
aslocalizedpath.Local scopinghasthe advantagethat QoSsignallinginformationcanbelimited to certain
sectionsof the pathwithout the needfor end-to-endransport.Thelocalizedpathis determinedy a source
node,which addsspecificQoS signallinginformation and a sink node,which deletesthe datawith local
scope.

Authenticationof sourceandsink nodefor the pathsegmentis requiredto enablemessagéntegrity for
thecarriedQoSsignallingdata.

Thetransporof localinformationis usefulfor anumberof applicationssomeof whichareenumerated
below:

Authorization token: An authorizationtokenis a CMS encapsulateddigitally signedor encrypted)col-
lectionof objects.Suchatokencanbeincludedfor exampleby apolicy decisionpointto allow other
CASPnodesalongthe path(within the sameadministratre domain)to executepolicy basedadmis-
sion control securelywithout needto retriggera PEP < — > PDP communication.Furthermore
linking authorizationof protocolsis an otherexample. Protectinginformationwhich is relevantand
securedvithin alocaldomainonly is possible.

DSCP (DiffServ codepoint): Specificcodepointsnaybeusedwithin anAS for definitionof acertainper
hop behaiour (PHB). The codepointmay be setby aningressrouteror by the endhost. The DSCP
in this situationis valid within thelocal AS andhasto be mappedo a differentvaluewhenentering
thenext AS. A new mappingmay berequiredbecauseodepointvaluesareuseddifferently or there
is no exactmappingof the PHB betweerntwo neighbouringASs.

Aggregationinformation: Informationabouttheaggreationof signallingstatecanbetransferredetween
theaggregationingressandthe aggreationegresspoint. This includesinformationaboutgranularity
of aggrgationandtherole (aggr@ationor de-aggrgation)a nodeshouldactfor a specificflow
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Resewation priority: Informationaboutthereseration priority maybe sharedalongCASP-Qoapable
nodesto determinghe priority of aresourcaesenationrequesin the paclet forwardingplane.

Accounting: Accountingandchaging information (asauthorizationtokens)canbe distributed alongthe
signalingpathto enablethe creationof properaccountingecords.

Operator information: Any kind of operatorinformationmay be sharedoy CASP-QoSnodesalongthe
signallingpath.

Thereis anoptionalLocal Object to carrylocal QoSinformation. Eachobjectcarriesanidentification
andatypeindicator The scopéfield provideshintsaboutthe scopeof thelocal datasincethe processingf
localdatamaydependnthecurrentscopevalue. Thereis no syntaxdefinitionfor theobjects datastructure
aspartof the CASP-QoSprotocol. Following this concepimuchflexibility is givenfor the syntaxdefinition
of local data, e.gthe CASP-QoSprotocol doesnot careaboutthe structuringof accountinginformation
within a certainAS. As well the determinationof propersourceand sink nodesfor local datahasto be
handledby somemechanisnotherthanCASP-QoS.

Nestingof local informationis possible,so that within a path segmentlocal datais transportedand
thereis a further subsgmentalongthe samepathwhich nestsfurtherlocal information. The local datais
associatedvith a scopelevel. EachCASP-QoSnodedependingon the value of the scopehasto decide
whetherit shouldprocessspecificlocal dataor ignoreit. With the exampleof nestinglocalinformation,the
nestedpathcanbe associatedvith a highervaluefor the scopefield thanthe original path. This way local
dataassociatedvith the original pathcantransparentipassthe nestedoath. Eachlocal objectcarriesdata
for a specificpathor pathsegmentavoiding the necessityto carrylocal datawith differentscopein asingle
object.

7 Route Changeand Mobility Considerations

The separatiorbetweenM-layer stateand C-layerstatein CASPis logically (andnot physically). Hencea

routechangealsorequiresto createa new resenation alongthe new pathuntil the memge point (cross-eer

router)is reached.The separatiorbetweerthe SessionD andthe Traffic Selectorenableghe meige point

to associatean existing resenation with the SessionD provided by the incomingsignalingmessageAs

a differencebetweena standardoute changeanda mobility scenariathe possibility of a Traffic Selector
changeshouldbe mentioned. Typically the former doesnot require signalingmessageso be forwarded
beyondthe mege point. The situationmight be differentin caseof mobility andthe usedTraffic Selector
Thusthereis aninteractionwith a micro/macro-mobilityscheme.Using a micro-mobility schemewhich

is ableto trigger CASPwould thereforefurtherlimit doublereserationsandwould speedthe reseration

setuptime.

A signalingmessag@itiator canrequesthedeletionof theold reseration(alongtheold path).deleting
aresenation alonganold pathmight not alwaysbe desired. The initiator is therebya CASP nodewhich
detectgheroutechangsdirst. Therearesomereasonsvhy suchabehaior mightnotbenecessargr desired
(for examplebi-castingof datatraffic to bothaccessouters).

Particularly of interestfor CandidateAccessRouter(CAR) discovery is the QUERY messageavhich al-
lows to discover theresourcevailability information(andpossiblyresenationscosts)alongnew candidate
paths.

Subsequentlafew basicmobility signalingmessagexchangesiredescribedThefirstexchangecovers
a QoSresenration for upstreamntraffic. Subsequentlyhe implication for dovnstreamtraffic is explained.
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Therebythe interworking with micro-mobility schemess briefly describedbasedon Contect Transferand
HierarchicalMobile IP.

Figure 2 shavs a messagdlow for an upstreanmresenation in CASP-QOS. .Initially a mobile node
establishestateinformation (and a QoS reseration) betweenthe old accessouter (0AR) andthe CN
via several routersalong the path. The mobile node has obtaineda care-ofaddresq§oCoA) and might
additionallyhave additionallP addressefor mobility (e.g. homeaddress) Theimplicationsof selectinga
Traffic Selectorarediscussedt the endof this section.

As soonasthe mobile nodedetectsa routechangedueto mobility (e.g. basedon alayer 2 trigger) mo-
bility relatedprotocolsaretriggered.A CASPsignalingmessagés requiredeithertriggeredby the refresh
timer or by a mobility managementomponenat the mobile node. The signalingmessagestablishesien
stateanda new resenation at the new accesgouter (becauseno existing stateis found for the provided
Sessiordentifier). Thesignalingmessagés thenforwardeduntil it reacheshecross-oerrouter(CR). The
cross-@er routeris identifiedautomaticallysinceit is thefirst nodealongthe pathwherestateinformation
identifiedwith the provided SessiorD exists. SecurityissuegreferredasSession/Reseation Ownership)
arecoveredin [1] sincethey areindependentf a particularclientlayerprotocol.

As previously mentionedit is possible(andsometimesiesired)o remove the old reseration. A dead-
branch-remeal flag allows the cross-@er routerto trigger a RELEASE messagealongthe old path. The
signalingmessagés thenforwardedtowardsthe CN. How farto forwarddepend®ntheusedTraffic Selec-
tor andon the micro-/macro-mobilityscheme.

If resenationsalongtheold patharenot releasedhenthey time out (soft-stateprinciple). Thelifetime
of areseration dependsn the selectedefreshinterval (lifetime) which is allowed to vary betweernpeers
in the CASPchain.

<-- old path -->

0CoA e +
+-+ | Old Access | <
| | - | Router | - >-\ 7
+-+ | (0AR) | < \ \Release
MN e + \
| \
| E — + e~ + < + e +
|  |[HOA(MN)| | CR | - > — CN |
V - + e~ + < e~ +
Query/Reserve /
nCoA ---> L + /
+-+ | New Access | < /
| | - | Router | - > -/
+-+ | (nAR) | <
MN o +

<-- new path -->

Figure2: UpstreanReserationdueto Mobility
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Figure 3 shavs a downstreamreseration. Without mobility protocolinteractiondatapackets would
simply follow the new pathtowardthe new care-ofaddress Hencethe protocolinteractioncanbe consid-
eredasa regular routechangebehaior. An interactionwith a mobility protocolwould however enablea
performancémprovement.Whenamobile nodetransmitsa Binding Update/RgistrationRequesto update
its mobility bindingfor exampleatthe MAP (in caseof HierarchicalMobile IP) thensucha messageould
be usedto triggera downstreanresenration. As describedn the previous examplethe old reseration can
alsoberemovedif desired.t is worth notingthatthe signalingmessagexchangedescribedn 2 cannotbe
usedto triggera dowvnstreanreserationimmediatelysincethe two paths(andthe cross-wer point for the
upstreamandthe downstreantraffic) might be different.

+-t R +
| MN +----mmmmeee- + 0AR +-----\
S R T + \
| \ Release
Movement ' <—----
| \
| \
| \
| MN<->MAP +o-t -t . +
| Binding Update |----> | MAP +-----mmmeee- -+ CN |
| [-------- +o-t -t R — +
| — /
V|- /
S — B — + /
| MN +---mmmmeee- + NAR +-------- /
+----+ +----- + Reserve
P

Figure3: DownstreamReserationdueto Mobility
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Figure 4 shavs the implicationsfor CASP when Context Transfer(CT) is used. CT allows QoS and
securitystateestablishe@ttheold accessouterto beforwardedto the new accessouter Althoughvarious
performancemproving techniquesvould be possible a genericapproachwould beto triggerthe Context
Transferprocedureandthento senda CASP CREATE messagéo the new accessouter Notethatthe new
accessoutercouldtransmitthis messag®n behalfof the mobile node. Dependingon the micro-mobility
schemeandon the routesusedby the datatraffic eithera cross-@er routerappearsomavherealongthe
path(e.g. routerR1) or in caseof host-specificoutes(andtunnels)which forward traffic from the old to

thenew accesgouter CT would alsoprovide a simplificationto the securityaspectsn thefollowing three
areas:

e SessiorOwnershipwvould notcauseproblemsfor mobility in thelocaldomainsincea proofof session

ownershipis possibleby comparinganincomingrequestrom the mobile nodewith the storedstate
atnAR in asimilarmannerasat 0AR.

e Theexisting securityassociatiorcanbe usedwithout restartinga nev authenticatiorandkey agree-
mentprotocolrun. This provides performancamprovementsfor mobility within an administratie
domain. A few IPSecContet Transferprotocol proposalshave alreadybeenproposed.Note that
someadjustmento a securityassociations necessaryo reflecta new care-ofaddress.

¢ If a userwas authorizedfor the indicatedamountof resourceghenit is fair to assumethat this
authorizationis alsovalid at otherrouterswithin the samedomain. If the sameamountof resources
areavailableat a differentpathmight however be a differentissue. A querymessageould provide
more information aboutresourceavailability. Avoiding an otherauthorizationstepwith a possible
involvementof aPDPR AAA andbaclenddatabasés likely to provide performanceadvantages.

S — S — +

| MN +----memee- + 0AR +-----\

+oet +o-t--t \
| - \
I | \
I | \
I | \

Movement Context \

| Transfer bt e +
| I | Rl - + CN |
| I +--t---t R — +
I | /
I | /
I | /
\Y; wW /

+--t +--t--+ /

| MN +--m-memee- + NAR +------- /

S — S — +

Figure4: Contet Transferimplications
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As a summarythe goalsof CASP (andNSISin generalwith regardto mobility signalingcanbe char
acterizedasfollows:

o Wheneer possiblethe signalingmessagexchangecausedoy mobility shouldbe keptlocal. This
meanghatanend-to-endstateinformationupdatealongthe pathshouldnot berequired.

e CASPIis designedo work without requiringa specificmicro- and/ormacro-mobilityprotocol. The
protocol shouldthereforenot be strongly coupledwith sucha protocol. An interactionwith these
protocolsmight be useful(asatriggermechanisnusinganAPI) to provide moreefficient QoSreser
vations.

¢ Mobility managemenihtroduceselementsand mechanismsvhich modify routing. Henceit is im-
portantto have amechanisnwhich allows Traffic Selectorupdatesnid-pathandmid-session.

¢ Avoidingdoublereserationsbetweerthecross-wer routerandthecorrespondemtode(for upstream
resenations).

e Optionallyremaoving aresenation betweerthe cross-oer routerandtheold accessouter

Finally it shouldbe mentionedthat the selectionof Traffic Selectorvalueshassomeimplicationsfor
signalingandsecurity If a regular 5-tupleis usedthenmobility is likely to requirea signalingmessage
exchangealongthe pathbetweernthe MN andthe CN to adjustthe Traffic Selector The sameis truefor a
flow labelanda regularend-to-endPSecprotecteddatatraffic. If macro-and/ormicro-mobility schemds
usedandthe Traffic Selectoreflectsthis circumstanceéhenasignalingmessagexchangecanbekeptlocal.
As notedin [6] an adwersarymight useidentity spoofing(in this casethe headerof ip paclets)to enable
its own traffic to experiencepreferentiatreatment.Marking of pacletswith DSCPis an extremeexample
which allows paclet treatmentvithout having endpointaddressem theidentifier

8 Security Considerations

CASPreliesonthe securitymechanismslescribedn [1]. Securinghe messagindayerin a CASPpeerto-
peerfashionis provided eitherby IPsecor TLS. Non peerto-peerprotectionof client layer objectsis pro-
videdby CMSwhichallows resourcebjectsandrelatedobjectsdefinedin thisdocumento beencapsulated
andprotectedoy CMS. Henceno separatepecificatiorwithin CASPis necessaryo describethe formatof
theseobjects. This allows someflexibility in including protectedobjectsto link the authorizationstepof
differentprotocols(for example CASP and SIP) andto transportlocal informationwithin domains. The
functionalitydescribedn [7] and[8] canbe providedwithout substantiaprotocolmodification/&tensions

9 Openlssues

e CASPcanuseaNext objectindicatesthe next requesthattherecever shouldgeneratef therequest
itself wassuccessfulFor example,if a RESERVE messageontainsNext = COMMIT, therecever of
the RESERVE commitsthe resourcegust resened. The Next requesfeatureis a flexible concept.ls
this degreeof flexibility desired?
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e CASPcanusea Priority objectto indicatethe priority of the resourcerequest.Dependingon local
policy, high-priority requestsmay eitherbe treatedpreferentiallycomparedo thosewith lower pri-
ority whenqueueingor resource®r may be allowed to preemptexisting resourceeserationswith
lower priority. This facility may be usedfor emegeng telecommunicationservices.Local policy
determinesvhethera particularuseris authorizedo exercisea priority level.

e Advancereseration— CASP-QOSallows to definethe startandendtime of aresourceresenation,
to supportadwancereserations. The Time objectdescribeghetime theresourceeserationis to be
effective, expressedisa startandendingtime writtenin NTP time format. (TBD: Onecould express
periodicreserationsin the style of iCal [9], but the complity seemaunwarranted.)A starttime of
zeroindicatesanimmediatestart.

Note thatthe CASP statehasto be maintainedbetweerthe time the first messagés sentrequesting
thereserationandthe endof theresenration. A requestosHOULD useasuitablylonglifetime. TBD:
Shouldtherebe a notificationto theinitiator atthe beginning of theactualresenrationthatindicatesa
new, lower refreshintenal?

For resourceselatedto conferencesit is ofteninsuficient to find out at the time of the conferencehat

resourcesreunavailable,aftermucheffort hasheenexpendedon agreeingon acommontime. A resenation
for thefirst availabletime slotseema&nattractive service but difficult to setup dueto theneedor coordination.

e CASP-QOSJike CASR cansupportsource-specifienulticast(SSM) [10]. It doesnot supportre-
ceiver diversity resenation styles,blockadestatesandNBMA next-hops. Note thatsomeaspectof
resenation stylescanbe supportedy appropriatdraffic selectors.

¢ Allow multiple typesof resourcenbjectsin onerequest?

¢ Usagescenariogor non-repudiatiomeedto be described.

¢ Interactionwith accounting/chaing andrelatedprotocols(for exampleAAA) needgo beelaborated.
¢ Shouldtherebeanotificationto indicatea changdn refreshinterval?

e The usageof authorizationtokensneedsto be describedin more detail (messagdormatsand an
indicationof usefulobjects).

¢ It mightbeusefulto allow atraffic sinkto askthetraffic sourceto setup aresourcaeseration. The
sinkwould senda CASPrequestirectlyto thesource whichwould startanormalCASPreseration.
For someapplicationsthis canbedonealreadye.g.,usingSIP.
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A CASP-QoSMessagd-ormats

A CASP-QoSnessageonsistoof acommonheaderfollowed by abody consistingof a variablenumberof
variable-lengthobjects which areidentifiedasbeingof a particulartype. Thefollowing subsectionslefine
theformatof the commonheaderthe standardbjectheaderandthe constructiorof CASP-QoSmessages.
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A.1 CommonHeader

0 1 2 3

01234567890123456789012345678901
R i
| Length (bytes) |
U e N
IC RPU/ [ | ] Flow Identifier |
U U
| |
+ +
| Flow |
+ Identifier +
| (continue, padded when necessary) |
+ +
| |
U et

Thefieldsin thecommonheadeiare:

¢ Length. Indicatesthelengthof the CASPmessagén bytes. This includesthelengthof the common
headef(includingthelengthfield itself).

e Flags:8bits
Currentlyfour flagsaredefined:
— TheCommit(C) bit indicatesthatthe messageecever shouldsendbacka Commitmessagén
the oppositedirection.

— The Remawal (R) bit indicatesthat this messagegemoves all CASP-QoSstate (Resere and
Commitstatesijf ary) for the CASP-QoSsessionlf notset,themessagestablishesr refreshes
CASP-QoSstate.

— The Partial Reseration (P) bit requestghat a partial reseration is acceptable.If not set,the
resenationfrom the sendetto therecever shouldbetried if possible.

— TheunsecurgU) (or “tainted”) bit indicateshatthe messagéastraverseda hopwithout chan-
nel security

e Type: 8 bits The CASP-QoSmessageype. Currentlvalid typesare:
— Typel: CASP-QoSResere Message
— Type2: CASP-QoSCommitMessage
— Type3: CASP-QoSReleaseviessage
— Type4: CASP-QoSSuccesdMessage
— Typeb: CASP-QoSError Message

e Flow Identifier

Containsinformation aboutthe flow which shouldreceve a particularQoS treatment. It contains
the IP addressesf the datasenderand datarecever, and possiblysomeadditionaldemultipleing
information(suchasprotocoltype, sourceanddestinatiorports,SPI or flow label).
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A.2 Object Formats

Eachobjectconsistof oneor more32-bit wordswith a oneword headerwith the following format:

1 2 3
01234567890123456789012345678901
----------- Ut
Length (bytes) | Class-Num | C-Type |
----------- ey
|
(Object  contents) /
|
----------- T T pprupuupp i

An objectheadeihasthefollowing fields:

e Length:16 bits

Thelengthfield containghetotal objectlengthin bytes,includingthe objectheader

Class-Num:= bits

Identifiesthe objectclass;valuesof thisfield areto be provided. Eachobjectclasshasa name which
is always capitalisedn this document.A CASP-QoSmplementatiormustrecognizethe following
classes:

— ERROR.NODE
IndicatesheIPv4 or IPv6 addressvhereareserationfailed.

— VERSION

Indicateswhich type of flowspecis used. This is usedto easilydetecta new flowspecsrather
thanincludingtheflowspecitself. CurrentlyVersion= 0 indicatesintServFlowspec.

— C-Type: 8 bits

Objecttype,uniquewithin Class-NumValuesareto be definedlater.
— MINIMUM _FLOWSPEC

Indicatesthe minimum flowspecthe applicationwould accept.

— DESIREDFLOWSPEC
Indicatesthe maximumpossibleflowspecthe applicationwould desire.

The format of an IntServControlledLoad FLOWSPECis given asfollows. Note during a session,
only oneflowspecshouldbe includedunlessthe userwantsnodesto "upgrade” the reseration if
possible.

31 24 23 16 15 8 7 0
i S e B s i s A D e S R S s et S
| 0 (@ | reserved | 7 (b) |
i S e B e e S e A S e S S S e s
| 5 (c) |0] reserved | 6 (d) |
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+-t-t-t-t-t-t+-+ e e o S e S e i ol s T S TRI R S e S S S S
3 | 127 (e) | 0 (f) | 5 (9) |
i S e B T S S s i ol e i ol s CJt S
4 | Token Bucket Rate [r] (32-bit IEEE floating point  number) |
i S e B T e S s T e S S S s s o S
5 | Token Bucket Size [b] (32-bit IEEE floating point  number) |
i S e B T T e I S i S s ol s ot S
6 | Peak Data Rate [p] (32-bit IEEE floating point  number) |
i S e B T S S s i ol e i ol s CJt S
7 | Minimum Policed Unit [m] (32-bit integer) |
i S e B T i e I S i S s sl SIS S S S S
8 | Maximum Packet Size [M] (32-bit integer) |
+-t-t-t -ttt s i o R e S e i ol s T S TRI R S e S S S S
(a) - Message format version number (0)
(b) - Overall length (7 words not including header)
(c) - Service header, service number 5 (Controlled-Loa d)
(d) - Length of -controlled-load data, 6 words not including
per-service header
(e) - Parameter ID, parameter 127 (Token Bucket TSpec)
() - Parameter 127 flags (none set)
() - Parameter 127 length, 5 words not including per-service
header
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