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Abstract

This documentescribes CASPclient protocolthatallows nodesto signalinformationto firewalls
bothin anin-pathandoff-pathfashion.Theprotocolfurthermoreallows to establisha NAT bindingand
to provide the signalinginitiator with the NAT information. This is informationcanthenbe usedwithin
otherprotocolssuchasSIP
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1 Intr oduction

CASP-NATFW is a client protocolfor the Cross-ApplicatiorSignalingProtocol(CASP)[1]. It is oneof a
family of CASPclientprotocolsandallowsthesignalingof firewall andNAT informationalongthedatapath
(in-path)in a topologyindependenmanner CASP-NATFW aimsto addressssuesraisedand not solved
within the MIDCOM working group[2] andusesdeasfor in-pathsignalingusingRSVPasdescribedn [3]
andin [4].

2 Definitions

Termsin context with trustrelationshipsredescribedn [5].
Thefollowing termsareusedin this document:
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Policy Rule: Theterm policy rule is usedasdefinedin [6]. A policy rule consistsof two componentsa
paclet filter andan actionto be performedon paclets matchingthe paclet filter expression. This
documentusestwo actionsfor a policy rule: allow without logging and allow with logging. Per
default nologgingis used.If loggingis desiredthenit hasto be specifiedasdescribedn Section9.
As statedn [6] it wasagreedhotto specifyadery actionfor policy rule. Hencethereis no suchdery
actiondefinedin this document.

In the context of NAT, asdefinedin [7], basicNAT, NAPT andtwice NAT couldbeappliedto paclet
flows matchingthe pacletfilter.

Policy Groups: Thetermpolicy groupis notusedin this documensinceits meanings partially captured
by the pacletfilter. A pacletfilter allows variousattributes(evenlists andrangesof certainattributes)
to be specified. In caseof in-path signaling only one particular destinationlP addresgwhich is
availablein the CASP NTLP payload)can be specified. More fine grain paclet filters have to be
specifiedin the CASP NSLP payload(in this caseCASP-NATFW). For off-path signalingthis rule
mustnot hold.

Lifetime of Policy Rules: An NSLP is allowed to specifythe lifetime for policy rule. The lifetime cor
respondgo the refreshintenal. If no lifetime or refreshintenal is selectedhena default valueis
used.

Packet filter (PF): Thetermpacletfilter refersto attributesdescribingsubset®f the datatraffic for which
a specificbehaior shouldbe provided. Thetermflow identifieris alsooftenusedin the areaof QoS
signalingprotocols.For NAT traversala pacletfilter (or flow identifier)refersto aNAT binding.

Thetermsin-path (off-path) signalingcanbe usedinter-changablewvith path-coupledpath-decoupled)
signaling.

3 GeneralLimits of In-Path Fir ewall Signaling

At the baginning of this documentt is worth statingthatthe problemof firewall signalingis addressedy
a numberof working groups. This sectionprovides a brief overviev of someof the recentactiities and
describeshegeneralimits of in-pathfirewall signaling.

Thefollowing working groupsor actiities atthe IETF have arelationshipto policy rule installationand
firewall communicatiorin general:

To addressa singledevice at the bordersof the accesetworks (i.e. thefirst IP device) is coveredby
the PANA working groupto implementthe controlled/uncontiéed network accesgprocedures.Thereby
authenticatiorof a useror a device with the help of EAP is requiredto createpolicy rulesat the first IP
device. This subsequenthallows the endhostto forward pacletsto the Internetor to accesserviceswithin
thelocaldomain.

The MIDCOM working group also aimsto install policy rulesat firewalls. However, their approach
seemdo befocusedon off-pathsignaling.Additionally of interestareactivities relatedto EndpointFirewall
Controll, RSIPandSocks.

To provide a genericsolutionto install stateat a possiblylarge numberof firewalls alongthe pathsome
trustmustbeplacedon devicesalongthe path.If no suchtrustis availablewhich mightbelikely the casein
anadhocnetwork scenaricasshavn in Figurel thenfirewall signalingis doomedto fail.
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An adhocnetworks consistsof a numberof nodesbetweerthe endhost(NodeA) andthelSPto which
NodeA wantsto getaccessAlthoughNodeA usesanauthenticatiorandkey exchangeprotocolto createa
policy rule atthefirewall 1 it is still possiblefor anuntrustechode(in this caseNode3) to inject datatraffic
whichwill passFirewall 1 sincethe datatraffic is unauthenticatedTo preventthis type of threatprotocols
developedin the IPSECor the IPSRAworking group,which establisha securityassociatiorno protectthe
datatraffic, canbeused.

To summarizeln mary casesn-pathpolicy rule installationmight provide enoughsecurityprotection
to preventunauthorizechodesfrom gainingaccesdo network resources However, dueto the absencef
perpaclet authenticatiooman-in-the-middleattacksof maliciousnodesalongthe pathcannotbe prevented
by installedpolicy rules.
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Figurel: GeneraLimits of In-PathFirewall Signaling
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4 Trust Relationships

It is unusualto starta protocoldescriptionwith trust relationshipgo explain the basicprotocolbehaior.
A protocolfor firewall traversalis somavhat different sincetrust relationshipsare very importantfor the
protocoldesignandNAT traversaldoesnot causegproblemso the samedegree.for its internalmechanisms.

4.1 Peerto-Peer Trust Relationship

Thefollowing scenarioganbe considere@sthe simplestsincepeerto-peertrustrelationshipexist between
the participatingentities. Thesetrustrelationshipsareeitherdirector indirectandhelpto establishsecurity
associationslynamically (for examplebetweenHost A andthe local middleboxi.e. Middlebox 1 within
Network A) with the helpof anauthenticatiorandkey exchangeprotocol. Authenticationandauthorization
of therequesto the middleboxdevice is therebyrequiredfor successfuprotocolcompletion.Importantin
this contet is the trust relationshipbetweenthe two networks (i.e. betweenMiddlebox 1 andMiddlebox
2). In this scenaridt is assumedhatno firewall is presentwithin the corenetwork. In casethatMiddlebox
requiresauthenticatiorof theHostA (or from theuserocatedat HostA) thenan”AuthenticationRequired”
RESPONSE messagavith an error codeis returnedto the initiator. In caseof a sendedinitiated signaling
messagéransmittedoy Host A therequestedilter entriesat the first middleboxare alreadyinstalledwhen
therequesttthe subsequenniddieboxfails.

Sinceendhostsusuallydo not have (andshouldnot have) topologyinformationof the networks along
the pathit is not possibleto transmitpolicy rules for both directions(if datatraffic later flows in both
directions). Henceit is requiredthat both nodestransmitseparatesignalingmessage$or eachdirection
containingseparatgolicy rulesfor eachtraffic flow (if thedatatraffic is latersentin bothdirections).These
signalingmessagesre transmittedby the end hostsand they do not needto travel alongthe samepath
becausef asymmetricgoutes(se€[8]. Thereforehesignalingmessageavhichis triggeredfrom thetwo end
hostsin eachdirectiondo not necessarilyneedto install stateat the samefirewall.

Policy ruleinstallationis basedntheinformationtransmittedvith theflow identifierobjectatthe CASP
NTLP layerandat the paclet filter objectat the NATFW NSLP layer The contentof both objectsmight
changemid-path (for examplewhen passinga NAT) andis allowed to changemid-session(for example
becauseof mobility). For thosecaseswvherethe information carriedwithin a paclet filter objectcannot
beinterpretedan error messages returnedindicatingthe inadequaténformation. Paclet filter processing
failuresarepossiblewhenfor examplea Virtual Private Network Identifier suchas (Extended)Tunnel D
is transmittedto an IP firewall or when a firewall is unableto install a paclet filter with the indicated
granularity
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Figure2: Peerto-PeerTrustRelationship
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4.2 Intra-domain Trust Relationship

In larger corporationften morethanonefirewall is usedto protectdifferentdepartmentsin mary cases
the entire enterprisés controlledby a securitydepartmentvhich givesinstructionsto the departmentad-

ministrators. In sucha scenarioa peerto-peertrust-relationshipmight be prevalent. Sometimesowever

it might be necessaryo presere authenticatiorandauthorizationinformationwithin the network. In this

caseaninteractionbetweentheindividual middleboxesanda centralentity (for examplea policy decision
point - PDP)might be required. Otherwiseit is possibleto communicatehe authorizationdecisionmade
at onefirewall to anotherfirewall within the sametrust domain. Eachmiddleboxcaneithercommunicate
with thePDPor the PDPissuesanauthorizatiortokenwhich allows themiddleboxesto reactindependently
Figure 3 refersto this structure.To avoid complex protocolinteractionsindividual middleboxeswithin an

administratre domainshouldmake useof their trustrelationshipinsteadof requestingauthenticatiorand

authorizationof the signalinginitiator again. This provides both a performanceémprovementwithout a

securitydisadwantagesincea singleadministratie domaincanbe seenasa singleentity.
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Figure3: Intra-domainTrustRelationship
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4.3 Required End-to-Middle Trust Relationship

In somescenariosa simple peerto-peertrust relationshipbetweenparticipatingnodesis not suficient.

Network B might require someauthenticatiorof the signaling messagenitiator. If authenticationand
authorizatiorinformationis notattachedo theinitial signalingmessag¢henthesignalingmessagarriving

atMiddlebox2 would causea RESPONSE messag&ith anerrorcode” AuthenticationRequired’is returned.
However, in mary casesthe userinitiating the signaling messagesxchangeis alreadyaware of sucha

constraintandreceived credentialsdbeforethe messagexchangewas started. Thesecredentialamight be
basedeitheron symmetric(sharedsecret)or basedon asymmetric(public key) cryptography In orderto

avoid a challenge/respondgpe of messagexchangethe initiating node(Host A in our scenario)already
includesa CMS objectto the outgoingsignalingmessage.The CMS object containsthe identity of the
signalinginitiator, the identity of the destinationnetwork, the destinationaddresof Host B, atimestamp
for replayprotectionandpossiblysomeotherapplicationspecificinformationlike anapplicationidentifier

CMS allows to usebothsymmetricandasymmetriccredentials.

Figure4 shawvs the slightly morecomplex trustrelationshipsn this scenario.
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Figure4: End-to-MiddleTrustRelationship
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4.4 Missing Network-to-Network Trust Relationship

Peerto-peertrust relationshipas shavn in Figure 2 is a very corvenientassumptiorthat allows simpli-
fied signalingmessagerocessing.However it is obvious that suchan assumptiordoesnot always hold.
Especiallythe trustrelationshipbetweentwo arbitrarynon-adjacenaccessetworks is likely non-istent
becauseof the large numberof networks and the unwillingnessof administratordo have other network
operatorgo createholesin their firewalls without properauthorization Hencein thefollowing scenariove
assumesomevhatdifferentmessag@rocessingindshav threepossibleapproacheto tacklethe problem.
Noneof thesethreeapproaches without dravbacksor constrainingassumptions.
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Figure5: Missing Network-to-Network TrustRelationship
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We identifiedthreepossibleapproachesf tacklingthe problemdescribedn Figure5.

Recever-Initiated Signaling: Thefirstapproachmakesuseof recever-basedsignalingmessagexchange.
If HostA sendsasignalingmessag¢owardthe destinatiorto Middlebox 1 the messageanbe prop-
erly protected. Middlebox 1 establishesomestateinformation and expectsan incoming message
initiated by Host B. Signalingmessag@rotectionbetweenthe two networksis difficult. A missing
trust relationshipdoesnot necessarilyneanthat no securityassociatiorestablishmenis possible.
Thelackingtrust”only” disallowvs Middlebox 1 to createpaclet filters at Middlebox 2. Hence this
missingtrustis anauthorizatiorproblemratherthana securityassociatiorestablishmenproblem. If
the CASPmessagdself is allowed to passthefirewall thenit finally reachedHostB. HostB should
not experienceary difficulties to install filters at the local firewall (Middlebox 2). The messageas
thenforwardedto Middlebox 1 which alreadywaits for theincomingsignalingmessageBecauset
is possibleto associatexisting stateinformationat Middlebox 1 with theincomingmessag@aclet
filters areinstalledand the messagés finally forwardedto Host A. Authorizationfor paclet filter
installationin Network A hasto be provided by Host A andfor Network B hasto be provided by
HostB whenreturningthe responsenessagepaclet filters areinstalledfor datatraffic from HostA
to HostB. The sameprocedurehasto be appliedagainto signalinformationfor the otherdirection
(HostB to HostA).

Thefollowing behaior hasto beassumedn orderfor this approactto be applicable:

¢ Signalingmessagesustbeallowedto pasdirewallsalongthe path.No authorizatiorfor paclet
filter installationis requiredatthis stage Blocking signalingmessageat firewalls disallovs the
recever of thesignalingmessagéo returna signalingmessage.

¢ Thesignalingmessag@nitiatedby the NI will requirestateinstallationonall theNFsin thepath
(if aRSVPPATH messagsemantids assumed)CASPNTLP, howvever, alsoallows a stateless
signalingmessageouting.

This approactsufiersfrom thefollowing dravbacks:

¢ If the CASPsignalingmessagein this casethe "PATH” messagejs not allowed to bypassa
firewall thenno policy rulesarecreatedat ary nodealongthe path.

¢ Receverinitiated signalinghasthe adwvantagethatthe recever hasto acceptthe creationof the
policy rule in his own network to trigger the creationlocally. This seemgo simplify security
processing.If a NAT is presenthenstill a RESPONSE messagés requiredto inform the data
messagsenderboutthe NAT-binding(i.e. thelP addresseandportinformationseerby adata
traffic recever).

AccessNetwork-Only Signaling MessageExchange The next approachis basedon signalingpaclet fil-
ter information by both hostsinto the local accessetwork only. CASP allows to specify sucha
behaior by indicatingthe signalingendpointwith the help of scoping( for examplewith domain
nameor a”’local network only” flag). Scopingmeanghatthe signalingmessagealthoughaddressed
to a particulardestinationlP addresgerminatessomavherealongthe path. If paclet filters for both
directionshave to beinstalledthenthe signalingmessagebave to make pacletfilter installationsup-
anddownstreamalongthedatapath. Similarto proposalsn theareaof QoSsignalingsomeproblems
arelikely to occur Onesuchproblemis thatdownstreamsignalingin generalcausegproblemsbe-
causeof asymmetriaoutes.In particularit is difficult to determindghefirewall wherethedownstream
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datatraffic will entera network. The problemof triggeringdownstreanresenrationsis for example
describedn [9]. Anotherproblemfor exampleis the placemenbf a firewall or NAT alongthe path
otherthanin theaccessetwork. This would preventa successfutlataexchange.

Thefollowing behaior hasto beassumedn orderfor this approactto be applicable:

¢ It mustbepossibleto triggerasignalingmessagexchangdor adownstreansignalingmessage
exchangeatthefirewall wherethe datatraffic entershenetwork.

¢ No otherfirewalls or NATs arepresentalongthe pathotherthanin theaccessetwork.

This approactsuffersfrom thefollowing dravbacks:

e To signal policy rules only within the accesmetwork (by both end-points)hasa numberof
disadwantageand challengeqseefor example[9]). The complex messagerocessingcaused
by this approactstrongly arguesagainstit althoughit might soundsimple (andeven might be
simplein restrictedervironments).Section10 addressemessagdows for this case.Although
its usagds possiblewith CASPwe stronglydiscouragéts usage.

e Somecircumstancesanleadto ineffective policy rules.

Authorization Tokens: The last approachis basedon someexchangedauthorizationtokenswhich are
createdby anauthorizecentity (suchasthe PDP)in eachaccessetwork. Both hostsneedto exchange
thesetokenswith someprotocolssuchas SIP or HTTP which is morelikely allowed to bypassthe
firewall. Host A would theninclude the receved authorizationtoken to the signalingmessagédor
Network B. WhenthesignalingmessagarrivesatMiddlebox2 thenthetokenis verifiedby thetoken-
creatingentity. In orderto prevent partiesfrom reusingthe token timestampge.g. token creation,
token lifetime, etc.) have to be included. Adding IP addressnformationaboutHost A would create
difficultiesin relationshipwith NATSs.

InformationaboutHost B might be possibleto includein orderto limit attackswhereatokenis lost
andreusedby a differenthostfor a differentpurpose.The goalis to restrictthe usageof the token
for a specificsession. The contentof the token only needsto be verified by the originator of the
tokensinceit only hasto beverifiedlocally. Sinceauthorizatiomeeddo belinkedto theauthorized
actionswhich have to be performedon the paclets matchingthe paclet filter, the token mayinclude
theassociate@ctionor areferencdo it.

Thefollowing behaior hasto beassumedn orderfor this approacho beapplicable:
¢ Theexchangeof authorizationtokensbetweenend-systemsnustbe possible. Theseprotocols
mustbeallowedto passhefirewalls.

e An end-systenmustbe ableto requestsuchan authorizatiortoken at someentity in the local
network.

¢ The hostsneedto have eachothers addressesyhich is complicatedo have if thereare NATs
deployed on the path(especiallywith doubleNAT).

This approactsuffersfrom the following dravback:

e An additionalprotocolis requiredfor an end hostto requestan authorizationtoken from an
entity in the local network as depictedin Section10. Note that CASP could be extendedto
provide this functionality but currentlyit doesnot.
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4.5 Off-Path Signaling

Theseparatioetweersignalingmessageéelivery anddiscorery within atthe CASPNTLP protocolallows
it to supportin-pathandoff-pathsignalingeasilywith the sameprotocol. Throughouthis documentn-path
signalingwasassumedthe Scoutprotocolis usedperdefault for next peerdiscovery) but off-pathsignaling
mightbedesiredn somescenariosvhereathird-partyentity wantsto signalsomepolicy rulesto afirewall
andNATs. This mechanismhasdisadwantagesn larger networks with multiple firewalls sincetopology
informationis requiredin orderto install policy rulesonthetraversedfirewalls andNATS.

5 Assumptions
Basedontheabove-describedrustrelationshipghefollowing protocolassumptionsiave to be made.

¢ Middleboxesalongthe pathare CASP-avare.|f amiddleboxis not CASP-avarethenprotocolfunc-
tionality cannotbe fully guaranteedespeciallyif the middleboxcannotbe controlledwith the help
of someprotocolatall). The CASP-NATFW NSLP protocolcanoperatewith limitationsif a CASP-
unawvarefirewall blocksall CASPsignalingtraffic. To supportCASP-unavareNATs alongthe path
someinformationneedso be addedto a CASP-NATFW messagé¢o allow the signalingmessagee-
ceiving entity to verify thatthesourcdp addresgandportnumbershave changedCurrentlyno such
objectis includedin this versionof thedocument.

¢ Theendhostshouldnotberequiredto know thetopologyof thenetworksalongthepathor someother
network internalissues.Therefordt is notpossibleo make anassumptiomboutroutingandhencewve
have to assumeasymmetriaoutes. As a consequencendhostsinclude unidirectionalpaclet filters
only. Within a administratre domainwheremoreinformationis availablethis assumptiommight not
hold andthe establishmenof bi-directionalpaclet filters couldbe possible.

6 NAT Involvement

Two issuesneedto be addressedvhen NATSs are presentalong the path. Sincethe end hostshouldnot
a-priori knowledgeaboutthe location,numberandtypesof NATs alongthe paththeir presencénasto be
assumed.

First,the CASPsignalingmessagetself mustbe ableto traverseanon-CASPawareNAT box without
majorproblems. A NAT bindingof anon-CASPawareNAT canbeestablishedndmaintainednucheasier
with TCPthanwith UDP. CASPrecommendshe usageof transporprotocolssuchasTCPor SCTPIn case
thatthe NAT is CASP-avareproblemsonly occurif sourceport numbersarefixed. CASPdoesnot require
fixedsourceportnumbergo beused.

The secondissueaddresseslatapaclets for which a NAT binding needsto be requested.Whenan
endhoststartsto transmitscoutpacletsto discover the presencef firewalls andNATs alongthe pathit is
willing to subsequentlyransmitdatapacketswhich matchthe paclet filter. Subsequentlgucha firewall-
NAT-firewall scenarids describedo explain the basicprotocolinteractionandthe usefulnesgor allowing
paclet filters to changemid-path(i.e. alongthe path). Mid-sessionchangesof paclet filters happenin
mobility casegfor exampleif theendhostobtainsa new care-ofaddress).
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Figure6: NAT Involvement
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In Figure6 a hosts(HostA) wantsto enabletransmitdatatraffic from sourcelP addres4.92.168.1.50
a givendestinationlP addresgnot shavn in the Figure 6) at port 666 (both udp andtcp). ThereforeHost
A transmitsa CASP-NATFW messagéo Firewall 1 (after discovering thatthis firewall is the next CASP
supportingnodealongthe datapath)to createthe correspondingpaclet filters. Notethatthetraffic selector
is unidirectional. This scenaricshavs a sendeiinitiated scenario.Firewall 1 installstwo policy rules(one
for udp andthe otheronefor tcp) after successfuhuthenticatiorand authorization. After forwardingto
the next middlebox(a NAT in this case)a NAT binding hasto be createdfor the given traffic selectors.
The externally visible paclet filter (IP addresshangedo 139.23.203.3@nd port number=7000)s then
forwardedto the next firewall (Firewall 2). Firewall 2 againcreatespolicy rulesafter authenticatiorand
authorization.Thenthe signalingmessagés forwardedtowardsthe destination.

After thesignalingmessagereacheshedestinatiorlP addres®r until nofurtherfirewall canbereached
(for examplebecausdhe messagés rejectedat a non CASP-avarefirewall) a RESPONSE messagés re-
turned(if requestedy the signalingmessageénitiator). A RESPONSE messageavould containa Status
objectwhichincludesinformationaboutthe appliedpacletfilter andwhetherthe messageeachedts tamget
or not. In caseof NATs alongthe paththe paclet filter informationis thenincludedin protocolslike SIPto
communicateon which protocol/portdatawill besent.

In caseno RESPONSE messagés sentback,the CASP-NATFW aware NFs on the pathwill returna
REsPONSE message&vith anunsuccessfutndto endmessagéelivery errorwhenanassociatetimerto the
existing installedstate(relevantto the receptionof the CREATE messagegxpires. The CASP-NATFW NI
will receive only oneRESPONSE messagé mayreceve morethanonein particularcaseslt is upto theNl
to decideif it hasto proceedvith theapplicationor not. Every CASP-NATFW onthepathwill needto filter
outtheassociatedRESPONSE, message® the sameoriginal CREATE messagesentby the CASP-NATFW
NFsontheupstreamln casea RESPONSE messag@rovidesadifferentfilter within theinstalledpolicy rule
attribute, the RESPONSE messagavill be forwardedon the downstreantowardsthe CASP-NATFW aware
NI.

Sectionl0 additionallyaddressesomemessagdélows with NAT involvement.

7 Operation
CASP-NATFW definesthefollowing messagéypes:

Path: A PATH messagallows a receverinitiated reseration approach. This messagealoesnot cause
paclet filters to be installedalthoughall objectsare present.This messagés thenusedasa trigger
to causea CREATE to bereturned.The PATH messagéransmittingentity includesthe objectswhich
arelater used(if not modified) by the senderof the CREATE message.The PATH messageallows
receverinitiated signalingto be supported.

Create: A CREATE messagallows to establishor updateNSLP state(i.e. policy rules)at one or more
firewall(s) alongthe path. Verificationis necessaryo ensurethat policy rule creationis allowed by
the requestingentity andthat no otherlocal securitypolicy is violated. In casea securitypolicy is
violatedor the creationof the policy rule(s)is not permitted,a RESPONSE messagevith a”Security
Policy Violated” error codeis returned. If the CREATE messageas usedwithout a previous PATH
messagéhenit representatypical sendetinitiated reseration.

Release: A RELEASE messagés usedto deleteinstalledNSLP stateat a firewall andto releasea NAT
binding without waiting for a soft-statetimeout. This messageanonly deletepreviously installed
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state. Referringto previously installedstatecan easily be doneusingthe sessionidentifier Only
authorizedpartiesare allowed to deleteinstalledstate,this includesthe creatorof the stateor other
partiestrustedby the statecreator(usefulfor fail over of the statecreator).

Response:A RESPONSE messagés eithersentto acknavledgea previous messager to indicateanerror
In caseof anacknavledgementt is requiredthatthesignalingmessagénitiator requestshetransmis-
sionof aresponsanessageThereforethe Next object,discussedn Section9, is setto the Response
message.No stateinformationis modified by processingandforwarding an acknaviedgement. If
anerrorhasto bereturnedthenthe errorcodeinsidethe RESPONSE messageallows to specifymore
detailederrorinformation. Suchan errorcodemight for exampleindicatemissinguserspecificcre-
dentials,a missingauthorizatiortoken or a securitypolicy violation. Detailederror codeshave to be
definedin future versionsof this document.

Query: A QUERY messagédriggersa RESPONSE messagéo returninstalledstateinformation. The main
purposeof this messages to provide diagnosticfacilities. An initiator mustonly be ableto query
owned stateinformation. Otherwisethe entire setof policy rules of a firewall could be retrieved
which causessecurityconcerns.An adwersarywould have a simple mechanisnto retrieve a lot of
usefulinformationfor subsequerdattacks.

Trigger: The TRIGGER messageas an asynchronougvent notification sentby a CASP-NATFW aware
node. Unlike the CREATE messagét doesnot createor modify NSLP stateat nodesbetweenthe
initiator andthetamgetof the TRIGGER. As adifferenceto the PATH messag&lsono NTLP routing
stateis createdat nodesbetweenthe initator andthe target of the TRIGGER. Somesort of trigger
messagés requiredto supportaccessietwork signalingmessagexchangesasdescribedn Section
10 andin Section4.4. (TBD: This usefulnes®f this messag®r othertechnicalalternatvesrequire
someinvestigation.)

The following table shavs the basicmessagdehaior wherebythe following abbreiationsare used:
MAY (O), MUST NOT (=), MUST (M) or NA (Not Applicable))

The operationsspecify which messageanight indicateinformationto trigger which other messageén
responsdiy the otherend. Somemessagegsuchasan error messageare createdautomaticallywithout

previousindication.
Msg/Next Msg Path Create Release Response Query Trigger

Path NA M - @) - —
Create 0] 0] - @] - -
Release — — 0? O M —
Response - - - NA - -
Query - - — M NA -
Trigger 0] 0] 0? - - NA

Notethatthe”Must” entriesin thetableabore indicateonly thedefault behaior. For example:A PATH
messagenustbefollowed by a CREATE messageHoweverin caseof anerrora RESPONSE messagéwith
anerrorcode)will bereturned.

Thefollowing issuesstill requiresomeinvestigations:

¢ To enableabi-directionalreserationthe sendenf a CREATE messagdasto indicateeitheranother

CREATE messagén the Next objector a PATH messagelt is questionablevhethera sendetinitiated
signalingmessagshouldfollow arecever-initiated?
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e Isit usefulto allow a RESPONSE or a RELEASE messagé¢o follow a RELEASE message?

8 Typical Policy Rule Attrib utes

This paragrapldescribesometypically usedattributes. Otherattributessuchasflow labelsmight be used
but areconsideredsanexceptionof thepacletfilter. We believe thatagranularityattransportayerprotocol
state-lgel (syn,syn/ack.ack,etc.)is notrequiredfor in-pathsignaling.

e Source/destinatiolPv4 andIPv6 addresses

Portnumbergqpossiblyincludingrangesandalist of port numbers)

Transportprotocol(for exampleTCP, UDP)

SPI(for IPSecprotecteddatatraffic)

Identifiersfor AH andESP(Protocolnumbersnext headerdields)

A NAT objectreturnedto the signalingmessagénitiator containsthe sameattribute types. The NAT
objectis includedasa payloadin the Statusobject. A signalingmessag®@riginatormay alsousethe NAT
objectto request particularNAT bindingto take place.The sameobjectis usedfor this purpose.

Thereareonly two actionsdefinedfor apolicy rule: "allow / nologging” (default) and”allow / logging”.
The first actiondoesnot requireadditionalobjectsto be includedotherthanthe paclet filter. This is the
default action. If a”allow / logging” actionhasto be specifiedthenthe Logging Action object,definedin
9, hasto beincluded.This actioncreatedog entrieswheneer the rule wastriggered.Endhostsareusually
not allowedto specifythis behaior becausét couldbeusedfor adenialof serviceattackto causdog files
to grow quickly andwithout bounds.

Note that a single paclet filter might also specifya rangeor ports. Furthermoret is also possibleto
specifymorethanonepolicy rule within asinglesignalingmessagée.g.for off-pathsignaling). Thisissue,
however, requiresfurtherinvestigation.

9 Objects

Thefollowing objectsareusedby the CASP-NATFW client protocol:

9.1 Logging Action

Thisobjectindicateswhich pacletfilter(s) wantto have loggingspecified Notethatendhostareusuallynot
allowedto specifythis behaior for in-pathsignaling.It might howvever berequestedvithin the network or
in caseof off-path signaling.(TBD: Someinvestigationis requiredto evaluatewhetherthis actionis really
required.)

9.2 ApplicationID

This objectcontainsan identifier to provide more information aboutthe datafor which the policy rule is
installed. Application-level firewalls andfirewalls with statefulinspectionareableto usethis information.
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Providing awrongapplicationidentifierfor a givendatatraffic would thencausea processindailure. Such
a behaior is more securethan a traditional paclet filter firewall. Note however that encryptedend-to-
endtraffic might reducethis advantageto somedegree. A local securitypolicy might indicatethat this
informationis requiredbeforecreatingpolicy rules. A missingApplicationID objectwould thencausea
"Application ID require” RESPONSE messagevith anerrorcodeis returned.

9.3 Next

The Next objectindicatesthe next requesthatthe signalingmessageecever shouldgeneratef theincom-
ing messagevassuccessfullyprocessedSection7 shavs possiblecombinationof messaged-or example,
a CREATE messagenight containa Next objectwhich is setto CREATE causinganothercreatemessagéo
bereturned.Sucha messagdélow would represeng bi-directionalresenration. A frequentlyusedobjectis
therespons@bjectproviding indicationsabouta previously submittedmnessage.

9.4 Authorization Token

This objectis usedasdescribedn Figure5 of Sectiond.4. More descriptiorwill beaddedn thenearfuture
(seeSectionl3).

9.5 CMS Credential Object

This objectallows userspecificcryptographiccredentialdo betransmittedo specificCASPpeers(or net-
works) alongthe path. Figure4 describes scenariovheresuchan objectis required. Attributesincluded
in this objectarealsobriefly mentionedn Section4.3.

9.6 Time

This objectindicatesthatfilters shouldbe installedsomavherein the nearfuture. This might be required
in the context of in-advanceQoSreseration for a conferencingscenario.If this objectis not presentthe
currenttimeis used.

9.7 Age

The Age objectis usedto quickly determinewhetherary of the NSLP objecthaschangedfor example
paclet filter), to avoid a bit-by-bit comparisonThe Age objectmight be usefulfor messagewhich refresh
establishedstateinformation only. Uniquenesf the Age objectis only requiredonly within a session.
Wheneer stateinformation hasto be modifiedthena new value hasto be placedin the Age object. A
high-resolutiortimestamps typically usedfor this purpose.

9.8 Status

The Statusobjectis usedto deliver statusinformationinsidethe RESPONSE message.This objectmight
returnerror notificationsor informationaboutinstalledpaclet filters (e.g. NAT-Object). Delivering paclet
filter informationis helpful for application(suchasSIE H323,MEGACO, MGCPetc.) thatneedto deliver
IP addressprotocoltype andportinformationto theinitiator in caseof NATs alongthe path.
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10 BasicProtocol Behavior

The following messagdlows try to shav the basicprotocolbehaior andpossiblecombinationgegarding
sender andreceverinitiated messagefiows, uni-directionalor bi-directionalpaclet filters, differenttrust
assumptionsand NAT and/orfirewall traversal. The subsequenthghavn figuresdo not include message
flows for next-peerdiscovery (for exampleusingthe Scoutprotocol).

10.1 Recever-Initiated Messagéd-low with Firewalls

The following messagdlow shavs the protocolbehaior in caseof a receverinitiated signalingmessage
exchangewith two administratre domainsg(Network A andB) andtwo firewalls locatedat the borders.For
themessagdow apeerto-peertrustrelationships assumedCryptographicredentialsvhich supportend-
to-middleauthenticatio{Host A-to-FW 2) canbe includedby Host A into the PATH messageThe usage
of recever-initiation hasthe adwantagethatHostB hasto assistin policy rule installationat Firewall B.

In Figure 7 the senderindicatesin the PATH messagevhich policy rule to install by addingthis infor-
mationto the paclet filter. HostA usesthe IP addressl39.23.203.2&ndthe destinationP addresgHost
B) is 17.12.23.5 Notethatthe transportprotocolis not mentionedsinceit is not helpful. Thefirst firewall
(FW 1) installstheindicatedpolicy rule (pacletfilter with "allow / withoutlogging” action). Themessagés
forwardedto the next CASPawarenode(FW 2). Becausef the peerto-peertrustassumptiorFW 2 trusts
FW1 for the correctnessf the provided parametersT heidentity of the signalingmessageriginatormight
beincludedin thesignalingmessageaddressetbwardthe otherendhost.Policy rulesareinstalledat both
firewalls. Whenthe signalingmessageeachesiost B thena CREATE messagés returnedin responsend
includesthe samepaclet filter (unmodified).Note thatthe paclet filter is alwaysdirectional(especiallyfor
the CREATE messagén responsdo a PATH messagéhis is applicable). The CREATE messagénstallsthe
policy rulesatthetwo firewalls. The CREATE messagéinally reachedHostA who canimmediatelystartto
transmitdatatraffic towardsHostB.

Thefollowing issuesarisewith the descriptionof the messagdéow of Figure7:
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e T e TS
| +----- + S — + | | +---—--- + S —— + |
| |Host A| Network | FW1 | | | | FW2 | Network | Host B | |
| +--+---+ A +--t--t | | +-+-—-+ B R |
e T S e T T S
|Path(PF= | |

|(src=139.23.2 03.2 3, |
| dst=17.12.23.5 |
| sport=5000, |

I

|

I

|
| dport=600) |
i - > |
| |Path(PF= |
| |(src=139.23.20 3. 23, | |
| | dst=17.12.23.5, | |
| | sport=5000, | |
| | dport=600) | |
| E— - > | |
| | |Path(PF= |
| | |(src=139.23.20 3. 23, |
| | | dst=17.12.23.5, |
| | | sport=5000, |
| | | dport=600) |
| | e —— -
| | |Create(PF= |
| | |(src=139.23.20 3. 23, |
| | | dst=17.12.23.5, |
| | | sport=5000, |
| | | dport=600) |
| | R — - ]
| |Create(PF= | |
| |(src=139.23.20 3. 23, | |
| | dst=17.12.23.5, | |
| | sport=5000, | |
| | dport=600) | |
| [ | |
|Create(PF= | | |
|(src=139.23.2 03.2 3, | | |
| dst=17.12.235 | | |
| sport=5000, | | |
| dport=600) | | |
R— - | |
| Data Traffic (unidirectiona ) |
|::::::::::::: :::::::::::::::::::::::::::::::::::::::::::::::::::>|

Figure7: ReceverInitiated Messagd-low with Firewalls
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¢ Shouldpacletfilter informationincludedin the PATH andCREATE messagepacletfilter information
in the PATH messageould be temporarilystoredat middleboxes (firewalls in this example). The
CREATE messagevould thenonly referto existing stateinformation.

¢ |t doesnotseemto beusefulto have a statelessersionof the PATH messageDo we wantto support
suchastatelessersion?

e If the Path messagdails thenno policy rulesareinstalled. The signalingmessagdlow hasto be
restarted.

Figure7 doesnotcontainNATs, micro-/macro-mobilityspecificmessagfows or any form of tunneling.
Henceno mid-pathpacletfilter modificationis necessarytherwisesucha pacletfilter modificationwould
berequired.Entities,which areaware of micro-/macro-mobilityprotocols(for examplea MAP or ahome
agent)arenomiddleboxesin thetraditionalsense Sincethey have animpactonthe pacletfilter andonthe
datatraffic it would be necessarto treatthemasatrtificial middieboxto properlyaddresd$low identifications
alongthepath.If nosuchtreatmentakesplacethenthewrongpolicy rulesareinstalledat firewalls with the
consequencthatthe entire protocolinteractionis useless.n this descriptionwe assumehat paclet filter
attributesarebasedoninformationusedfor routing(i.e. IP addresses).

10.2 Senderinitiated MessageFlow with Firewalls

The following messagdlow shaws the protocolbehaior in caseof a sendetinitiated signalingmessage
exchangewith two administratre domaingNetwork A andB) andtwo firewalls (FW 1 andFW 2). No NAT
andotherdevicesrequiringmodificationsto the paclet filter areused. This messagdlow alsoassumes
peerto-peertrustrelationship.Cryptographicredentialsvhich supportend-to-middleauthenticatior{Host
A-to-FW 2) canbeincludedby HostA into the CREATE message.
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T — mem eem em em em w4 T —— —em em e m - -+
| +----- + S — + | | +----- + S — + |
| |Host A| Network | FW1 | | | | FW2 | Network | Host B | |
|  +--+---+ A +o-t—+ | | +--+---+ B R S |
S S e R e S

|Create(PF= | | |
|(src=139.23.20 3. 23, | | |
| dst=17.12.23.5, | | |
| sport=5000, | | |
| dport=600) | | |
e - > | |
| |Create(PF= | |
| |(src=139.23.2 03.23 || |
| | dst=17.12.23.5 : | |
| | sport=5000, | |
| | dport=600) | |
| o > |
| | |Create(PF= |
| | |(src=139.23.2 03.2 3, |
| | | dst=17.12.23.5 |
| | | sport=5000, |
| | | dport=600) |
| | i S
| | | [Response] |
I | |<-mmmmomeeee - |
| | [Response] | |
I |<--mmommmee - | I
| [Response] | | |
e - - I I
| Data Traffic (unidirectional |
e e e e
Figure8: Sendeilnitiated Messagéd-low with Firewalls
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The messagdlow in Figure 8 is similar to Figure 7. The CREATE messag&ontainsthe paclet filter
andimmediately(afterauthenticationauthorizatiorandverification)causesheinstallationof policy rules.
Thessignalingmessagsendemight requesta RESPONSE messageln caseof NATs alongthe pathsucha
RESPONSE messagés very usefulto returnNAT bindinginformation.

This scenariodoesnot require paclet filter modificationalongthe path. No NAT binding is returned
with the optional RESPONSE message.

Thefollowing issueariseswith the descriptionof the messagéow of Figure8:

¢ If averificationerroris causedluringthe CREATE messagg@rocessinghensomefirewalls mighthave
installedpolicy ruleswhereasothershave never seenthe signalingmessageA RESPONSE message
indicatinganerrorcouldleave installedstatein placeor causealreadyestablishedtateto beremoved
automatically

10.3 Recever-Initiated Messagéd-low with a Firewall and a NAT

The messagdlow in Figure9 introducesa middleboxwith NAT functionality (NAT 1), in additionto a
firewall at Network B, alongthe pathbetweerHostA andHostB. NotethatNAT 1 mightadditionallyhave

firewall functionality which would requireto install pinhole openingand NAT binding policy rules. The
messagdlow assumeshat HostA with sourcelP addressl0.1.0.5wantsto transmitdatatraffic at source
port 1200 (for exampleUDP / not shavn in this example)to destinatioraddressl7.12.23.5at destination
portnumber600. HostA doesnotrequiresaparticulafNAT binding,henceno NAT-Objectis requiredwithin

theinitial PATH messageln ary casea NAT bindingwill beincludedwithin the NAT-Objectreturnedin

the RESPONSHnessagelnsteadthe provided NAT bindingis provided asa NAT-Objectin responself

HostA would like to request particularNAT bindingthenthe NAT-Objecthasto beincludedin theinitial

PATH message.

As soonasthesignalingmessageeacheNAT 1 aNAT bindingis requeste@ndtheresultof thisrequest
is placedinto the Traffic selectorfield (i.e. srcip addresss changedrom 10.1.0.5t0 139.23.203.3@ndthe
sportis rewritten from 1200to 5000). Whenthe signalingmessagess successfullyprocessethy FW 2 and
forwardedto HostB a CREATE messagavith theindicatedpaclet filter is returned.A copy of thereceved
pacletfilter is placedinto theNAT-Object.By returningthe NAT-Objectinformation,HostA is ableto learn
which IP addressaindport, henceno NAT-Objectis requiredwithin theinitial PATH messageln ary case
aNAT bindingwill beincludedwithin the NAT-Objectreturnedn the RESPONSEnessageThe CREATE
messagés routedbackwardstoward HostA (sincethe pathis pinneddown).

Theexchangeof end-to-endnessageaftera successfusignalingmessagexchangemight berequired
to exchangeparametergaboutthe subsequendatatraffic. Finally HostA startsto transmitdatapacletsto
HostB.
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S — e e e e em - S e B
| +----- + S — + | | +----- + S — + |
| |Host A| Network | NAT 1] | | | FW 2| Network | Host B | |
|  +--+---+ A B S | |  +--+---+ B R S |
S e S e S I T

|Path(PF= | | |

[(src=10.1.0.5, | | |

| dst=17.12.23.5, | | |

| sport=1200, |Path(PF= | |

| dport=600) |(src=139.23.2 03.23 | |

[--==mmmmem - --- -- >| dst=17.12.23.5 , | |

| | sport=5000, |Path(PF= |

| | dport=600) [(src=139.23.2 03.2 3, |

| |--mmmmmee e e >| dst=17.12.23.5 , |

| | | sport=5000, |

| | | dport=600) |

I | |---mmmmmmeee = >

I | I I

| | |Create(PF= |

| | |(src=139.23.2 03.2 3, |

| |Create(PF= | dst=17.12.23.5 , |

| |(src=139.23.2 03.23,] sport=5000, |

| | dst=17.12.23.5 : | dport=600); |

|Create(PF= | sport=5000, | NAT-Object= |

[(src=10.1.0.5, | dport=600); [(src=139.23.2 03.2 3, |

| dst=17.12.23.5, | NAT-Object= | dst=17.12.23.5 , |

| sport=1200, |(src=139.23.2 03.23,] sport=5000, |

| dport=600); | dst=17.12.23.5 : | dport=600)) |

| NAT-Object= | sport=5000, [<---mmmmme- - - ]

[(src=139.23.20 3. 23, | dport=600)) | |

| dst=17.12.23.5, |<-mmmmmmmee e e | |

| sport=5000, | | |

| dport=600)) | I I

[ -~ | |

I I I I

| For example: SIP Signaling |

(< - - = =" > |

I | I I

| Data Traffic (unidirectional ) |

|m============= ==========sssssssssssssssssssssssssssssssssssssss s>

Figure9: Recever-Initiated Messagd-low with a Firewall anda NAT
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10.4 Senderlnitiated MessageFlow with a Firewall and a NAT

Figure10 shows a sendetinitiated signalingmessagdélow wherebyFW 2 in Network B initially rejectsthe
signalingmessageéueto anauthentication/authization failure. ThereturnedRESPONSE messag@cludes
amongthe error code,information aboutthe entity creatingthe error (in this caseFW2@NetvworkB) and
optionally a challengevalue. The challengevalue allows Host A to eitherprovide a freshnesguarantee
basedon the challengevalueand/orbasedon atimestamp.The usageof CMS allows HostA andNetwork
B to usesymmetricandasymmetricredentialgor authenticationln ary casea Credentiabbjectis attached
to the CREATE signalingmessageThe Credentiabbjectsecurelybindsatimestampor a sequenc@umber
(to prevent replay attacks),identities, lifetime and possiblypaclet filter informationto the cryptographic
credentialsThe RESPONSE messagenightreturna NAT-Objectif a NAT waspresentlongthe path.

Host A retransmitsa new signalingmessage After verification of the requestandthe credentials=W
2 forwardsthe messageao HostB. As in previous examplesHost B returnsa RESPONSE messagevith a
NAT-Objectbackto HostA.
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S — — e em m e - - 4+ S e
| +----- + S — + | | +----- + S —— + |
| |Host A| Network | NAT 1] | | | FW 2| Network | Host B | |
| +--+---+ A +o-t -t | | +--+---+ B T |
e S e g S R T E

|Create(PF= | | |
|(src=10.1.0.5, |Create(PF= | |
| dst=17.12.23.5, |(src=139.23.2 03.23 || |
| sport=1200, | dst=17.12.23.5 : | |
| dport=600) | sport=5000, | |
[-===mmmmmmeem -- - -- >| dport=600) | |
| [ > |
| |Response(Erro  rCode =| |
|[Response(Error  Code= |"Auth. Required", | |
|"Auth. Required", | FW2@NetworkB, | |
| FW2@NetworkB, | challenge=0x7a ..8 || |
| challenge=0x7a. .8, |[<-mmmmme- | |
[ Ko e - - | |
|Create(PF= | | |
[(src=10.1.0.5, | | |
| dst=17.12.23.5, |Create(PF= | |
| sport=1200, |(src=139.23.2 03.23 | |
| dport=600) | dst=17.12.23.5 : |Create(PF= |
| Credentials(... ) | sport=5000, [(src=10.1.0.5 , |
|- -- >| dport=600) | dst=17.12.23.5 , |
| | Credentials(.. J)) | sport=1200, |
| [-m-mmmmmme e >| dport=600) |
| | —— - >
| | | Response( |
| | Response( | NAT-Object(...)) |
| Response( |  NAT-Object(...)) [<--mmmmme- - - ]
| NAT-Object(...) ) < e | |
[ ~ | |
| | SIP Signaling | |
(< - - = =" - > |
I | I I
| Data Traffic (unidirectional ) |
|=::::::::::::: ::::::::::::::::::::::::::::::::::::::::::::::::::>|
Figure10: Sendetinitiated Messagéd-low with a Firewall anda NAT
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Themessagdow shavs thefollowing protocolfeatures:

End-to-MiddleAuthenticatiorby includinga CMS object(Credentiabbject)to thesignalingmessage
aftertheauthentication/authization failure. If the Credentiabbjectis includedinto thefirst CREATE
signalingmessag¢henno sucherrormessagés returned However in thatcasereplayprotectioncan
only bebasedntimestampglooselysynchronizealocks).

A NAT-Objectis includedin the RESPONSE messageavhich provides information aboutthe NAT
binding.

The RESPONSE messagéndicatingan error could alsoreturna NAT-Objectto provide initial infor-
mationaboutthe existenceof a NAT.

The sameprotocoloperationscanbe usedwithout NATs (only firewalls).

10.5 Sendetlnitiated NAT/Fir ewall Traversalwith Authorization Token

Thenext scenarids slightly morecomplicatedn the sensehatauthorizatiorinformationfor Network B is
provided by HostB. HostB first requestinauthorizatiortokenfrom anentity in thelocal network by some
means.Thistokenis thencommunicatedo HostA usinganend-to-engrotocolsuchasSIPor HTTP. This
tokenthenprovidesthenecessaryrustfor Network B to allow the CREATE messagéo install policy rulesat
FW 2. Notethatthis messagdow is differentcomparedo the scenariadescribedn Figure10. In this case
no pre-establishedryptographicredentialbetweerHostA andNetwork B arepresenbeforethe protocol
is usedbetweerHostA andHostB.

The sendeiinitiated messagdlow is similar to the abose-describedlows with the only exceptionthat
the AuthorizationTokenis included.Thetokenis removedat FW 2 after successfuverification.
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S — e e e e em - S e B
| +----- + S — + | | +----- + S — + |
| |Host A| Network | NAT 1] | | | FW 2| Network | Host B | |
| +--+---+ A +o-t -t | | +--+---+ B T |
e S e g S R T E

| | | Authorization |

| | | Token |

| | | Request |

| | R— el

| | | Authorization |

| | End-to-End | Token |

| | Communication | Response |

| |  (Authorization [------------- |

| | Token) | |

R e e e |

|Create(PF= | | |

[(src=10.1.0.5, | | |

| dst=17.12.23.5, |Create(PF= | |

| sport=1200, |(src=139.23.2 03.23 | |

| dport=600); Token) | dst=17.12.23.5 : |Create(PF= |

[----mmmm- -- >| sport=5000, [(src=10.1.0.5 : |

| | dport=600); Token)] dst=17.12.235 , |

| [---mmmmmm- >| sport=1200, |

| | | dport=600) |

| | i - >

| | | Response( |

| | | NAT-Object(...)) |

| | Response( [<--mmmmmee- - - ]

| |  NAT-Object(...)) | |

| Response( |[<-mmmmmme- | |

| NAT-Object(...) ) | |

[ ~ | |

| | SIP Signaling | |

(<77 - - =" - -mm s > |

I | I I

| Data Traffic (unidirectional ) |

|s============= =========sssssssssssssssssssssssssssssssssssssssss>|

Figurell: Sendetinitiated NAT/Firewall Traversalwith AuthorizationToken
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10.6 Senderlinitiated Firewall Signalingonly at the AccessNetwork

Sometimegpeoplearguethatthe signalingmessagexchangeshouldbe donelocally atthe network access
only becausegerflow signalingmessagesare not processedn the core network. Insteadof sendingthe
signalingmessagefrom one accessetwork to the otherwherebythe signalingmessageare transparent
in the coreeachhosttransmitssignalingmessagemdependentlyn its own network. Althoughthe concept
soundsvery simpleat thefirst glanceit turnsout to be very complex in the genericcase.Most difficulties
appealbecausef the asymmetricouting architecture.Establishingpolicy rulesin the uplink directionis
fairly simpleandrequiresonly a mechanismwhich allows somesort of scoping(i.e. sighalingmessages
haveto terminatesomavherein theaccessietwork) withoutactuallyindicatingtheend-point.Caspprovides
meansfor scopingand local accesanetwork signaling. However the installationof policy rules on the
downlink directionis complicatedbecaussometopologyinformationinsidethe network mustbeknown in
orderto avoid policy rule creationat the wrong devices. Hencethereis a built-in risk to causethe protocol
tofail (i.e. to install policy rulesatthewronglocation).

For themessag@ow describedn Figure12 we assumehefollowing protocolbehaior:

¢ HostA andHostB initiate a bi-directionalpacletfilter establishmentvith a scoperestrictedo thelo-
calaccessietwork only. Withoutsomesortof bi-directionalsignalingmessagexchangea TRIGGER
messagés requiredto initiate adownlink Traffic Selectionestablishment.

e Basedon the characteristic®f local signalingmessagexchangesat both accessetworks, assump-
tionsaboutthetopologymustbe made(or sometopologyinformationmustbe known).

¢ In thissimplifiedmessagéow no NAT device is present.

e HostA hasa-priori knowledgeaboutthe paclet filter for theinboundtraffic (i.e. src=17.12.23.%and
sport=601).
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I — e e eem e em - 4+ U i
| +----- + S — + | | +----- + S — + |
| |Host A| Network | FW1 | | | | FW2 | Network | Host B | |
|  +--+---+ A S S | | +-—-+-—+ B R S |
T S — e e e e e - -+ R R e g g
|Create(PF=(sr ¢=139.2 3. 205. 5, |
| dst=17.12.23.5 , sport=5000, dport=600);

| Next=Create(PF =(src =17.12.2 35,

| dst=139.23.205 .5 ,sp ort=601, dport =5001) );
| Scope=NetworkA ) |

. - >

|Create(PF= |

|(src=17.12.23 5,

| dst=139.23.205 .5,

| sport=601,

| dport=5001))

End-to-End
Communication
(PF) - Optional
R e e e N~

|Create(PF=(src =17.1 2. 23.5,

| dst=139.23.205. 5, sport=601, dport=5001);|
Next=Create(PF= (sr c¢=139. 23.20 5. 5, |
dst=17.12.23.5, sport=5000, dport=600)); |
Scope=NetworkB) | |

I
I
I
| S - ]
| |Create(PF= |
| |(src=139.23.20 5.5, |
| | dst=17.12.23.5, |
| | sport=5000, |
| | dport=600)) |
| oo -
Data Traffic (bi-directiona ) |
<D= —=—=—=—= :::::::::::::::::::::::::::::::::::::::::::::::::::>|

Figure12: Sendetinitiated Firewall Signalingonly atthe AccessNetwork
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With theinitial CREATE messagé&lostA alreadysuppliespacletfilter informationfor the bi-directional
resenation (i.e. the CREATE messagéy HostA is followed by anotherCREATE messagdérom FW 1). To
keptthe CREATE signalingmessageavithin thelocal accessetwork scopingis used.Indicatinga particular
IP addressnightalsobepossiblebut oftentheendpointis unknavn to theendhost. As aresultof successful
processinga CREATE messagés returnedn responsavith the alreadyprovided pacletfilter.

Optionally an end-to-endmessageommunicationmight follow to transmitpaclet filter information
from HostA to HostB. In mostcasessomecommunications however required.Similar asin Network A a
CREATE messagés initiatedby the endhostwith the Next objectsetto anotherCREATE message.

Finally if everythingwassuccessfutlatacanbe exchangedn bothdirectionson port5001< —601and
a5000- >600.

10.7 Sendetlnitiated NAT and Fir ewall Traversal within the AccessNetwork

The messagélow describedn Figure 13 extendsthe descriptionin Figure 12 by usinga uni-directional
signalingexchange As aconsequencef this extensiona TRIGGER messagés requiredto causeadownlink
signalingmessagéo be sentwithin Network B. In orderto avoid this messag@etwork B couldintercept
the end-to-endmessag@&xchangeto trigger a signalingmessagéo Host B. However this approachmight
suffer from the problemto be ableto readandevaluateend-to-endsignalingmessages.

In addition,a NAT device is usedin Network A which requiresHost A to requesta NAT binding and
the correspondindNAT-Objectwhich is thencommunicatedo HostB. Using the paclet filter information
insidetheNAT-ObjectHostB learnsthepublic IP addresaindportinformationof the datatraffic transmitted
by HostA.

The accesnetwork signalingmessagexchangerequiressometopology informationas explainedin
previous figures. The TRIGGER messagemust causea downlink signalingmessagédo be initiated by a
network device whichwherethedatatraffic of HostA is sentthrough.This particularissuewill beexplained
in moredetailin afuture versionof thedocument.

A evenmoredifficult examplewould addressa topologywhereeachnetwork is equippedwith a NAT.
Thesamads truefor pacletfilter installationfor datatraffic flowing in bothdirectionswith oneortwo NATs.
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| +----- + S — + | | +----- + S — + |
| |Host A| Network | NAT 1] | | | FW2 | Network | Host B | |
|  +--+---+ A +o-t—+ | | +--+---+ R S |
S e S e S I T

|Create(PF= | | |
[(src=192.168.1 5, | | |
| dst=17.12.23.5, | | |
| sport=5000, | | |
| dport=600); | | |
| Scope=NetworkA) | | |
e - >| | |
|Response( | | |
INAT-Object= | | |
|(src=139.23.20 3. 30, | | |
| dst=17.12.23.5, | | |
| sport=8000, | | |
| dport=600)) | End-to-End | |
G -- -|  Communication | |
| |  (NAT-Object) | |
G i e
| | |Trigger(PF= |
| | [(src=139.23.2 05.3 0, |
| | | dst=17.12.23.5 , |
| | | sport=8000, |
| | | dport=600); |
| | | Scope=NetworkB ) |
I | N = |
| | |Create(PF= |
| | [(src=139.23.2 05.3 0, |
| | | dst=17.12.23.5 , |
| | | sport=8000, |
| | | dport=600)) |
I | |- - >
| Data Traffic (uni-directiona )] |
B e e
Figure13: Sendetinitiated NAT andFirewall Traversalwithin the AccessNetwork
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11 Security Considerations

Installing paclet filters to oneor morefirewalls is a securitysensitve process.Securityprotectionof sig-
nalingmessagess necessaryn orderto defeata numberof threats.This sectiongivesa brief discussiorof
possiblethreatsandaddressetheir correspondingountermeasures.

11.1 Threats

Denial of Sewice: Denialof serviceattackscanbelaunchedby modifying messagessedduringthedis-
covery processA client couldthenbeforcedto contacta"wrong” firewall which is outsidethe data
path. Furthermoreit is possibleto flood a firewall with bogusrequestand therebycausemassie
stateand computationatesourceso be allocatedaspart of the key exchangeprocess.Furthermore
anadwersarycanmodify the paclet filter of a requesto causea large numberof paclet filters to be
allocated An adwersarymight alsoremove administratotinstalledpaclet filters which arenot related
to previous pacletfilter installationsby users.

Man-in-the-Middle: MITM attacksarepossibleduringthediscovery processvheretheentity of afirewall
is discovered. In this casethe usermight be corvincedto communicatewith a firewall which is not
the case.Marny of theseattacksarerelatedto the discorery mechanismandthereforealsodescribed
in [1]. Furtherthreatswhich arenot specificto the scoutmechanisnbut alsorelatedto the next-hop
discavery mechanisnrequirefurtherinvestigation(suchas SLR, DHCRE DNS, etc.). The authorsof
someof theseconfigurationmechanisméave alreadyidentifiedpotentialvulnerabilitiesandprovide
the correspondingecurityprotection.

Eavesdmopping: An earesdroppemight be ableto learnsomeinstalledpaclet filters by listeningto the
signalingmessageommunicatiorbetweera clientandafirewall. Furthermoret mightbepossibleto
learnan exchangedauthorizatiortokensbetweerthe two entitiesor betweerentitiesalongthe path.
Sincethe sessioridentifieris usedto uniquelyidentify stateestablishedlongentitiesalongthe path
anadwersarymightreusethisidentifierto referto existing stateinformation.

Integrity Violation: By modifying a requestmessagean adwersarycan deleteinstalledfirewall filters,
install filters usinga differentauthorizatioridentity or to createfilters with alargelifetime.

Masquerading: An adwersarymight gaininformationby queryinginstalledpaclet filters at a firewall by
masqueradingheidentify of arealuser This might beusedfor subsequerdttacks.

RogueFirewall: An adwersaryat a compromisedirewall might exploit an existing trust relationshipto
install or remove filters at otherfirewalls. Furthermoreit is possibleto returna NAT objectwith
wronginformationcausingsubsequerdatatraffic to besendto anarbitrarylocation.

Unauthorized Access: A regularusermight install firewall filters althoughhe is not allowed becausef
missingauthorization Administratorsareusuallyvery concernediboutinstalling paclet filters from
usersacces$rom anexternalnetwork.

Replay Attacks: An adwersarymight eavesdropCASP-NATFW signalingmessageand usethem later
for areplayattack. Furthermorean adversarymight be ableto collectauthorizatiortokensandreuse
themin adifferentcontext or laterin time to openholesinto afirewall.
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Privacy Violation: Adversariescanlearnaboutthe NI and NR’s identitiesparticipatingin the message
exchangeby eavesdroppingnformationexchangedetweerthe two end-systemsEspeciallyautho-
rization tokensexchangedetweenrend-systemsutsidethe CASP protocol (asexplainedin Section
4.4)represenavulnerability

11.2 Countermeasures

To preventthe abore-listedattacksa numberof countermeasurewetaken:

Denial of Sewice: To limit denialof serviceattacksa numberof countermeasureieretaken. Firstthe
scoutprotocol(andotherconfigurationmechanismsgxperiencesomeprotectionto preventbasicat-
tacks.Furthermoraet is necessaryo mutuallyauthenticateandauthorizebothpeersafterestablishing
a transportlayer connectionas describedn [1]. Sincethe authenticatiorandkey exchangeproto-
col requiresstateandcomputationatesourcest hasto beresistantagainstdenialof serviceattacks.
WhentransmittingCASP-NATFW specificinformationprotectionof therequestétselfis necessario
preventanadwersaryfrom objectmodificationwhich otherwisewould causeunpredictabléehaior.

Man-in-the-Middle: MITM attacksduring the discosery phaseare preventedby secureconfiguration
mechanisms.The scoutprotocol experiencedimited securityprotectionby its nature. However an
authenticatiorand authorizationstepis requiredafter learningthe identity of the next CASP peer
MITM adwersarieswill experiencdlifficultieslaunchinga successfuattackaftertransporiayercon-
nectionestablishmenbecaus®f the signalingmessag@rotection.

Eavesdropping: Eavesdroppingof signalingmessages preventedby using either IPSecESP (without
NULL encryption)or by usingTLS (with encryptionciphersuites).It is thereforenotpossibleo learn
authorizationtokens,sessioridentifiersor otherfirewall paclet filter specificinformationthat might
be usefulfor anadwersaryearesdroppingon for exampleawirelesslink. With the suggestedecurity
protectioneavesdroppings thereforeonly possibleat CASP-NATFW aware nodesparticipatingin
the signalingmessagexchange.This is, however, intentionaland requiredfor the operationof the
protocol.

Integrity Violation: Modifying the contentof signalingpacletsis preventedby eitherlPSecor TLS. Ex-
changednformation therebyexperienceshoth confidentialityas well asintegrity protection. The
usageof integrity protectionwith IPSecESPis stronglyrecommended.

Masquerading: Spoofingan identity to be ableto deleteor queryinstalledpaclet filter informationis
preventedby authenticatiorof the originator (i.e. dataorigin authenticationpf transmittedsignal-
ing messagesFor the establishmenof the requiredsecurityassociationsnutual authenticationis
assumed.

RogueCASP-NATFW Node: Firewalls are securitysensitve network devices. An adwersarycanusea
compromisedirewall in anumberof ways. To preventacompromisedirewall to harmotherfirewalls,
trustmightbelimited andstrongverificationof requesmightberequired.In caseof missingpeerto-
peertrustrelationshipsnoresophisticateghrotocolhandling(asdescribedn 4.3and4.4)is necessary
Suchahandlingmakesit moredifficult for anadwersaryto performasuccessfuattack.Notethatary
maliciousCASP-NATFW (or CASPnodein generalcanimpactthesecurityof otherentities(notjust
firewalls).
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Unauthorized Access: Differentiationof accessightsbetweernvarioususersandusergroupsis common.
Thesameypeof authorizatiormechanismbasednaccesgontrollists canbeapplied.If authoriza-
tion tokensareusedthenadditionallya locally known usermustbe ableto requestsuchatoken. For
thetrustrelationshipdescribedn 4.3 oneadministratie domainmusthave a pre-establishedecurity
association.The establishmenobf suchthis securityassociatioris usually boundto specificaccess
controlrights.

Privacy Violation: Encryptionof informationaboutuseridentitiescontainedn authorizatiortoken pre-
ventsan adwersaryfrom obtaininguserspecificinformation. Currentlyonly a keyed messagealigest
function (HMAC) is providedto protectthe authorizatiortoken contentagainstmodification. Either
a custommechanismgor encryptingsometoken partsor CMS encryptioncould be usedto provide
the necessaryrotection.Furtherinvestigationis required.

Linking authorizatiorbetweerdifferentprotocols,to strict policy rule creationby the endhost,is pos-
siblewith authorizatiortokenswhich containinformationaboutthe application,policy rule, authorization
decision,lifetime, etc. An authorizationtoken canbe basedon CMS or on a customsecuritymechanism
suchasdefinedin [10, 11].

To summarize:CASP usessecuritymechanismslescribedn [1]. Securingthe messagindayerin a
CASP-peeto CASP-peefashionis provided eitherby IPsecor by TLS. In somecasessecurityprotection
betweemeighboringpeersis not sufficient. Non peerto-peerprotectionof client layer objectsis provided
by CMS which allows CASP-NATFW objectsdefinedin this documento beencapsulatedndprotectedy
CMS.

12 Conclusion

CASP-NATFW aimsto provide a long-termsolutionto communicatenith NATs and Firewalls with the
following properties:

Routing of Signaling Messages: CASP with its scoutdiscorery mechanismallows signalingmessages
to follow the pathof the datatraffic towardsa destination.This assumeshatstandardoutingis used.
CASR however, operatesndependenbf the underlyingrouting mechanism.Routechangesanbe
detectedby the scoutprotocol and signalingmessagdransmissioris adoptedaccordingly Other
mechanismé$or detectingroutechangesanalsobe usedsuchasrouting protocols.

Security Protection: Creatingholesinto afirewall is a sensitve taskthatrequiresrustandanappropriate
securityprotectionof the signalingmessage orderto be successful.Trustassumptionbetween
the participatingentitiestherebydeterminewhetherthe task of installing paclet filters at a firewall
is possibleat all. CASP-NATFW therebyreuseghe securitymechanismintroducedoy CASR Still
someadditionalsecuritymechanismslescribedn this documenthave to be usedto provide secure
protocoloperation.

Flexibility in MessageDelivery: Signaling messagesan be triggeredby ary nodealongthe path. In
mostcaseshowever, it is the responsibilityof the signalingmessagénitiator (typically theendhost)
to provide the necessarynformation policy rulesinstall. CASP messagesight terminateat ary
CASPpeeralongthe path. Henceit is not necessaryo forwardthe messageto thefinal destination.
The decisionwhetherto furthermoreforward the signalingmessagdoward the destinationcan be
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causedy theinitiator (by including CASP specificinformation)or the decisioncouldalsobeforced
for exampleby a non CASP-avarefirewall. Sucha device might not forward CASP message An
exampleis anauthorizatiorfailure generatedecausef lacking trust (andpropercredentialsy the
signalinginitiator).

Err or Resilience: CASPwasdesigneasedn the soft-stateprincipleto allow orphanstatego time-out

automatically

End Host TopologyUnawareness: Routingsignalingmessagealongthe datapathallows CASP aware

13

nodegto reflecttopologyinformationinto the processin@f CASPsignalingmessagesProcessingf

Filtersis an examplewherelocal topology and protocolinformation needto be availableto ensure
properbehaior. Filter handlingis alreadydefinedin CASP[1]. Definingthematthe CASPM-Layer

is necessargincethis objectis usedoy morethanoneclientlayerprotocol. TheFilter usedin CASP-
Qo0S[12] messagemight requiremodificationby a NAT alongthe path. Mid-path modificationof

the paclet filter allows the end hostto be topology unavare. If topologyinformation needsto be
incorporatednto the signalingmessaggrocessinghenit shouldbe doneat the locationswherethe
correspondingnformationis easily available (for exampleat the individual CASP-NATFW aware
nodesalongthe path).

Openlssues

Theformatof the objectsneedmorework.

The structureof the authorizationtoken needsmore investigation. Thereis alsoa questionabouta
customtokenformator a CMS object. Both have advantagesinddisadwantages.

Terminologyneedgo bealignedwith the Midcom RequirementandFramevork drafts.Issuegsuch
asgroupsof policy rules)discussedn thesedocumenthave to be mappedagainsthe issuesn this
draft.

Paclet filter attributesneedsomework to avoid the comple verificationin caseof overlappingrules.
It mustnot be possibleto preventanadministratoicreateddery policy rule to becomeineffective by
anaddedallow policy rule with an overlappingport range. Henceit might be necessaryo have an
additionalverificationstepto preventthesetype of problems.

The NAT-Objectmight not necessarilybe required,the approachtaken in [6] could be used. The
policy rule creatorusesafilter with aninternaladdress/ponpair, an optionalinside address/ponpair
(calledin this documentalocal destinatioraddress/potpair usedfor twice NAT) with no parameters,
aswell asthe externaladdress/pomair (remoteentity thatwill receve the dataflow). In casethere
is a NAT onthe path,the NAT will provide anoutsideaddress/paiftranslatecaddress/portif it was
firewall the outsideaddress/paiwould bethe externaladdress/pair
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A Object Format Details

For concretenessye describea stravmanpaclet formatbelow.

All CASPmessagearecomposeaf oneor moreTLV (type-length-alue) objects.Within eachobject,
elementsarealignedon multiplesof their size,to speedorocessingAll objectshave lengthsof a multiple
of 32 bits. Thelengthfield in the objectindicatesthe numberof 32-bitwords.

We describemessagesnd objectsas pseudo-Cstructures. Elementsare enumeratedn transmission
order We usethe datatypesuint8, uint16,uint32, uint64, uint128to identify unsignedntegerswith 8, 16,
32,64 or 128bits, respectiely.

Definitionsfor IPv4 andIPv6 addresgor theusagewith Traffic Selectorsarealreadyprovidedin [1].

IPSecESPandAH SPIsis four bytesin length.

typedef struct uint32  SPI;

Usinga customauthorizatiortokenformatmight bemorelightweight. (TBD: Authorizationtokenscan
eitherbe definedasCMS objectsor asa objectswith a customstructure.Using CMS objectwould simplify
its definitionandwould allow a moregenericusage.However CMS objectsarelargerin sizethancustom
build tokens.Someinvestigationis requiredto find the optionalusage.)

Thefollowing fields couldbeincludedin suchatoken:

typedef  struct {
uint32 ID;
Identity token_creator, token_requesto r, token_user;
Identity src_addr, dst_addr;
NTP_TIMESTAMPtimestamp;
uint8  AlgorithmID;
uint8  HMAC[20];
...Object describing the authorized PF....
} AuthToken;

An authorizationtokenis identified by a 32-bit number The srcaddrandthe dstaddrattribute might
containsan IPv4, IPv6 addresor a FQDN. The Identity caneitherbe a genericUnicodeandASCII ID, a
FQDN or a URI. Unicodeldentifiers(UnicodelD), ASCII IdentifiersandFQDNsaredefinedin [13]. The
Uniform Resourceddentifiers(URI) is definedin [14].

SinceaNAT maychangdhesourceaddresst is possibleto specifya FQDN, URI oranASCIl/Unicode
ID or to omit thefield. Thetoken creatorspecifiesghe identity of the entity which wasresponsibldor the
creationof the token. Informationaboutthis entity is necessaryo routethe token to the sameentity for
verification. Informationaboutthe entity requestinghe token might be required. Finally the useridentity
obtainedfrom authenticatiormight be included. Especiallyif authenticatiorto a firewall in the middle of
the CASP-chains requiredthenthisinformationprovidesadditionalauthorizatiorinformation.

For cryptographicprotectionof the authorizationtoken a keyed messagaligestHMAC [15] is used
wherebythe usedalgorithm(MD5, SHA-1) is indicatedin the AlgorithmID field. The secretkey necessary
for the HMAC computatiomeedso be locally knovn only sinceverificationis doneat the token creator
The format of the NTP timestampis definedin [16]. Finally the object containsinformation aboutthe
authorizedpaclet filter. Sincea NAT might changesomeof this informationits usefulnesss questionable.
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