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Abstract
This documentdescribesa CASPclient protocolthatallowsnodesto signalinformationto firewalls

bothin anin-pathandoff-pathfashion.Theprotocolfurthermoreallowsto establishaNAT bindingand
to providethesignalinginitiator with theNAT information.This is informationcanthenbeusedwithin
otherprotocolssuchasSIP.
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1 Intr oduction

CASP-NATFW is a client protocolfor theCross-ApplicationSignalingProtocol(CASP)[1]. It is oneof a
family of CASPclientprotocolsandallowsthesignalingof firewall andNAT informationalongthedatapath
(in-path)in a topologyindependentmanner. CASP-NATFW aimsto addressissuesraisedandnot solved
within theMIDCOM workinggroup[2] andusesideasfor in-pathsignalingusingRSVPasdescribedin [3]
andin [4].

2 Definitions

Termsin context with trustrelationshipsaredescribedin [5].
Thefollowing termsareusedin this document:
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Policy Rule: The term policy rule is usedasdefinedin [6]. A policy rule consistsof two components:a
packet filter andan action to be performedon packets matchingthe packet filter expression.This
documentusestwo actionsfor a policy rule: allow without logging andallow with logging. Per-
default no loggingis used.If loggingis desiredthenit hasto bespecifiedasdescribedin Section9.
As statedin [6] it wasagreednot to specifyadeny actionfor policy rule. Hencethereis nosuchdeny
actiondefinedin thisdocument.

In thecontext of NAT, asdefinedin [7], basicNAT, NAPT andtwice NAT couldbeappliedto packet
flows matchingthepacket filter.

Policy Groups: Thetermpolicy groupis not usedin this documentsinceits meaningis partially captured
by thepacketfilter. A packetfilter allowsvariousattributes(evenlistsandrangesof certainattributes)
to be specified. In caseof in-path signalingonly one particulardestinationIP address(which is
available in the CASPNTLP payload)canbe specified. More fine grain packet filters have to be
specifiedin the CASPNSLP payload(in this caseCASP-NATFW). For off-path signalingthis rule
mustnothold.

Lifetime of Policy Rules: An NSLP is allowed to specify the lifetime for policy rule. The lifetime cor-
respondsto the refreshinterval. If no lifetime or refreshinterval is selectedthena default valueis
used.

Packet filter (PF): Thetermpacket filter refersto attributesdescribingsubsetsof thedatatraffic for which
a specificbehavior shouldbeprovided. Thetermflow identifieris alsooftenusedin theareaof QoS
signalingprotocols.For NAT traversalapacket filter (or flow identifier)refersto aNAT binding.

Thetermsin-path(off-path)signalingcanbeusedinter-changablewith path-coupled(path-decoupled)
signaling.

3 General Limits of In-Path Fir ewall Signaling

At thebeginningof this documentit is worth statingthat theproblemof firewall signalingis addressedby
a numberof working groups. This sectionprovidesa brief overview of someof the recentactivities and
describesthegenerallimits of in-pathfirewall signaling.

Thefollowing workinggroupsor activitiesat theIETF havearelationshipto policy rule installationand
firewall communicationin general:

To addressa singledevice at thebordersof theaccessnetworks (i.e. thefirst IP device) is coveredby
the PANA working groupto implementthe controlled/uncontrolled network accessprocedures.Thereby
authenticationof a useror a device with the help of EAP is requiredto createpolicy rulesat the first IP
device. Thissubsequentlyallows theendhostto forwardpacketsto theInternetor to accessserviceswithin
thelocaldomain.

The MIDCOM working groupalsoaimsto install policy rulesat firewalls. However, their approach
seemsto befocusedonoff-pathsignaling.Additionally of interestareactivities relatedto EndpointFirewall
Controll,RSIPandSocks.

To provide a genericsolutionto install stateata possiblylargenumberof firewallsalongthepathsome
trustmustbeplacedondevicesalongthepath.If nosuchtrustis availablewhichmightbelikely thecasein
anadhocnetwork scenarioasshown in Figure1 thenfirewall signalingis doomedto fail.
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An adhocnetworksconsistsof anumberof nodesbetweentheendhost(NodeA) andtheISPto which
NodeA wantsto getaccess.AlthoughNodeA usesanauthenticationandkey exchangeprotocolto createa
policy ruleat thefirewall 1 it is still possiblefor anuntrustednode(in thiscaseNode3) to injectdatatraffic
which will passFirewall 1 sincethedatatraffic is unauthenticated.To prevent this typeof threatprotocols
developedin theIPSECor theIPSRAworking group,which establisha securityassociationto protectthe
datatraffic, canbeused.

To summarize:In many casesin-pathpolicy rule installationmight provide enoughsecurityprotection
to prevent unauthorizednodesfrom gainingaccessto network resources.However, dueto theabsenceof
per-packet authenticationman-in-the-middleattacksof maliciousnodesalongthepathcannotbeprevented
by installedpolicy rules.

+------------- -- -- -- --- -- -- -- -- --- -- -- -- -- -+ +--------//
| Adhoc | | ISP
| Network | |
| regular data | |
| traffic by +---------+ | |
| node A |Malicious| | +-+--------+
| +------------- -> + Node +-----+///-->+ Firewall +-//
| ˆ | 3 |===========>| 1 |
| | +---------+ injected +-+--------+
| | data traffic |
| | | |
| | | |
| +---+-----+ +---------+ | |
| + Node | | Node | | |
| | 1 | | 2 | | |
| +---------+ +---------+ | |
| ˆ | +--------//
| | |
+----------+-- -- -- -- --- -- -- -- -- --- -- -- -- -- -+

|
+--+---+
| Node |
| A |
+------+

Figure1: GeneralLimits of In-PathFirewall Signaling
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4 Trust Relationships

It is unusualto starta protocoldescriptionwith trust relationshipsto explain the basicprotocolbehavior.
A protocolfor firewall traversalis somewhat differentsincetrust relationshipsarevery importantfor the
protocoldesignandNAT traversaldoesnotcauseproblemsto thesamedegree.for its internalmechanisms.

4.1 Peer-to-Peer Trust Relationship

Thefollowing scenarioscanbeconsideredasthesimplestsincepeer-to-peertrustrelationshipexist between
theparticipatingentities.Thesetrustrelationshipsareeitherdirector indirectandhelpto establishsecurity
associationsdynamically(for examplebetweenHost A andthe local middleboxi.e. Middlebox 1 within
Network A) with thehelpof anauthenticationandkey exchangeprotocol.Authenticationandauthorization
of therequestto themiddleboxdevice is therebyrequiredfor successfulprotocolcompletion.Importantin
this context is the trust relationshipbetweenthe two networks (i.e. betweenMiddlebox1 andMiddlebox
2). In this scenarioit is assumedthatno firewall is presentwithin thecorenetwork. In casethatMiddlebox
requiresauthenticationof theHostA (or from theuserlocatedatHostA) thenan”AuthenticationRequired”
RESPONSE messagewith an error codeis returnedto the initiator. In caseof a sender-initiated signaling
messagetransmittedby HostA therequestedfilter entriesat thefirst middleboxarealreadyinstalledwhen
therequestat thesubsequentmiddleboxfails.

Sinceendhostsusuallydo not have (andshouldnot have) topologyinformationof thenetworksalong
the path it is not possibleto transmitpolicy rules for both directions(if datatraffic later flows in both
directions). Henceit is requiredthat both nodestransmitseparatesignalingmessagesfor eachdirection
containingseparatepolicy rulesfor eachtraffic flow (if thedatatraffic is latersentin bothdirections).These
signalingmessagesare transmittedby the endhostsand they do not needto travel along the samepath
becauseof asymmetricroutes(see[8]. Thereforethesignalingmessagewhich is triggeredfrom thetwo end
hostsin eachdirectiondo notnecessarilyneedto install stateat thesamefirewall.

Policy ruleinstallationisbasedontheinformationtransmittedwith theflow identifierobjectattheCASP
NTLP layer andat thepacket filter objectat theNATFW NSLP layer. The contentof both objectsmight
changemid-path(for examplewhenpassinga NAT) and is allowed to changemid-session(for example
becauseof mobility). For thosecaseswherethe informationcarriedwithin a packet filter object cannot
be interpretedanerrormessageis returnedindicatingthe inadequateinformation. Packet filter processing
failuresarepossiblewhenfor examplea Virtual PrivateNetwork Identifiersuchas(Extended)TunnelID
is transmittedto an IP firewall or when a firewall is unableto install a packet filter with the indicated
granularity.

H. Tschofenig,H. Schulzrinne,C. Aoun ExpiresSeptember2003 [Page5]



INTERNET-DRAFT draft-tschofenig-nsis-casp-midcom-01.ps March3, 2003

+------------- -- -- -- --- -- -- + +--------------- -- -- -- --- -- +
| | | |
| Network A | | Network B |
| | | |
| +---------+ +---------+ |
| +-///-+ Middle- +---///////---- + Middle- +-///-+ |
| | | box 1 | Trust | box 2 | | |
| | +---------+ Relationship +---------+ | |
| | | | | |
| | | | | |
| | | | | |
| | Trust | | Trust | |
| | Relationship | | Relationship | |
| | | | | |
| | | | | |
| | | | | |
| +--+---+ | | +--+---+ |
| | Host | | | | Host | |
| | A | | | | B | |
| +------+ | | +------+ |
+------------- -- -- -- --- -- -- + +--------------- -- -- -- --- -- +

Figure2: Peer-to-PeerTrustRelationship
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4.2 Intra-domain Trust Relationship

In largercorporationsoftenmorethanonefirewall is usedto protectdifferentdepartments.In many cases
theentireenterpriseis controlledby a securitydepartmentwhich givesinstructionsto the departmentad-
ministrators. In sucha scenarioa peer-to-peertrust-relationshipmight be prevalent. Sometimeshowever
it might benecessaryto preserve authenticationandauthorizationinformationwithin thenetwork. In this
casean interactionbetweenthe individual middleboxesanda centralentity (for examplea policy decision
point - PDP)might be required.Otherwiseit is possibleto communicatetheauthorizationdecisionmade
at onefirewall to anotherfirewall within thesametrust domain. Eachmiddleboxcaneithercommunicate
with thePDPor thePDPissuesanauthorizationtokenwhichallowsthemiddleboxesto reactindependently.
Figure3 refersto this structure.To avoid complex protocolinteractionsindividual middleboxeswithin an
administrative domainshouldmake useof their trust relationshipinsteadof requestingauthenticationand
authorizationof the signalinginitiator again. This provides both a performanceimprovementwithout a
securitydisadvantagesinceasingleadministrative domaincanbeseenasasingleentity.

+------------- -- -- -- --- -- -- -- -- --- -- -- -- -- --- -- -- -- -- --- -- -- -- -- +
| |
| Network A |
| |
| |
| +---------+ +---------+
| +----///------ -- + Middle- +------///---- -- ++ Middle- +---
| | | box 2 | | box 2 |
| | +----+----+ +----+----+
| | | | |
| +----+----+ | | |
| | Middle- +--------+ +---------+ | |
| | box 1 | | | | |
| +----+----+ | | | |
| | | | | |
| - | | | |
| - | +----+-----+ | |
| | | | Policy | | |
| +--+---+ +-----------+ Decision +----------+ |
| | Host | | Point | |
| | A | +----------+ |
| +------+ |
+------------- -- -- -- --- -- -- -- -- --- -- -- -- -- --- -- -- -- -- --- -- -- -- -- +

Figure3: Intra-domainTrustRelationship
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4.3 Required End-to-Middle Trust Relationship

In somescenariosa simple peer-to-peertrust relationshipbetweenparticipatingnodesis not sufficient.
Network B might requiresomeauthenticationof the signalingmessageinitiator. If authenticationand
authorizationinformationis notattachedto theinitial signalingmessagethenthesignalingmessagearriving
atMiddlebox2wouldcauseaRESPONSE messagewith anerrorcode”AuthenticationRequired”is returned.
However, in many casesthe user initiating the signalingmessageexchangeis alreadyaware of sucha
constraintandreceived credentialsbeforethe messageexchangewasstarted.Thesecredentialsmight be
basedeitheron symmetric(sharedsecret)or basedon asymmetric(public key) cryptography. In orderto
avoid a challenge/responsetypeof messageexchangethe initiating node(HostA in our scenario)already
includesa CMS object to the outgoingsignalingmessage.The CMS object containsthe identity of the
signalinginitiator, the identity of thedestinationnetwork, the destinationaddressof Host B, a timestamp
for replayprotectionandpossiblysomeotherapplicationspecificinformationlike anapplicationidentifier.
CMS allows to usebothsymmetricandasymmetriccredentials.

Figure4 shows theslightly morecomplex trustrelationshipsin thisscenario.

+------------- -- -- -- --- -- -- + +--------------- -- -- -- --- -- +
| | | |
| Network A | | Network B |
| | | |
| | Trust | |
| | Relationship | |
| +---------+ +---------+ |
| +-///-+ Middle- +---///////---- + Middle- +-///-+ |
| | | box 1 | +-------+ box 2 | | |
| | +---------+ | +---------+ | |
| | | | | | |
| |Trust | | | | |
| |Relationship | | | | |
| | | | | Trust | |
| | | | | Relationship| |
| | | | | | |
| | | | | | |
| | | | | | |
| | | | | | |
| +--+---+ | | | +--+---+ |
| | Host +----///----+- -- --- + | | Host | |
| | A | |Trust | | B | |
| +------+ |Relationship | +------+ |
+------------- -- -- -- --- -- -- + +--------------- -- -- -- --- -- +

Figure4: End-to-MiddleTrustRelationship
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4.4 Missing Network-to-Network Trust Relationship

Peer-to-peertrust relationshipas shown in Figure 2 is a very convenientassumptionthat allows simpli-
fied signalingmessageprocessing.However it is obvious that suchan assumptiondoesnot alwayshold.
Especiallythe trust relationshipbetweentwo arbitrarynon-adjacentaccessnetworks is likely non-existent
becauseof the large numberof networks and the unwillingnessof administratorsto have other network
operatorsto createholesin their firewallswithoutproperauthorization.Hencein thefollowing scenariowe
assumeasomewhatdifferentmessageprocessingandshow threepossibleapproachesto tackletheproblem.
Noneof thesethreeapproachesis without drawbacksor constrainingassumptions.

+------------- -- -- -- --- -- -- + +--------------- -- -- -- --- -- +
| | | |
| Network A | | Network B |
| | | |
| +---------+ Missing +---------+ |
| +-///-+ Middle- | Trust | Middle- +-///-+ |
| | | box 1 | Relation- | box 2 | | |
| | +---------+ ship +---------+ | |
| | | | | |
| | | | | |
| | | | | |
| | Trust | | Trust | |
| | Relationship | | Relationship | |
| | | | | |
| | | | | |
| | | | | |
| +--+---+ | | +--+---+ |
| | Host | | | | Host | |
| | A | | | | B | |
| +------+ | | +------+ |
+------------- -- -- -- --- -- -- + +--------------- -- -- -- --- -- +

Figure5: MissingNetwork-to-Network TrustRelationship
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We identifiedthreepossibleapproachesof tacklingtheproblemdescribedin Figure5.

Receiver-Initiated Signaling: Thefirstapproachmakesuseof receiver-basedsignalingmessageexchange.
If HostA sendsasignalingmessagetowardthedestinationto Middlebox1 themessagecanbeprop-
erly protected. Middlebox 1 establishessomestateinformationandexpectsan incomingmessage
initiated by HostB. Signalingmessageprotectionbetweenthe two networks is difficult. A missing
trust relationshipdoesnot necessarilymeanthat no securityassociationestablishmentis possible.
The lacking trust ”only” disallows Middlebox1 to createpacket filters at Middlebox2. Hence,this
missingtrust is anauthorizationproblemratherthana securityassociationestablishmentproblem.If
theCASPmessageitself is allowedto passthefirewall thenit finally reachesHostB. HostB should
not experienceany difficulties to install filters at the local firewall (Middlebox 2). The messageis
thenforwardedto Middlebox1 which alreadywaits for theincomingsignalingmessage.Becauseit
is possibleto associateexisting stateinformationat Middlebox1 with theincomingmessagepacket
filters are installedand the messageis finally forwardedto Host A. Authorizationfor packet filter
installationin Network A hasto be provided by Host A andfor Network B hasto be provided by
HostB whenreturningtheresponsemessage.packet filters areinstalledfor datatraffic from HostA
to HostB. Thesameprocedurehasto be appliedagainto signalinformationfor theotherdirection
(HostB to HostA).

Thefollowing behavior hasto beassumedin orderfor thisapproachto beapplicable:

� Signalingmessagesmustbeallowedto passfirewallsalongthepath.No authorizationfor packet
filter installationis requiredat thisstage.Blockingsignalingmessagesatfirewallsdisallows the
receiver of thesignalingmessageto returna signalingmessage.
� Thesignalingmessageinitiatedby theNI will requirestateinstallationonall theNFsin thepath

(if aRSVPPATH messagesemanticis assumed).CASPNTLP, however, alsoallows astateless
signalingmessagerouting.

This approachsuffersfrom thefollowing drawbacks:
� If theCASPsignalingmessages(in this casethe ”PATH” message)is not allowed to bypassa

firewall thennopolicy rulesarecreatedat any nodealongthepath.
� Receiver-initiatedsignalinghastheadvantagethat thereceiver hasto acceptthecreationof the

policy rule in his own network to trigger the creationlocally. This seemsto simplify security
processing.If a NAT is presentthenstill a RESPONSE messageis requiredto inform the data
messagesenderabouttheNAT-binding(i.e. theIP addressesandport informationseenby adata
traffic receiver).

AccessNetwork-Only SignalingMessageExchange Thenext approachis basedon signalingpacket fil-
ter information by both hostsinto the local accessnetwork only. CASP allows to specify sucha
behavior by indicating the signalingendpointwith the help of scoping( for examplewith domain
nameor a ”local network only” flag). Scopingmeansthat thesignalingmessagealthoughaddressed
to a particulardestinationIP addressterminatessomewherealongthepath. If packet filters for both
directionshave to beinstalledthenthesignalingmessageshave to makepacket filter installationsup-
anddownstreamalongthedatapath.Similar to proposalsin theareaof QoSsignalingsomeproblems
arelikely to occur. Onesuchproblemis that downstreamsignalingin generalcausesproblemsbe-
causeof asymmetricroutes.In particularit is difficult to determinethefirewall wherethedownstream
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datatraffic will entera network. Theproblemof triggeringdownstreamreservationsis for example
describedin [9]. Anotherproblemfor exampleis theplacementof a firewall or NAT alongthepath
otherthanin theaccessnetwork. This wouldpreventasuccessfuldataexchange.

Thefollowing behavior hasto beassumedin orderfor thisapproachto beapplicable:

� It mustbepossibleto triggerasignalingmessageexchangefor adownstreamsignalingmessage
exchangeat thefirewall wherethedatatraffic entersthenetwork.
� No otherfirewallsor NATsarepresentalongthepathotherthanin theaccessnetwork.

This approachsuffersfrom thefollowing drawbacks:
� To signal policy rules only within the accessnetwork (by both end-points)hasa numberof

disadvantageandchallenges(seefor example[9]). The complex messageprocessingcaused
by this approachstronglyarguesagainstit althoughit might soundsimple(andevenmight be
simplein restrictedenvironments).Section10 addressesmessageflows for this case.Although
its usageis possiblewith CASPwe stronglydiscourageits usage.
� Somecircumstancescanleadto ineffective policy rules.

Authorization Tokens: The last approachis basedon someexchangedauthorizationtokenswhich are
createdby anauthorizedentity(suchasthePDP)in eachaccessnetwork. Bothhostsneedto exchange
thesetokenswith someprotocolssuchasSIP or HTTP which is morelikely allowed to bypassthe
firewall. Host A would then includethe received authorizationtoken to the signalingmessagefor
Network B. WhenthesignalingmessagearrivesatMiddlebox2 thenthetokenis verifiedby thetoken-
creatingentity. In order to prevent partiesfrom reusingthe token timestamps(e.g. token creation,
token lifetime, etc.) have to be included.Adding IP addressinformationaboutHostA would create
difficultiesin relationshipwith NATs.

InformationaboutHostB might bepossibleto includein orderto limit attackswherea token is lost
andreusedby a differenthostfor a differentpurpose.The goal is to restricttheusageof the token
for a specificsession.The contentof the token only needsto be verified by the originatorof the
tokensinceit only hasto beverifiedlocally. Sinceauthorizationneedsto belinkedto theauthorized
actionswhich have to beperformedon thepacketsmatchingthepacket filter, thetokenmayinclude
theassociatedactionor a referenceto it.

Thefollowing behavior hasto beassumedin orderfor thisapproachto beapplicable:

� Theexchangeof authorizationtokensbetweenend-systemsmustbepossible.Theseprotocols
mustbeallowedto passthefirewalls.
� An end-systemmustbe ableto requestsuchan authorizationtoken at someentity in the local

network.
� Thehostsneedto have eachother’s addresses,which is complicatedto have if thereareNATs

deployedon thepath(especiallywith doubleNAT).

This approachsuffersfrom thefollowing drawback:
� An additionalprotocol is requiredfor an endhost to requestan authorizationtoken from an

entity in the local network asdepictedin Section10. Note that CASPcould be extendedto
provide this functionalitybut currentlyit doesnot.
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4.5 Off-Path Signaling

Theseparationbetweensignalingmessagedeliveryanddiscoverywithin attheCASPNTLP protocolallows
it to supportin-pathandoff-pathsignalingeasilywith thesameprotocol.Throughoutthisdocumentin-path
signalingwasassumed(theScoutprotocolis usedper-default for next peerdiscovery)but off-pathsignaling
mightbedesiredin somescenarioswherea third-partyentity wantsto signalsomepolicy rulesto afirewall
andNATs. This mechanismhasdisadvantagesin larger networks with multiple firewalls sincetopology
informationis requiredin orderto install policy ruleson thetraversedfirewallsandNATs.

5 Assumptions

Basedon theabove-describedtrustrelationshipsthefollowing protocolassumptionshave to bemade.

� MiddleboxesalongthepathareCASP-aware.If a middleboxis notCASP-awarethenprotocolfunc-
tionality cannotbe fully guaranteed(especiallyif the middleboxcannotbe controlledwith thehelp
of someprotocolat all). TheCASP-NATFW NSLPprotocolcanoperatewith limitationsif a CASP-
unawarefirewall blocksall CASPsignalingtraffic. To supportCASP-unawareNATs alongthepath
someinformationneedsto beaddedto a CASP-NATFW messageto allow thesignalingmessagere-
ceiving entity to verify thatthesourceip address(andportnumbers)havechanged.Currentlynosuch
objectis includedin thisversionof thedocument.

� Theendhostshouldnotberequiredto know thetopologyof thenetworksalongthepathor someother
network internalissues.Thereforeit isnotpossibletomakeanassumptionaboutroutingandhencewe
have to assumeasymmetricroutes.As a consequenceendhostsincludeunidirectionalpacket filters
only. Within a administrative domainwheremoreinformationis availablethis assumptionmight not
hold andtheestablishmentof bi-directionalpacket filters couldbepossible.

6 NAT Involvement

Two issuesneedto be addressedwhenNATs arepresentalong the path. Sincethe endhostshouldnot
a-priori knowledgeaboutthe location,numberandtypesof NATs alongthepaththeir presencehasto be
assumed.

First, theCASPsignalingmessagesitself mustbeableto traverseanon-CASPawareNAT boxwithout
majorproblems.A NAT bindingof anon-CASPawareNAT canbeestablishedandmaintainedmucheasier
with TCPthanwith UDP. CASPrecommendstheusageof transportprotocolssuchasTCPor SCTPIn case
thattheNAT is CASP-awareproblemsonly occurif sourceport numbersarefixed.CASPdoesnot require
fixedsourceportnumbersto beused.

The secondissueaddressesdatapackets for which a NAT binding needsto be requested.Whenan
endhoststartsto transmitscoutpacketsto discover thepresenceof firewalls andNATs alongthepathit is
willing to subsequentlytransmitdatapacketswhich matchthepacket filter. Subsequentlysucha firewall-
NAT-firewall scenariois describedto explain thebasicprotocolinteractionandtheusefulnessfor allowing
packet filters to changemid-path(i.e. along the path). Mid-sessionchangesof packet filters happenin
mobility cases(for exampleif theendhostobtainsanew care-ofaddress).
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+------------- -- -- -- --- -- -- -- -- --- -- -- -- -- --- -- -- -- -- --- -- -- -- -- +
| |
| Network A |
| |
| PF=(192.168.1.5 ; PF=(139.23.203 .3 0; |
| tcp+udp;666) tcp+udp;7000) |
| +---------+ +----------+
| +----///------ -> + NAT +------///---- -> + Firewall +-->
| | | 1 | | 2 |
| | +---------+ +----------+
| | |
| +----+-----+ |
| | Firewall | |
| | 1 | |
| +----+-----+ |
| ˆ |
| - PF=(192.168.1.5 ; |
| - tcp+udp;666) |
| | |
| +--+---+ |
| | Host | |
| | A | |
| +------+ |
+------------- -- -- -- --- -- -- -- -- --- -- -- -- -- --- -- -- -- -- --- -- -- -- -- +

Figure6: NAT Involvement
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In Figure6 a hosts(HostA) wantsto enabletransmitdatatraffic from sourceIP address192.168.1.5to
a givendestinationIP address(not shown in theFigure6) at port 666(bothudpandtcp). ThereforeHost
A transmitsa CASP-NATFW messageto Firewall 1 (after discovering that this firewall is thenext CASP
supportingnodealongthedatapath)to createthecorrespondingpacket filters. Notethatthetraffic selector
is unidirectional.This scenarioshows a sender-initiated scenario.Firewall 1 installstwo policy rules(one
for udp andthe otherone for tcp) after successfulauthenticationandauthorization.After forwarding to
the next middlebox(a NAT in this case)a NAT binding hasto be createdfor the given traffic selectors.
The externally visible packet filter (IP addresschangedto 139.23.203.30andport number=7000)is then
forwardedto the next firewall (Firewall 2). Firewall 2 againcreatespolicy rulesafter authenticationand
authorization.Thenthesignalingmessageis forwardedtowardsthedestination.

After thesignalingmessagesreachesthedestinationIP addressor until nofurtherfirewall canbereached
(for examplebecausethe messageis rejectedat a non CASP-awarefirewall) a RESPONSE messageis re-
turned(if requestedby the signalingmessageinitiator). A RESPONSE messagewould containa Status
objectwhich includesinformationabouttheappliedpacketfilter andwhetherthemessagereachedits target
or not. In caseof NATsalongthepaththepacket filter informationis thenincludedin protocolslike SIPto
communicateonwhichprotocol/portdatawill besent.

In caseno RESPONSE messageis sentback,the CASP-NATFW awareNFs on the pathwill returna
RESPONSE messagewith anunsuccessfulendto endmessagedeliveryerrorwhenanassociatedtimer to the
existing installedstate(relevant to thereceptionof theCREATE message)expires.TheCASP-NATFW NI
will receiveonly oneRESPONSE messageit mayreceivemorethanonein particularcases.It is up to theNI
to decideif it hasto proceedwith theapplicationor not. EveryCASP-NATFW onthepathwill needto filter
out theassociatedRESPONSE, messagesto thesameoriginal CREATE message,sentby theCASP-NATFW
NFsontheupstream.In caseaRESPONSE messageprovidesadifferentfilter within theinstalledpolicy rule
attribute, theRESPONSE messagewill beforwardedon thedownstreamtowardstheCASP-NATFW aware
NI.

Section10additionallyaddressessomemessageflowswith NAT involvement.

7 Operation

CASP-NATFW definesthefollowing messagetypes:

Path: A PATH messageallows a receiver-initiated reservation approach. This messagedoesnot cause
packet filters to be installedalthoughall objectsarepresent.This messageis thenusedasa trigger
to causea CREATE to bereturned.ThePATH messagetransmittingentity includestheobjectswhich
arelater used(if not modified)by the senderof the CREATE message.The PATH messageallows
receiver-initiatedsignalingto besupported.

Create: A CREATE messageallows to establishor updateNSLP state(i.e. policy rules)at oneor more
firewall(s) alongthepath. Verificationis necessaryto ensurethatpolicy rule creationis allowed by
the requestingentity andthat no otherlocal securitypolicy is violated. In casea securitypolicy is
violatedor thecreationof thepolicy rule(s)is not permitted,a RESPONSE messagewith a ”Security
Policy Violated” error codeis returned. If the CREATE messageis usedwithout a previous PATH

messagethenit representsa typical sender-initiatedreservation.

Release:A RELEASE messageis usedto deleteinstalledNSLP stateat a firewall and to releasea NAT
binding without waiting for a soft-statetimeout. This messagecanonly deletepreviously installed
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state. Referringto previously installedstatecaneasilybe doneusing the sessionidentifier. Only
authorizedpartiesareallowed to deleteinstalledstate,this includesthecreatorof the stateor other
partiestrustedby thestatecreator(usefulfor fail over of thestatecreator).

Response:A RESPONSE messageis eithersentto acknowledgeapreviousmessageor to indicateanerror.
In caseof anacknowledgementit is requiredthatthesignalingmessageinitiator requeststhetransmis-
sionof a responsemessage.ThereforetheNext object,discussedin Section9, is setto theResponse
message.No stateinformation is modifiedby processingandforwardingan acknowledgement.If
anerrorhasto bereturnedthentheerrorcodeinsidetheRESPONSE messageallows to specifymore
detailederror information. Suchanerrorcodemight for exampleindicatemissinguserspecificcre-
dentials,a missingauthorizationtokenor a securitypolicy violation. Detailederrorcodeshave to be
definedin futureversionsof thisdocument.

Query: A QUERY messagetriggersa RESPONSE messageto returninstalledstateinformation. Themain
purposeof this messageis to provide diagnosticfacilities. An initiator mustonly be ableto query
owned stateinformation. Otherwisethe entire set of policy rules of a firewall could be retrieved
which causessecurityconcerns.An adversarywould have a simplemechanismto retrieve a lot of
usefulinformationfor subsequentattacks.

Trigger: The TRIGGER messageis an asynchronousevent notification sentby a CASP-NATFW aware
node. Unlike the CREATE messageit doesnot createor modify NSLP stateat nodesbetweenthe
initiator andthetargetof theTRIGGER. As a differenceto thePATH messagealsono NTLP routing
stateis createdat nodesbetweenthe initator andthe target of the TRIGGER. Somesort of trigger
messageis requiredto supportaccessnetwork signalingmessageexchangesasdescribedin Section
10 andin Section4.4. (TBD: This usefulnessof this messageor othertechnicalalternativesrequire
someinvestigation.)

The following tableshows the basicmessagebehavior wherebythe following abbreviationsareused:
MAY (O), MUST NOT (–), MUST (M) or NA (Not Applicable))

The operationsspecifywhich messagemight indicateinformation to trigger which othermessagein
responseby the otherend. Somemessages(suchasan error message)arecreatedautomaticallywithout
previousindication.

Msg/Next Msg Path Create Release Response Query Trigger
Path NA M – O – –
Create O O – O – –
Release – – O? O M –
Response – – – NA – –
Query – – – M NA –
Trigger O O O? – – NA

Notethatthe”Must” entriesin thetableabove indicateonly thedefault behavior. For example:A PATH

messagemustbefollowedby a CREATE message.However in caseof anerrora RESPONSE message(with
anerrorcode)will bereturned.

Thefollowing issuesstill requiresomeinvestigations:
� To enablea bi-directionalreservation thesenderof a CREATE messagehasto indicateeitheranother

CREATE messagein theNext objector a PATH message.It is questionablewhetherasender-initiated
signalingmessageshouldfollow a receiver-initiated?
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� Is it usefulto allow a RESPONSE or a RELEASE messageto follow a RELEASE message?

8 Typical Policy Rule Attrib utes

This paragraphdescribessometypically usedattributes.Otherattributessuchasflow labelsmight beused
but areconsideredasanexceptionof thepacketfilter. Webelievethatagranularityattransportlayerprotocol
state-level (syn,syn/ack,ack,etc.) is not requiredfor in-pathsignaling.

� Source/destinationIPv4andIPv6 addresses

� Portnumbers(possiblyincludingrangesanda list of port numbers)

� Transportprotocol(for exampleTCP, UDP)

� SPI(for IPSecprotecteddatatraffic)

� Identifiersfor AH andESP(Protocolnumbers,next headersfields)

A NAT objectreturnedto the signalingmessageinitiator containsthe sameattribute types. The NAT
objectis includedasa payloadin theStatusobject. A signalingmessageoriginatormayalsousetheNAT
objectto requestaparticularNAT bindingto take place.Thesameobjectis usedfor thispurpose.

Thereareonly two actionsdefinedfor apolicy rule: ”allow / nologging” (default)and”allow / logging”.
The first actiondoesnot requireadditionalobjectsto be includedotherthanthe packet filter. This is the
default action. If a ”allow / logging” actionhasto bespecifiedthentheLoggingAction object,definedin
9, hasto beincluded.Thisactioncreateslog entrieswhenever therule wastriggered.Endhostsareusually
notallowedto specifythis behavior becauseit couldbeusedfor adenialof serviceattackto causelog files
to grow quickly andwithout bounds.

Note that a singlepacket filter might alsospecifya rangeor ports. Furthermoreit is alsopossibleto
specifymorethanonepolicy rulewithin asinglesignalingmessage(e.g.for off-pathsignaling).This issue,
however, requiresfurtherinvestigation.

9 Objects

Thefollowing objectsareusedby theCASP-NATFW client protocol:

9.1 Logging Action

Thisobjectindicateswhichpacketfilter(s)wantto have loggingspecified.Notethatendhostareusuallynot
allowedto specifythis behavior for in-pathsignaling.It might however berequestedwithin thenetwork or
in caseof off-pathsignaling.(TBD: Someinvestigationis requiredto evaluatewhetherthis actionis really
required.)

9.2 ApplicationID

This objectcontainsan identifier to provide moreinformationaboutthe datafor which the policy rule is
installed.Application-level firewalls andfirewalls with statefulinspectionareableto usethis information.
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Providing awrongapplicationidentifierfor a givendatatraffic would thencausea processingfailure.Such
a behavior is more securethan a traditional packet filter firewall. Note however that encryptedend-to-
end traffic might reducethis advantageto somedegree. A local securitypolicy might indicatethat this
informationis requiredbeforecreatingpolicy rules. A missingApplicationID objectwould thencausea
”Application ID require”RESPONSE messagewith anerrorcodeis returned.

9.3 Next

TheNext objectindicatesthenext requestthatthesignalingmessagereceiver shouldgenerateif theincom-
ing messagewassuccessfullyprocessed.Section7 showspossiblecombinationsof messages.For example,
a CREATE messagemight containaNext objectwhich is setto CREATE causinganothercreatemessageto
bereturned.Sucha messageflow would representa bi-directionalreservation. A frequentlyusedobjectis
theresponseobjectproviding indicationsaboutapreviously submittedmessage.

9.4 Authorization Token

Thisobjectis usedasdescribedin Figure5 of Section4.4.Moredescriptionwill beaddedin thenearfuture
(seeSection13).

9.5 CMS Credential Object

This objectallows userspecificcryptographiccredentialsto betransmittedto specificCASPpeers(or net-
works)alongthepath. Figure4 describesa scenariowheresuchanobjectis required.Attributesincluded
in this objectarealsobriefly mentionedin Section4.3.

9.6 Time

This objectindicatesthat filters shouldbe installedsomewherein thenearfuture. This might be required
in thecontext of in-advanceQoSreservation for a conferencingscenario.If this objectis not present,the
currenttime is used.

9.7 Age

The Age object is usedto quickly determinewhetherany of the NSLP objecthaschanged(for example
packet filter), to avoid abit-by-bit comparison.TheAgeobjectmight beusefulfor messageswhich refresh
establishedstateinformationonly. Uniquenessof the Age object is only requiredonly within a session.
Whenever stateinformationhasto be modified thena new valuehasto be placedin the Age object. A
high-resolutiontimestampis typically usedfor thispurpose.

9.8 Status

The Statusobject is usedto deliver statusinformationinsidethe RESPONSE message.This objectmight
returnerrornotificationsor informationaboutinstalledpacket filters (e.g. NAT-Object).Deliveringpacket
filter informationis helpful for application(suchasSIP, H323,MEGACO,MGCPetc.) thatneedto deliver
IP address,protocoltypeandport informationto theinitiator in caseof NATsalongthepath.
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10 BasicProtocol Behavior

Thefollowing messageflows try to show thebasicprotocolbehavior andpossiblecombinationsregarding
sender- andreceiver-initiatedmessagesflows, uni-directionalor bi-directionalpacket filters, differenttrust
assumptionsandNAT and/orfirewall traversal. The subsequentlyshown figuresdo not includemessage
flows for next-peerdiscovery (for exampleusingtheScoutprotocol).

10.1 Receiver-Initiated MessageFlow with Fir ewalls

The following messageflow shows theprotocolbehavior in caseof a receiver-initiated signalingmessage
exchangewith two administrative domains(Network A andB) andtwo firewalls locatedat theborders.For
themessageflow apeer-to-peertrustrelationshipis assumed.Cryptographiccredentialswhichsupportend-
to-middleauthentication(HostA-to-FW 2) canbe includedby HostA into thePATH message.Theusage
of receiver-initiation hastheadvantagethatHostB hasto assistin policy rule installationatFirewall B.

In Figure7 thesenderindicatesin thePATH messagewhich policy rule to install by addingthis infor-
mationto thepacket filter. HostA usesthe IP address139.23.203.23andthedestinationIP address(Host
B) is 17.12.23.5.Notethat thetransportprotocolis not mentionedsinceit is not helpful. Thefirst firewall
(FW 1) installstheindicatedpolicy rule(packetfilter with ”allow / without logging” action).Themessageis
forwardedto thenext CASPawarenode(FW 2). Becauseof thepeer-to-peertrustassumptionFW 2 trusts
FW1for thecorrectnessof theprovidedparameters.Theidentityof thesignalingmessageoriginatormight
beincludedin thesignalingmessagesaddressedtowardtheotherendhost.Policy rulesareinstalledatboth
firewalls. WhenthesignalingmessagereachesHostB thena CREATE messageis returnedin responseand
includesthesamepacket filter (unmodified).Notethatthepacket filter is alwaysdirectional(especiallyfor
theCREATE messagein responseto a PATH messagethis is applicable).TheCREATE messageinstallsthe
policy rulesat thetwo firewalls. TheCREATE messagefinally reachesHostA whocanimmediatelystartto
transmitdatatraffic towardsHostB.

Thefollowing issuesarisewith thedescriptionof themessageflow of Figure7:
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+------------- -- -- -- --- -- -- -- -- + +--------------- -- -- -- -- --- -- -+
| +------+ +------+ | | +------+ +--------+ |
| |Host A| Network | FW 1 | | | | FW 2 | Network | Host B | |
| +--+---+ A +--+---+ | | +--+---+ B +---+----+ |
+-+--+-------- -- -- -- --- -- +- -- -- + +----+---------- -- -- -- -+ --- -+ -+

|Path(PF= | | |
|(src=139.23.2 03.2 3, | | |
| dst=17.12.23.5 , | | |
| sport=5000, | | |
| dport=600) | | |
|------------- -- -- --- -> | | |
| |Path(PF= | |
| |(src=139.23.20 3. 23, | |
| | dst=17.12.23.5, | |
| | sport=5000, | |
| | dport=600) | |
| |-------------- -- --> | |
| | |Path(PF= |
| | |(src=139.23.20 3. 23, |
| | | dst=17.12.23.5, |
| | | sport=5000, |
| | | dport=600) |
| | |-------------- -- -- --- >|
| | |Create(PF= |
| | |(src=139.23.20 3. 23, |
| | | dst=17.12.23.5, |
| | | sport=5000, |
| | | dport=600) |
| | |<------------- -- -- --- -|
| |Create(PF= | |
| |(src=139.23.20 3. 23, | |
| | dst=17.12.23.5, | |
| | sport=5000, | |
| | dport=600) | |
| |<------------- -- --- | |
|Create(PF= | | |
|(src=139.23.2 03.2 3, | | |
| dst=17.12.23.5 , | | |
| sport=5000, | | |
| dport=600) | | |
|<------------ -- -- --- -- | | |
| Data Traffic (unidirectiona l) |
|============= ===================================================>|

Figure7: Receiver-InitiatedMessageFlow with Firewalls
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� Shouldpacketfilter informationincludedin thePATH andCREATE message.packetfilter information
in the PATH messagecould be temporarilystoredat middleboxes (firewalls in this example). The
CREATE messagewould thenonly referto existingstateinformation.

� It doesnot seemto beusefulto have a statelessversionof thePATH message.Do we wantto support
suchastatelessversion?

� If the Path messagefails thenno policy rulesare installed. The signalingmessageflow hasto be
restarted.

Figure7doesnotcontainNATs,micro-/macro-mobilityspecificmessageflowsor any form of tunneling.
Hencenomid-pathpacketfilter modificationis necessary, otherwisesuchapacketfilter modificationwould
berequired.Entities,which areawareof micro-/macro-mobilityprotocols(for examplea MAP or a home
agent),arenomiddleboxesin thetraditionalsense.Sincethey haveanimpacton thepacket filter andonthe
datatraffic it wouldbenecessaryto treatthemasartificial middleboxto properlyaddressflow identifications
alongthepath.If nosuchtreatmenttakesplacethenthewrongpolicy rulesareinstalledatfirewallswith the
consequencethat theentireprotocolinteractionis useless.In this descriptionwe assumethatpacket filter
attributesarebasedon informationusedfor routing(i.e. IP addresses).

10.2 Sender-Initiated MessageFlow with Fir ewalls

The following messageflow shows the protocolbehavior in caseof a sender-initiated signalingmessage
exchangewith two administrativedomains(Network A andB) andtwo firewalls(FW 1 andFW 2). No NAT
andotherdevicesrequiringmodificationsto the packet filter areused.This messageflow alsoassumesa
peer-to-peertrustrelationship.Cryptographiccredentialswhichsupportend-to-middleauthentication(Host
A-to-FW 2) canbeincludedby HostA into theCREATE message.
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+-------------- -- -- --- -- -- -- -- -+ +-------------- -- -- -- -- --- -- -- +
| +------+ +------+ | | +------+ +--------+ |
| |Host A| Network | FW 1 | | | | FW 2 | Network | Host B | |
| +--+---+ A +--+---+ | | +--+---+ B +---+----+ |
+-+--+--------- -- -- --- -- -+ -- -- -+ +----+--------- -- -- -- -- +-- -- +- +

|Create(PF= | | |
|(src=139.23.20 3. 23, | | |
| dst=17.12.23.5, | | |
| sport=5000, | | |
| dport=600) | | |
|-------------- -- --- -- >| | |
| |Create(PF= | |
| |(src=139.23.2 03.23 ,| |
| | dst=17.12.23.5 , | |
| | sport=5000, | |
| | dport=600) | |
| |------------- -- --- >| |
| | |Create(PF= |
| | |(src=139.23.2 03.2 3, |
| | | dst=17.12.23.5 , |
| | | sport=5000, |
| | | dport=600) |
| | |------------- -- -- --- -> |
| | | [Response] |
| | |<------------ -- -- --- -- |
| | [Response] | |
| |<------------ -- --- -| |
| [Response] | | |
|<------------- -- --- -- -| | |
| Data Traffic (unidirectional ) |
|============== ==================================================>|

Figure8: Sender-InitiatedMessageFlow with Firewalls
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The messageflow in Figure8 is similar to Figure7. The CREATE messagecontainsthe packet filter
andimmediately(afterauthentication,authorizationandverification)causestheinstallationof policy rules.
Thesignalingmessagesendermight requesta RESPONSE message.In caseof NATs alongthepathsucha
RESPONSE messageis veryusefulto returnNAT bindinginformation.

This scenariodoesnot requirepacket filter modificationalongthe path. No NAT binding is returned
with theoptionalRESPONSE message.

Thefollowing issueariseswith thedescriptionof themessageflow of Figure8:

� If averificationerroris causedduringtheCREATE messageprocessingthensomefirewallsmighthave
installedpolicy ruleswhereasothershave never seenthesignalingmessage.A RESPONSE message
indicatinganerrorcouldleave installedstatein placeor causealreadyestablishedstateto beremoved
automatically.

10.3 Receiver-Initiated MessageFlow with a Fir ewall and a NAT

The messageflow in Figure9 introducesa middleboxwith NAT functionality (NAT 1), in addition to a
firewall atNetwork B, alongthepathbetweenHostA andHostB. NotethatNAT 1 mightadditionallyhave
firewall functionality which would requireto install pinholeopeningandNAT binding policy rules. The
messageflow assumesthatHostA with sourceIP address10.1.0.5wantsto transmitdatatraffic at source
port 1200(for exampleUDP / not shown in this example)to destinationaddress17.12.23.5at destination
portnumber600.HostA doesnotrequiresaparticularNAT binding,hencenoNAT-Objectis requiredwithin
the initial PATH message.In any casea NAT bindingwill be includedwithin theNAT-Objectreturnedin
theRESPONSEmessage.Insteadtheprovided NAT binding is provided asa NAT-Objectin response.If
HostA would like to requestaparticularNAT bindingthentheNAT-Objecthasto beincludedin theinitial
PATH message.

As soonasthesignalingmessagereachesNAT 1 aNAT bindingis requestedandtheresultof thisrequest
is placedinto theTraffic selectorfield (i.e. srcip addressis changedfrom 10.1.0.5to 139.23.203.30andthe
sportis rewritten from 1200to 5000).Whenthesignalingmessagesis successfullyprocessedby FW 2 and
forwardedto HostB a CREATE messagewith theindicatedpacket filter is returned.A copy of thereceived
packetfilter is placedinto theNAT-Object.By returningtheNAT-Objectinformation,HostA is ableto learn
which IP addressandport , henceno NAT-Objectis requiredwithin theinitial PATH message.In any case
a NAT bindingwill beincludedwithin theNAT-Objectreturnedin theRESPONSEmessage.TheCREATE

messageis routedbackwardstowardHostA (sincethepathis pinneddown).
Theexchangeof end-to-endmessagesaftera successfulsignalingmessageexchangemight berequired

to exchangeparametersaboutthesubsequentdatatraffic. Finally HostA startsto transmitdatapacketsto
HostB.

H. Tschofenig,H. Schulzrinne,C. Aoun ExpiresSeptember2003 [Page22]



INTERNET-DRAFT draft-tschofenig-nsis-casp-midcom-01.ps March3, 2003

+-------------- -- -- --- -- -- -- -- -+ +-------------- -- -- -- -- --- -- -- +
| +------+ +------+ | | +------+ +--------+ |
| |Host A| Network | NAT 1| | | | FW 2| Network | Host B | |
| +--+---+ A +--+---+ | | +--+---+ B +---+----+ |
+-+--+--------- -- -- --- -- -+ -- -- -+ +----+--------- -- -- -- -- +-- -- +- +

|Path(PF= | | |
|(src=10.1.0.5, | | |
| dst=17.12.23.5, | | |
| sport=1200, |Path(PF= | |
| dport=600) |(src=139.23.2 03.23 ,| |
|-------------- -- --- -- >| dst=17.12.23.5 , | |
| | sport=5000, |Path(PF= |
| | dport=600) |(src=139.23.2 03.2 3, |
| |------------- -- --- >| dst=17.12.23.5 , |
| | | sport=5000, |
| | | dport=600) |
| | |------------- -- -- --- -> |
| | | |
| | |Create(PF= |
| | |(src=139.23.2 03.2 3, |
| |Create(PF= | dst=17.12.23.5 , |
| |(src=139.23.2 03.23 ,| sport=5000, |
| | dst=17.12.23.5 , | dport=600); |
|Create(PF= | sport=5000, | NAT-Object= |
|(src=10.1.0.5, | dport=600); |(src=139.23.2 03.2 3, |
| dst=17.12.23.5, | NAT-Object= | dst=17.12.23.5 , |
| sport=1200, |(src=139.23.2 03.23 ,| sport=5000, |
| dport=600); | dst=17.12.23.5 , | dport=600)) |
| NAT-Object= | sport=5000, |<------------ -- -- --- -- |
|(src=139.23.20 3. 23, | dport=600)) | |
| dst=17.12.23.5, |<------------ -- --- -| |
| sport=5000, | | |
| dport=600)) | | |
|<------------- -- --- -- -| | |
| | | |
| For example: SIP Signaling |
|<˜˜˜˜˜˜˜˜˜˜˜˜˜ ˜˜ ˜˜˜ ˜˜ ˜˜ ˜˜ ˜˜ ˜˜˜ ˜˜ ˜˜ ˜˜ ˜˜ ˜˜˜ ˜˜ ˜˜ ˜˜ ˜˜ ˜˜˜ ˜˜ ˜˜ ˜˜ ˜˜ ˜˜˜ ˜> |
| | | |
| Data Traffic (unidirectional ) |
|============== ==================================================>|

Figure9: Receiver-InitiatedMessageFlow with a Firewall andaNAT
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10.4 Sender-Initiated MessageFlow with a Fir ewall and a NAT

Figure10 shows asender-initiatedsignalingmessageflow wherebyFW 2 in Network B initially rejectsthe
signalingmessagedueto anauthentication/authorization failure.ThereturnedRESPONSE messageincludes
amongthe error code,informationaboutthe entity creatingthe error (in this caseFW2@NetworkB) and
optionally a challengevalue. The challengevalueallows Host A to eitherprovide a freshnessguarantee
basedon thechallengevalueand/orbasedon a timestamp.Theusageof CMS allows HostA andNetwork
B to usesymmetricandasymmetriccredentialsfor authentication.In any caseaCredentialobjectis attached
to theCREATE signalingmessage.TheCredentialobjectsecurelybindsa timestampor asequencenumber
(to prevent replayattacks),identities,lifetime andpossiblypacket filter informationto the cryptographic
credentials.TheRESPONSE messagemight returnaNAT-Objectif aNAT waspresentalongthepath.

Host A retransmitsa new signalingmessage.After verificationof the requestandthecredentialsFW
2 forwardsthe messageto Host B. As in previous examplesHost B returnsa RESPONSE messagewith a
NAT-Objectbackto HostA.
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+-------------- -- -- --- -- -- -- -- -+ +-------------- -- -- -- -- --- -- -- +
| +------+ +------+ | | +------+ +--------+ |
| |Host A| Network | NAT 1| | | | FW 2| Network | Host B | |
| +--+---+ A +--+---+ | | +--+---+ B +---+----+ |
+-+--+--------- -- -- --- -- -+ -- -- -+ +----+--------- -- -- -- -- +-- -- +- +

|Create(PF= | | |
|(src=10.1.0.5, |Create(PF= | |
| dst=17.12.23.5, |(src=139.23.2 03.23 ,| |
| sport=1200, | dst=17.12.23.5 , | |
| dport=600) | sport=5000, | |
|-------------- -- --- -- >| dport=600) | |
| |------------- -- --- >| |
| |Response(Erro rC ode=| |
|Response(Error Code= |"Auth. Required", | |
|"Auth. Required", | FW2@NetworkB, | |
| FW2@NetworkB, | challenge=0x7a ..8 ,| |
| challenge=0x7a. .8, |<------------ -- --- -| |
|<------------- -- --- -- -| | |
|Create(PF= | | |
|(src=10.1.0.5, | | |
| dst=17.12.23.5, |Create(PF= | |
| sport=1200, |(src=139.23.2 03.23 ,| |
| dport=600) | dst=17.12.23.5 , |Create(PF= |
| Credentials(... )) | sport=5000, |(src=10.1.0.5 , |
|-------------- -- --- -- >| dport=600) | dst=17.12.23.5 , |
| | Credentials(.. .)) | sport=1200, |
| |------------- -- --- >| dport=600) |
| | |------------- -- -- --- -> |
| | | Response( |
| | Response( | NAT-Object(...)) |
| Response( | NAT-Object(...)) |<------------ -- -- --- -- |
| NAT-Object(...) ) |<------------ -- --- -| |
|<------------- -- --- -- -| | |
| | SIP Signaling | |
|<˜˜˜˜˜˜˜˜˜˜˜˜˜ ˜˜ ˜˜˜ ˜˜ ˜˜ ˜˜ ˜˜ ˜˜˜ ˜˜ ˜˜ ˜˜ ˜˜ ˜˜˜ ˜˜ ˜˜ ˜˜ ˜˜ ˜˜˜ ˜˜ ˜˜ ˜˜ ˜˜ ˜˜˜ ˜> |
| | | |
| Data Traffic (unidirectional ) |
|============== ==================================================>|

Figure10: Sender-InitiatedMessageFlow with aFirewall andaNAT
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Themessageflow shows thefollowing protocolfeatures:

� End-to-MiddleAuthenticationby includingaCMSobject(Credentialobject)to thesignalingmessage
aftertheauthentication/authorization failure. If theCredentialobjectis includedinto thefirst CREATE

signalingmessagethennosucherrormessageis returned.However in thatcasereplayprotectioncan
only bebasedon timestamps(looselysynchronizedclocks).

� A NAT-Object is includedin the RESPONSE messagewhich provides information aboutthe NAT
binding.

� The RESPONSE messageindicatinganerrorcouldalsoreturna NAT-Objectto provide initial infor-
mationabouttheexistenceof aNAT.

� ThesameprotocoloperationscanbeusedwithoutNATs(only firewalls).

10.5 Sender-Initiated NAT/Fir ewall Traversalwith Authorization Token

Thenext scenariois slightly morecomplicatedin thesensethatauthorizationinformationfor Network B is
providedby HostB. HostB first requestanauthorizationtokenfrom anentity in thelocalnetwork by some
means.This tokenis thencommunicatedto HostA usinganend-to-endprotocolsuchasSIPor HTTP. This
tokenthenprovidesthenecessarytrustfor Network B to allow theCREATE messageto installpolicy rulesat
FW 2. Notethatthismessageflow is differentcomparedto thescenariodescribedin Figure10. In thiscase
nopre-establishedcryptographiccredentialsbetweenHostA andNetwork B arepresentbeforetheprotocol
is usedbetweenHostA andHostB.

Thesender-initiated messageflow is similar to theabove-describedflows with theonly exceptionthat
theAuthorizationTokenis included.Thetokenis removedatFW 2 aftersuccessfulverification.
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+-------------- -- -- --- -- -- -- -- -+ +-------------- -- -- -- -- --- -- -- +
| +------+ +------+ | | +------+ +--------+ |
| |Host A| Network | NAT 1| | | | FW 2| Network | Host B | |
| +--+---+ A +--+---+ | | +--+---+ B +---+----+ |
+-+--+--------- -- -- --- -- -+ -- -- -+ +----+--------- -- -- -- -- +-- -- +- +

| | | Authorization |
| | | Token |
| | | Request |
| | |<------------ -- -- --- -- |
| | | Authorization |
| | End-to-End | Token |
| | Communication | Response |
| | (Authorization |------------- -- -- --- -> |
| | Token) | |
|<------------- -- --- -- -- -- -- --- -- -- -- -- --- -- -- -- -- --- -- -- -- -- --- -- |
|Create(PF= | | |
|(src=10.1.0.5, | | |
| dst=17.12.23.5, |Create(PF= | |
| sport=1200, |(src=139.23.2 03.23 ,| |
| dport=600); Token) | dst=17.12.23.5 , |Create(PF= |
|-------------- -- --- -- >| sport=5000, |(src=10.1.0.5 , |
| | dport=600); Token)| dst=17.12.23.5 , |
| |------------- -- --- >| sport=1200, |
| | | dport=600) |
| | |------------- -- -- --- -> |
| | | Response( |
| | | NAT-Object(...)) |
| | Response( |<------------ -- -- --- -- |
| | NAT-Object(...)) | |
| Response( |<------------ -- --- -| |
| NAT-Object(...) ) | | |
|<------------- -- --- -- -| | |
| | SIP Signaling | |
|<˜˜˜˜˜˜˜˜˜˜˜˜˜ ˜˜ ˜˜˜ ˜˜ ˜˜ ˜˜ ˜˜ ˜˜˜ ˜˜ ˜˜ ˜˜ ˜˜ ˜˜˜ ˜˜ ˜˜ ˜˜ ˜˜ ˜˜˜ ˜˜ ˜˜ ˜˜ ˜˜ ˜˜˜ ˜> |
| | | |
| Data Traffic (unidirectional ) |
|============== ==================================================>|

Figure11: Sender-InitiatedNAT/Firewall Traversalwith AuthorizationToken
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10.6 Sender-Initiated Fir ewall Signalingonly at the AccessNetwork

Sometimespeoplearguethatthesignalingmessageexchangeshouldbedonelocally at thenetwork access
only becauseper-flow signalingmessagesarenot processedin the corenetwork. Insteadof sendingthe
signalingmessagesfrom oneaccessnetwork to theotherwherebythesignalingmessagesaretransparent
in thecoreeachhosttransmitssignalingmessagesindependentlyin its own network. Althoughtheconcept
soundsvery simpleat thefirst glanceit turnsout to bevery complex in thegenericcase.Most difficulties
appearbecauseof theasymmetricroutingarchitecture.Establishingpolicy rulesin theuplink directionis
fairly simpleandrequiresonly a mechanismwhich allows somesort of scoping(i.e. signalingmessages
haveto terminatesomewherein theaccessnetwork) withoutactuallyindicatingtheend-point.Caspprovides
meansfor scopingand local accessnetwork signaling. However the installationof policy rules on the
downlink directionis complicatedbecausesometopologyinformationinsidethenetwork mustbeknown in
orderto avoid policy rule creationat thewrongdevices.Hencethereis a built-in risk to causetheprotocol
to fail (i.e. to install policy rulesat thewronglocation).

For themessageflow describedin Figure12 weassumethefollowing protocolbehavior:

� HostA andHostB initiateabi-directionalpacketfilter establishmentwith ascoperestrictedto thelo-
calaccessnetwork only. Withoutsomesortof bi-directionalsignalingmessageexchange,aTRIGGER

messageis requiredto initiate adownlink Traffic Selectionestablishment.

� Basedon thecharacteristicsof local signalingmessageexchangesat bothaccessnetworks,assump-
tionsaboutthetopologymustbemade(or sometopologyinformationmustbeknown).

� In this simplifiedmessageflow no NAT device is present.

� HostA hasa-priori knowledgeaboutthepacket filter for theinboundtraffic (i.e. src=17.12.23.5and
sport=601).
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+------------- -- -- -- --- -- -- -- -- + +--------------- -- -- -- -- --- -- -+
| +------+ +------+ | | +------+ +--------+ |
| |Host A| Network | FW 1 | | | | FW 2 | Network | Host B | |
| +--+---+ A +--+---+ | | +--+---+ B +---+----+ |
+-+--+-------- -- -- -- --- -- +- -- -- + +----+---------- -- -- -- -+ --- -+ -+

|Create(PF=(sr c=139.2 3. 205. 5, | |
| dst=17.12.23.5 , sport=5000, dport=600); | |
| Next=Create(PF =( src =17. 12.2 3.5 , | |
| dst=139.23.205 .5 ,sp or t= 601, dpo rt =5001) ); | |
| Scope=NetworkA ) | | |
|------------- -- -- --- -> | | |
|Create(PF= | | |
|(src=17.12.23 .5 , | | |
| dst=139.23.205 .5 , | | |
| sport=601, | | |
| dport=5001)) | | |
|<------------ -- -- --- -- | | |
| | End-to-End | |
| | Communication | |
| | (PF) - Optional | |
|<------------ -- -- --- -- -- -- -- --- -- -- -- -- --- -- -- -- -- --- -- -- -- -- --- >|
| |Create(PF=(src =17.1 2. 23.5 , |
| | dst=139.23.205. 5, sport=601, dport=5001);|
| | Next=Create(PF= (sr c=139. 23.20 5. 5, |
| | dst=17.12.23.5, sport=5000, dport=600)); |
| | Scope=NetworkB) | |
| | |<------------- -- -- --- -|
| | |Create(PF= |
| | |(src=139.23.20 5. 5, |
| | | dst=17.12.23.5, |
| | | sport=5000, |
| | | dport=600)) |
| | |-------------- -- -- --- >|
| Data Traffic (bi-directiona l) |
|<============ ===================================================>|

Figure12: Sender-InitiatedFirewall Signalingonly at theAccessNetwork
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With theinitial CREATE messageHostA alreadysuppliespacketfilter informationfor thebi-directional
reservation(i.e. theCREATE messageby HostA is followedby anotherCREATE messagefrom FW 1). To
kepttheCREATE signalingmessagewithin thelocalaccessnetwork scopingis used.Indicatingaparticular
IP addressmightalsobepossiblebut oftentheendpointis unknown to theendhost.As aresultof successful
processinga CREATE messageis returnedin responsewith thealreadyprovidedpacket filter.

Optionally an end-to-endmessagecommunicationmight follow to transmitpacket filter information
from HostA to HostB. In mostcasessomecommunicationis however required.Similarasin Network A a
CREATE messageis initiatedby theendhostwith theNext objectsetto anotherCREATE message.

Finally if everythingwassuccessfuldatacanbeexchangedin bothdirectionson port5001��� 601and
a5000��� 600.

10.7 Sender-Initiated NAT and Fir ewall Traversalwithin the AccessNetwork

The messageflow describedin Figure13 extendsthe descriptionin Figure12 by usinga uni-directional
signalingexchange.As aconsequenceof thisextensionaTRIGGER messageis requiredto causeadownlink
signalingmessageto besentwithin Network B. In orderto avoid this messageNetwork B could intercept
theend-to-endmessageexchangeto triggera signalingmessageto HostB. However this approachmight
suffer from theproblemto beableto readandevaluateend-to-endsignalingmessages.

In addition,a NAT device is usedin Network A which requiresHostA to requesta NAT binding and
thecorrespondingNAT-Objectwhich is thencommunicatedto HostB. Usingthepacket filter information
insidetheNAT-ObjectHostB learnsthepublicIP addressandport informationof thedatatraffic transmitted
by HostA.

The accessnetwork signalingmessageexchangerequiressometopology informationasexplainedin
previous figures. The TRIGGER messagemust causea downlink signalingmessageto be initiated by a
network devicewhichwherethedatatraffic of HostA is sentthrough.Thisparticularissuewill beexplained
in moredetail in a futureversionof thedocument.

A evenmoredifficult examplewould addressa topologywhereeachnetwork is equippedwith a NAT.
Thesameis truefor packetfilter installationfor datatraffic flowing in bothdirectionswith oneor two NATs.
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+-------------- -- -- --- -- -- -- -- -+ +-------------- -- -- -- -- --- -- -- +
| +------+ +------+ | | +------+ +--------+ |
| |Host A| Network | NAT 1| | | | FW 2 | Network | Host B | |
| +--+---+ A +--+---+ | | +--+---+ B +---+----+ |
+-+--+--------- -- -- --- -- -+ -- -- -+ +----+--------- -- -- -- -- +-- -- +- +

|Create(PF= | | |
|(src=192.168.1 .5 , | | |
| dst=17.12.23.5, | | |
| sport=5000, | | |
| dport=600); | | |
| Scope=NetworkA) | | |
|-------------- -- --- -- >| | |
|Response( | | |
|NAT-Object= | | |
|(src=139.23.20 3. 30, | | |
| dst=17.12.23.5, | | |
| sport=8000, | | |
| dport=600)) | End-to-End | |
|<------------- -- --- -- -| Communication | |
| | (NAT-Object) | |
|<------------- -- --- -- -- -- -- --- -- -- -- -- --- -- -- -- -- --- -- -- -- -- --- -> |
| | |Trigger(PF= |
| | |(src=139.23.2 05.3 0, |
| | | dst=17.12.23.5 , |
| | | sport=8000, |
| | | dport=600); |
| | | Scope=NetworkB ) |
| | |<------------ -- -- --- -- |
| | |Create(PF= |
| | |(src=139.23.2 05.3 0, |
| | | dst=17.12.23.5 , |
| | | sport=8000, |
| | | dport=600)) |
| | |------------- -- -- --- -> |
| Data Traffic (uni-directiona l) |
|============== ==================================================>|

Figure13: Sender-InitiatedNAT andFirewall Traversalwithin theAccessNetwork
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11 Security Considerations

Installingpacket filters to oneor morefirewalls is a securitysensitive process.Securityprotectionof sig-
nalingmessagesis necessaryin orderto defeata numberof threats.This sectiongivesa brief discussionof
possiblethreatsandaddressestheir correspondingcountermeasures.

11.1 Threats

Denial of Service: Denialof serviceattackscanbelaunchedby modifying messagesusedduringthedis-
covery process.A client couldthenbeforcedto contacta ”wrong” firewall which is outsidethedata
path. Furthermoreit is possibleto flood a firewall with bogusrequestand therebycausemassive
stateandcomputationalresourcesto be allocatedaspartof thekey exchangeprocess.Furthermore
anadversarycanmodify thepacket filter of a requestto causea large numberof packet filters to be
allocated.An adversarymight alsoremoveadministratorinstalledpacket filterswhicharenot related
to previouspacket filter installationsby users.

Man-in-the-Middle: MITM attacksarepossibleduringthediscoveryprocesswheretheentityof afirewall
is discovered. In this casetheusermight beconvincedto communicatewith a firewall which is not
thecase.Many of theseattacksarerelatedto thediscovery mechanismandthereforealsodescribed
in [1]. Furtherthreatswhich arenot specificto thescoutmechanismbut alsorelatedto thenext-hop
discovery mechanismrequirefurther investigation(suchasSLP, DHCP, DNS, etc.). Theauthorsof
someof theseconfigurationmechanismshave alreadyidentifiedpotentialvulnerabilitiesandprovide
thecorrespondingsecurityprotection.

Eavesdropping: An eavesdroppermight beableto learnsomeinstalledpacket filters by listeningto the
signalingmessagecommunicationbetweenaclientandafirewall. Furthermoreit mightbepossibleto
learnanexchangedauthorizationtokensbetweenthetwo entitiesor betweenentitiesalongthepath.
Sincethesessionidentifier is usedto uniquelyidentify stateestablishedalongentitiesalongthepath
anadversarymight reusethis identifierto referto existing stateinformation.

Integrity Violation: By modifying a requestmessage,an adversarycandeleteinstalledfirewall filters,
install filters usingadifferentauthorizationidentityor to createfilters with a largelifetime.

Masquerading: An adversarymight gaininformationby queryinginstalledpacket filters at a firewall by
masqueradingtheidentify of a realuser. This might beusedfor subsequentattacks.

RogueFir ewall: An adversaryat a compromisedfirewall might exploit an existing trust relationshipto
install or remove filters at other firewalls. Furthermoreit is possibleto return a NAT objectwith
wronginformationcausingsubsequentdatatraffic to besendto anarbitrarylocation.

Unauthorized Access: A regular usermight install firewall filters althoughhe is not allowed becauseof
missingauthorization.Administratorsareusuallyvery concernedaboutinstallingpacket filters from
usersaccessfrom anexternalnetwork.

ReplayAttacks: An adversarymight eavesdropCASP-NATFW signalingmessagesandusethemlater
for a replayattack.Furthermoreanadversarymight beableto collectauthorizationtokensandreuse
themin adifferentcontext or laterin time to openholesinto afirewall.

H. Tschofenig,H. Schulzrinne,C. Aoun ExpiresSeptember2003 [Page32]



INTERNET-DRAFT draft-tschofenig-nsis-casp-midcom-01.ps March3, 2003

Privacy Violation: Adversariescan learnaboutthe NI andNR’s identitiesparticipatingin the message
exchangeby eavesdroppinginformationexchangedbetweenthetwo end-systems.Especiallyautho-
rization tokensexchangedbetweenend-systemsoutsidetheCASPprotocol(asexplainedin Section
4.4) representavulnerability.

11.2 Countermeasures

To preventtheabove-listedattacksanumberof countermeasuresaretaken:

Denial of Service: To limit denialof serviceattacksa numberof countermeasurewere taken. First the
scoutprotocol(andotherconfigurationmechanisms)experiencesomeprotectionto preventbasicat-
tacks.Furthermoreit is necessaryto mutuallyauthenticateandauthorizebothpeersafterestablishing
a transportlayer connectionasdescribedin [1]. Sincethe authenticationandkey exchangeproto-
col requiresstateandcomputationalresourcesit hasto beresistantagainstdenialof serviceattacks.
WhentransmittingCASP-NATFWspecificinformationprotectionof therequestsitself is necessaryto
preventanadversaryfrom objectmodificationwhichotherwisewouldcauseunpredictablebehavior.

Man-in-the-Middle: MITM attacksduring the discovery phaseare preventedby secureconfiguration
mechanisms.The scoutprotocolexperienceslimited securityprotectionby its nature. However an
authenticationandauthorizationstepis requiredafter learningthe identity of the next CASPpeer.
MITM adversarieswill experiencedifficultieslaunchingasuccessfulattackaftertransportlayercon-
nectionestablishmentbecauseof thesignalingmessageprotection.

Eavesdropping: Eavesdroppingof signalingmessagesis preventedby usingeither IPSecESP(without
NULL encryption)orby usingTLS (with encryptioncipher-suites).It is thereforenotpossibleto learn
authorizationtokens,sessionidentifiersor otherfirewall packet filter specificinformationthatmight
beusefulfor anadversaryeavesdroppingon for examplea wirelesslink. With thesuggestedsecurity
protectioneavesdroppingis thereforeonly possibleat CASP-NATFW awarenodesparticipatingin
the signalingmessageexchange.This is, however, intentionalandrequiredfor theoperationof the
protocol.

Integrity Violation: Modifying thecontentof signalingpacketsis preventedby eitherIPSecor TLS. Ex-
changedinformation therebyexperiencesboth confidentialityas well as integrity protection. The
usageof integrity protectionwith IPSecESPis stronglyrecommended.

Masquerading: Spoofingan identity to be able to deleteor query installedpacket filter information is
preventedby authenticationof the originator(i.e. dataorigin authentication)of transmittedsignal-
ing messages.For the establishmentof the requiredsecurityassociationsmutualauthenticationis
assumed.

RogueCASP-NATFW Node: Firewalls aresecuritysensitive network devices. An adversarycanusea
compromisedfirewall in anumberof ways.Topreventacompromisedfirewall toharmotherfirewalls,
trustmightbelimited andstrongverificationof requestmightberequired.In caseof missingpeer-to-
peertrustrelationshipsmoresophisticatedprotocolhandling(asdescribedin 4.3and4.4)is necessary.
Suchahandlingmakesit moredifficult for anadversaryto performasuccessfulattack.Notethatany
maliciousCASP-NATFW(or CASPnodein general)canimpactthesecurityof otherentities(not just
firewalls).
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Unauthorized Access: Differentiationof accessrightsbetweenvarioususersanduser-groupsis common.
Thesametypeof authorizationmechanismsbasedonaccesscontrollistscanbeapplied.If authoriza-
tion tokensareusedthenadditionallya locally known usermustbeableto requestsucha token. For
thetrustrelationshipdescribedin 4.3oneadministrative domainmusthave apre-establishedsecurity
association.The establishmentof suchthis securityassociationis usuallyboundto specificaccess
controlrights.

Privacy Violation: Encryptionof informationaboutuseridentitiescontainedin authorizationtoken pre-
ventsanadversaryfrom obtaininguserspecificinformation. Currentlyonly a keyedmessagedigest
function(HMAC) is providedto protecttheauthorizationtokencontentagainstmodification.Either
a custommechanismsfor encryptingsometokenpartsor CMS encryptioncouldbeusedto provide
thenecessaryprotection.Furtherinvestigationis required.

Linking authorizationbetweendifferentprotocols,to strict policy rule creationby theendhost,is pos-
siblewith authorizationtokenswhich containinformationabouttheapplication,policy rule, authorization
decision,lifetime, etc. An authorizationtoken canbe basedon CMS or on a customsecuritymechanism
suchasdefinedin [10, 11].

To summarize:CASPusessecuritymechanismsdescribedin [1]. Securingthe messaginglayer in a
CASP-peerto CASP-peerfashionis providedeitherby IPsecor by TLS. In somecasessecurityprotection
betweenneighboringpeersis not sufficient. Non peer-to-peerprotectionof client layerobjectsis provided
by CMSwhichallowsCASP-NATFW objectsdefinedin thisdocumentto beencapsulatedandprotectedby
CMS.

12 Conclusion

CASP-NATFW aims to provide a long-termsolution to communicatewith NATs andFirewalls with the
following properties:

Routing of Signaling Messages: CASPwith its scoutdiscovery mechanismsallows signalingmessages
to follow thepathof thedatatraffic towardsadestination.Thisassumesthatstandardroutingis used.
CASP, however, operatesindependentof the underlyingrouting mechanism.Routechangescanbe
detectedby the scoutprotocol and signalingmessagetransmissionis adoptedaccordingly. Other
mechanismsfor detectingroutechangescanalsobeusedsuchasroutingprotocols.

Security Protection: Creatingholesinto afirewall is asensitive taskthatrequirestrustandanappropriate
securityprotectionof the signalingmessagesin orderto be successful.Trustassumptionsbetween
the participatingentitiestherebydeterminewhetherthe taskof installing packet filters at a firewall
is possibleat all. CASP-NATFW therebyreusesthesecuritymechanismsintroducedby CASP. Still
someadditionalsecuritymechanismsdescribedin this documenthave to be usedto provide secure
protocoloperation.

Flexibility in MessageDelivery: Signalingmessagescan be triggeredby any nodealong the path. In
mostcases,however, it is theresponsibilityof thesignalingmessageinitiator (typically theendhost)
to provide the necessaryinformation policy rules install. CASP messagesmight terminateat any
CASPpeeralongthepath.Henceit is notnecessaryto forwardthemessagesto thefinal destination.
The decisionwhetherto furthermoreforward the signalingmessagetoward the destinationcanbe
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causedby theinitiator (by includingCASPspecificinformation)or thedecisioncouldalsobeforced
for exampleby a non CASP-awarefirewall. Sucha device might not forward CASPmessage.An
exampleis anauthorizationfailuregeneratedbecauseof lackingtrust (andpropercredentialsby the
signalinginitiator).

Err or Resilience: CASPwasdesignedbasedon thesoft-stateprincipleto allow orphanstatesto time-out
automatically.

End Host TopologyUnawareness: Routingsignalingmessagesalongthedatapathallows CASPaware
nodesto reflecttopologyinformationinto theprocessingof CASPsignalingmessages.Processingof
Filters is an examplewherelocal topologyandprotocol informationneedto be available to ensure
properbehavior. Filter handlingis alreadydefinedin CASP[1]. Definingthemat theCASPM-Layer
is necessarysincethisobjectis usedby morethanoneclient layerprotocol.TheFilter usedin CASP-
QoS[12] messagesmight requiremodificationby a NAT alongthepath. Mid-path modificationof
the packet filter allows the endhost to be topologyunaware. If topology informationneedsto be
incorporatedinto thesignalingmessageprocessingthenit shouldbedoneat the locationswherethe
correspondinginformation is easilyavailable (for exampleat the individual CASP-NATFW aware
nodesalongthepath).

13 Open Issues
� Theformatof theobjectsneedmorework.

� The structureof the authorizationtoken needsmoreinvestigation.Thereis alsoa questionabouta
customtokenformator aCMS object.Bothhave advantagesanddisadvantages.

� Terminologyneedsto bealignedwith theMidcomRequirementsandFramework drafts.Issues(such
asgroupsof policy rules)discussedin thesedocumentshave to bemappedagainstthe issuesin this
draft.

� Packet filter attributesneedsomework to avoid thecomplex verificationin caseof overlappingrules.
It mustnot bepossibleto preventanadministrator-createddeny policy rule to becomeineffective by
an addedallow policy rule with an overlappingport range.Henceit might be necessaryto have an
additionalverificationstepto preventthesetypeof problems.

� The NAT-Objectmight not necessarilybe required,the approachtaken in [6] could be used. The
policy rule creatorusesa filter with aninternaladdress/portpair, anoptionalinsideaddress/portpair
(calledin thisdocumenta localdestinationaddress/portpairusedfor twiceNAT) with noparameters,
aswell astheexternaladdress/portpair (remoteentity thatwill receive thedataflow). In casethere
is a NAT on thepath,theNAT will provide anoutsideaddress/pair(translatedaddress/port)if it was
firewall theoutsideaddress/pairwouldbetheexternaladdress/pair.
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A Object Format Details

For concreteness,wedescribeastrawmanpacket formatbelow.
All CASPmessagesarecomposedof oneor moreTLV (type-length-value)objects.Within eachobject,

elementsarealignedon multiplesof their size,to speedprocessing.All objectshave lengthsof a multiple
of 32 bits. Thelengthfield in theobjectindicatesthenumberof 32-bitwords.

We describemessagesandobjectsaspseudo-Cstructures.Elementsareenumeratedin transmission
order. We usethedatatypesuint8,uint16,uint32,uint64,uint128to identify unsignedintegerswith 8, 16,
32,64 or 128bits, respectively.

Definitionsfor IPv4andIPv6 addressfor theusagewith Traffic Selectorsarealreadyprovidedin [1].
IPSecESPandAH SPIsis four bytesin length.

typedef struct uint32 SPI;

Usingacustomauthorizationtokenformatmightbemorelightweight. (TBD: Authorizationtokenscan
eitherbedefinedasCMSobjectsor asaobjectswith acustomstructure.UsingCMSobjectwouldsimplify
its definitionandwould allow a moregenericusage.However CMS objectsarelarger in sizethancustom
build tokens.Someinvestigationis requiredto find theoptionalusage.)

Thefollowing fieldscouldbeincludedin sucha token:

typedef struct {
uint32 ID;
Identity token_creator, token_requesto r, token_user;
Identity src_addr, dst_addr;
NTP_TIMESTAMPtimestamp;
uint8 AlgorithmID;
uint8 HMAC[20];
...Object describing the authorized PF....

} AuthToken;

An authorizationtoken is identifiedby a 32-bit number. Thesrc addrandthedst addrattribute might
containsanIPv4, IPv6 addressor a FQDN. TheIdentity caneitherbea genericUnicodeandASCII ID, a
FQDN or a URI. UnicodeIdentifiers(UnicodeID), ASCII IdentifiersandFQDNsaredefinedin [13]. The
Uniform ResourceIdentifiers(URI) is definedin [14].

SinceaNAT maychangethesourceaddressit is possibleto specifyaFQDN,URI or anASCII/Unicode
ID or to omit thefield. Thetoken creatorspecifiesthe identity of theentity which wasresponsiblefor the
creationof the token. Informationaboutthis entity is necessaryto routethe token to the sameentity for
verification. Informationabouttheentity requestingthetoken might berequired.Finally theuseridentity
obtainedfrom authenticationmight be included.Especiallyif authenticationto a firewall in themiddleof
theCASP-chainis requiredthenthis informationprovidesadditionalauthorizationinformation.

For cryptographicprotectionof the authorizationtoken a keyed messagedigestHMAC [15] is used
wherebytheusedalgorithm(MD5, SHA-1) is indicatedin theAlgorithmID field. Thesecretkey necessary
for theHMAC computationneedsto be locally known only sinceverificationis doneat the token creator.
The format of the NTP timestampis definedin [16]. Finally the object containsinformation aboutthe
authorizedpacket filter. SinceaNAT might changesomeof this informationits usefulnessis questionable.
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