A Complete Bibliograph y of Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP)

Nelson H. F. Beeb e

Univ ersit y of Utah

Departmen t of Mathematics, 110 LCB

155 S 1400 E RM 233

Salt Lak e Cit y , UT 84112-0090

USA

T el: +1 801 581 5254

F AX: +1 801 581 4148

E-mail: beebe@math.utah.edu, beebe@acm.org,

beebe@computer.org (In ternet)

WWW URL: http://www.math.utah.edu/~beebe/

28 Ma y 2024

V ersion 1.05

Title w ord cross-reference

.eu [DSV

+

21]. .NET [R

GK23].

1 [PLD

+

20]. 11510 [Ko o20]. 19 [GPFV23,

K GH

+

22, KMGR22, SCJ

+

22, SASTL22].

2020 [DvdH22]. 2023 [DS23].

ABI [A VS

+

22]. Access

[HOGF23, LSK

+

22, OMHY20]. Accuracy

[K GH

+

22]. Accurate [SMK20]. Acoustic

[VPG

+

23]. A CSA C’19 [PLD

+

20, PLD

+

21].

A CSA C’20 [PLS22]. Actionable [ITZ23].

Activ e [DHT22, SBL22]. Activism

[HLP22]. Activities [LLM20]. adaptiv e

[XNC

+

23]. Adopt [K GH

+

22]. Adv anced

[AMS23, IKT

+

21, LLM20, MMY23].

Adv ersarial [AAF

+

22]. Adv ersary

[SGH23]. Adv ersary-Cen tric [SGH23].

Adv ertising [CYGL20]. Aegis [SBU21].

Affordable [DD20]. against

[AAF

+

22, DKP21, OMHY20, RBA

+

23].

Agenda [AFS

+

22]. agnostic [RRF

+

23]. AI

[ANM23, D

WN21]. Aids [K GH

+

22]. Alerts

[HSZ

+

23]. Algorithm [BFF

+

23, CFZK23].

AMiner [L WS

+

23]. Analysis

[CT A

+

23, HGKS23, HMD24, K CH

+

20,

KMPS23, L WS

+

23, LCTC23, LHH22, LZ23,

RRF

+

23, R

UPT22, RK C

+

24, SNA

+

23,

SGH23, TDZ

+

24, vHvdHdVvRD23].

Analysts [HAH

+

21]. Analytics [HTR

O24].

Analyze [CML

V24, TCBK20]. Analyzing

[DH22]. Android [GTL

+

20, GL

TW23,

K CH

+

20, KMPS23, PCG24].

1

ANDR

OIDGYNY [PCG24]. Annotation

[KPBZ21]. Anomalous [SNA

+

23].

Anomaly [EMS

+

23, L WS

+

23].

Anomaly-based [L WS

+

23].

Anon ymization [A YP

+

21]. An ti [GAS24].

An ti-Phishing [GAS24]. An tivirus

[GLS21]. API [UOI

+

21]. App [SASTL22].

Appliances [WMY20]. Applications

[GL TW23, OMHY20, SASTL22]. Applied

[SRA24]. Approac h

[ANM23, MVM22, XNC

+

23]. Apps

[GTL

+

20]. APTHun ter [MMY23].

Arc hitecture [L

T23]. ARIMA [KB20].

Artifact [DH22]. Artifacts [DIPQ22].

Artificial [W

ASC22]. Asm2Seq [TDZ

+

24].

Assem bly [TDZ

+

24]. Assessing

[HAH

+

21, LRMZA21]. Assessmen t

[BIG

+

23]. Assets [SLBC21]. Assisted

[KIP21]. Assurance [KB20]. A TF uzzer

[K CH

+

20]. A

TT&CK [DRS24]. A ttac k

[A CS23, DD20, HMD24, LHH22, SKM

+

20,

Sun22]. A ttac ks [A VS

+

22, AAF

+

22, Bur20,

CF QP23, CC23, DKP21, HND

+

22, LCTC23,

OMHY20, PMP20, RBA

+

23]. Audit

[GSS21, O WY

+

23]. Authen tication

[BFF

+

23, KIP21, LZ23, Sun22].

Automated

[DRS24, HSZ

+

23, KPBZ21, SMK20].

Automatic [KVB23, UOI

+

21].

Automation [BSM

+

22]. Av ailable

[BOI

+

23]. a w are [LSK

+

22, MBP22, SBU21].

Aw areness

[APY21, DRS

+

21, GDP20, KB20, SLBC21].

AZSecure [SLBC21].

Bac k [KVB23]. Based [ABA23, BKS23,

DD20, MB23, RBA

+

23, A YP

+

21, BOI

+

23,

Bur20, CLH

+

22, DKP21, GL

TW23, HMD24,

KIP21, L WS

+

23, LZ23, R VD

+

21]. Battery

[SASTL22]. Battery-consuming

[SASTL22]. Beha vior [SNA

+

23].

Beha viors [GL

TW23]. Beha vioural

[IKT

+

21]. Benc hmark [KPBZ21]. Benefits

[K GH

+

22]. Best [BCC

+

22]. Better

[Sac20, SPM23, V an21]. Bey ond

[BOI

+

23, VS20]. BGP [vHvdHdVvRD23].

Biases [D

WN21]. Binaries [UOI

+

21].

Binary [ADJ

+

20, DIPQ22, FRF22].

Biometrics [IKT

+

21, SKM

+

20].

Blo c k c hain [Ami21, MMT

+

21].

Blo c klisting [MS21]. Botnet [BMO

V23].

Bots [IKT

+

21]. Breaking [BIG

+

23].

Brok en [Ho w23]. BUDS [SPM23].

Building [CLH

+

22, UOI

+

21]. Buses

[RBA

+

23].

Campaigns [CT A

+

23]. Campus [HLP22].

Capabilit y [AFS

+

22]. Captc ha [BIG

+

23].

Card [GSS21]. Card-st yle [GSS21]. Case

[HSZ

+

23]. Catc h [SPV23]. CDN [SMY23].

CDN-to-Origin [SMY23]. CDNs [SMY23].

Cen ters [R

CGA22]. Cen tral [BPP22].

Cen tralit y [APY21]. Cen tralized

[BCC

+

22]. Cen tric [SGH23]. Ceph [BD23].

Certain [Bur20]. Certificate [UKM20].

Certificates [GPFV23]. Chain [CC23].

Challenges [R

UPT22]. Changep oin t

[SNA

+

23]. Channel

[DD20, CF

QP23, MCH23, OMHY20].

Character [MBP22]. Characterization

[Bur20]. Chat [O ASD

+

22]. Chosen [Sun22].

Circular [JDCK22]. Cities [JDCK22].

Claim [KPBZ21]. Classification

[HOGF23, PCG24]. Classifying [LBG23].

Clinical [O WY

+

23]. Clustering [PCG24].

Co [LBG23]. Co-residen t [LBG23]. Co de

[JYMJ22, MCH23, SRBS20, TDZ

+

24].

Co debases [XZA

+

23]. Collab orativ e

[CKMB23]. Collab orativ ely [LRMZA21].

Collection [DHT22]. Com bining

[IKT

+

21]. Commercially [BOI

+

23].

Commo dit y [CPDH20]. Comm unication

[CML

V24, RBA

+

23]. Comparativ e

[LCTC23]. Comp etition [GAS24].

Comp onen ts [MCH23]. Computer

[LBG23]. Condensation [A YP

+

21].

Condensation-based [A YP

+

21].

Conference [DvdH22]. Confiden tialit y

[MCH23]. Conformit y [HGKS23].

Connect [Ko o20]. Connections [SMY23].

consensual [FT23]. Consisten t [KPBZ21].

Conspicuous [DIPQ22]. consuming

[SASTL22]. Con tact

[BCC

+

22, SCJ

+

22, SASTL22]. Con ten tion

[LBG23]. Con text [SBU21, ST20, VSV

+

21].

Con text-a w are [SBU21].

Con text-sensitiv e [ST20]. Con texts

[LSK

+

22]. Con textualized [ITZ23].

Con tin uous [Sac20]. Con trol

[DKP21, GLS21, LSK

+

22]. Con trol-based

[DKP21]. Con trollers [AMS23].

Con v erger [SPM23]. Co okies [SRBS20].

Co ordinated [WS23]. Coping [VSV

+

21].

Correlation [CT A

+

23, SKM

+

20].

Coun termeasures [CYGL20, FRF22].

Coun ters [A

CS23, CF

QP23]. CO VID

[GPFV23, K GH

+

22, KMGR22, SCJ

+

22,

SASTL22]. CO

VID-19 [GPFV23, K GH

+

22,

KMGR22, SCJ

+

22, SASTL22]. CPS

[ANM23]. Credible [HZB21].

Cryptographic [XZA

+

23]. CSIR Ts

[KLA23]. Cues [VSV

+

21]. Cut [GLS21].

Cut-and-Mouse [GLS21]. CVE [Ko o20].

CVE-2019-11510 [Ko o20]. CVSS [Ho w23].

Cyb er [APY21, BSM

+

22, DHT22, EMS

+

23,

HTR O24, HMD24, KLA23, LSK

+

22, SBL22,

SLBC21]. Cyb er-Ph ysical

[HMD24, LSK

+

22]. Cyb ersecurit y

[ALM

+

23, AFS

+

22, GDP20, LRMZA21,

V an21].

Dark [CKMB23, SLBC21, SMY23].

Darkw eb [GPFV23]. Data [A YP

+

21,

BSM

+

22, CKMB23, GSS21, GBB23, ITZ23,

KLA23, L WS

+

23, MBP22, MB23, O WY

+

23,

PMP20, SD A

+

22, XNC

+

23, dWBvdH22].

Data-only [PMP20]. Database [ST20].

Datasets [ABA23]. DDoS [Bur20].

Debloating [ADJ

+

20]. Decen tralized

[BCC

+

22]. Deception [HBR V

+

21].

Decision [HAH

+

21, K GH

+

22]. Decrease

[GSS21]. Deep [BIG

+

23, R VD

+

21].

Deepfak e [HND

+

22]. Defences

[HBR V

+

21]. Defenders [SBL22]. Deliv ery

[LRMZA21]. Demonstrating [Tsu24].

Deplo ymen ts [Moz22]. Desire [BCC

+

22].

Detailed [BE23]. Detect [FRF22].

Detecting [MMY23]. Detection [ABA23,

AMS23, A

CS23, AAF

+

22, CF

QP23, DKP21,

EMS

+

23, HMD24, HSZ

+

23, HND

+

22,

IKT

+

21, KPBZ21, L WS

+

23, MVM22, MS21,

R VD

+

21, SNA

+

23, SMK20, ST20, VS20,

W ASC22, ZYW22, ZJPZ20, dWBvdH22].

Detectors [BOI

+

23]. Dev eloping

[KPBZ21]. Device [RRF

+

23].

Device-agnostic [RRF

+

23]. Devices

[ANM23, SNA

+

23]. Devising [BE23].

Differen t [DH22]. Differen tial [A YP

+

21].

Digital [A

G23, BPP22, GBB23, GH23,

ITZ23, LM20, SMK20]. Dimensions

[ZSS22]. Direct [DH22]. Directional

[APY21]. Diric hlet [ZYW22]. Disclosure

[WS23]. Disclosures [HS22]. Disco v ery

[ITZ23]. Discussion [GBB23, L

T23].

Discussions [KLA23]. Disp ensable

[GBB23]. Dissected [ZBF22].

Dissemination [KVB23]. DNS

[Bur20, NPT21, W

C22]. DNS-based

[Bur20]. DNS-o v er-TLS [NPT21].

Do cumen ting [GAS24]. Do cumen ts

[CT A

+

23, SMK20, WS23]. Do es [SASTL22].

Doing [BPP22]. Domain

[DSV

+

21, HZB21, MS21]. Driv en

[JDCK22, ZJPZ20]. During [HLP22].

Dynamic [DIPQ22, FRF22, K CH

+

20,

KMPS23, R

GK23, dWBvdH22].

E-V oting [MMT

+

21]. Early

[A CS23, LLM20, MMY23, ZJPZ20].

Economics [CC23]. Ecosystem [MS21].

Editorial [LM20, Met21]. EEG [SKM

+

20].

Effectiv e [BE23, CML

V24]. Efficien t

[RK C

+

24]. Election [Met21]. ELF

[TCBK20]. Em b edded [AMS23].

Em b eddings [RK C

+

24]. Emerging

[AFS

+

22, KIP21]. Emotets [BMO

V23].

Enabling [BSM

+

22]. Encrypted [MBP22].

Encryption [MCH23]. Energy [LRMZA21].

Engine [UOI

+

21]. Engineering

[TDZ

+

24, UOI

+

21]. Engines [R

GK23].

Enhancemen ts [HTR

O24]. Enough

[K GH

+

22]. Ensem ble [ABA23].

En terprise [SD A

+

22, WMY20, RBA

+

23].

En terprise-IoT [RBA

+

23]. En vironmen ts

[A VS

+

22, SGH23]. EPSS [JRE

+

21].

Europ e [BPP22]. Ev ading [GAS24].

Ev aluate [KLA23]. Ev aluating [DIPQ22].

Ev aluation [BOI

+

23]. Ev aluations [DD20].

Ev asion [FRF22, GAS24]. Evidence

[CT A

+

23, GH23]. Ev olving [LCTC23].

Examination [BD23]. Examining

[ABA23]. Exc hange [BSM

+

22]. Execution

[A VS

+

22]. Exertion [BIG

+

23].

Exfiltration [MB23]. Exp erience

[GAS24, XZA

+

23]. Exp erimen ting

[R CGA22]. Exp erts [HZB21]. Explainable

[TDZ

+

24]. Exploit [JRE

+

21].

Exploitation [GTL

+

20]. Exploiting

[GLS21]. Exploring [CML

V24]. Exp osing

[HND

+

22]. Exp osure [JDCK22, KVB23].

Expressiv eness [GH23]. ExSol

[LRMZA21]. Extended [UKM20].

Extortions [MB23].

F actc hec king [KPBZ21]. F actorization

[EMS

+

23]. F ak e

[VSV

+

21, ZLP

A21, ZJPZ20]. F alse [Sac20].

F amily [PCG24]. F ault y [A VS

+

22].

F eature [ABA23]. F eatures

[DIPQ22, TCBK20]. Field

[BPP22, GAS24, Ko o20, Moz22, SASTL22].

Figh t [CF

QP23]. Files [KVB23]. Financial

[HZB21]. Finding [XZA

+

23]. Findings

[KLA23]. Fine [LSK

+

22]. Fine-grained

[LSK

+

22]. Fingerp oin ting [Sac20].

Fingerprin ting [SPV23]. FIRST

[DvdH22, CV20]. Flies [JYMJ22]. F o cus

[KLA23]. F orecasting [LR

W22]. F orensic

[BD23, HOGF23]. F orensics [GBB23].

F ormal [GH23]. F orth [KVB23]. F orth-On

[KVB23]. F oundations [ZBF22].

F ramew ork [BE23, CFZK23, K CH

+

20,

KMPS23, SBU21, SPV23, TCBK20].

F ramew orks [FRF22]. F unction

[VPG

+

23]. F unctional [HOGF23, TDZ

+

24].

F usion [ITZ23, O WY

+

23]. F uzzing

[CML

V24, RRF

+

23].

Gait [KIP21]. GALU [CFZK23]. Gaps

[AFS

+

22, GDP20]. General [EMS

+

23].

General-purp ose [EMS

+

23]. Generation

[LHH22, MS21, TDZ

+

24]. Genetic

[CFZK23]. Ghost [GLS21]. Goals [VV22].

Go o d [K GH

+

22]. Go osew olf [AMS23].

Gotta [SPV23]. Go v ernmen t [BIG

+

23].

grained [LSK

+

22]. Graph [JM24, LHH22].

Gra yb o x [ST20]. Greater [WS23]. Group

[KLA23, O ASD

+

22].

Hac k er [SLBC21]. Handling [HLP22].

Hardw are [A

CS23, A

G23, CF

QP23].

Ha wk es [ZYW22]. HDP [HMD24].

HDP-HMM [HMD24]. Heterogeneous

[Moz22]. HiP eR [A

CS23]. Histories

[HS22]. History [SRBS20]. HMM

[HMD24]. Home [SBU21]. Honeyp ot

[SPV23]. Horizon [VS20]. Host [R VD

+

21].

Host-based [R VD

+

21]. Hun ting

[CLH

+

22, HTR

O24]. Hybrid

[ABA23, LHH22]. Hybrid-Ensem ble

[ABA23]. Hyp e [BOI

+

23].

Iden tification [LLM20, VPG

+

23].

Iden tifying [HZB21]. IMF [DS23]. Impact

[DH22, K GH

+

22]. Impacts [ABA23].

Implemen tation [RRF

+

23]. Implications

[HOGF23]. Impro v emen t [Sac20].

Impro ving [ANM23, DRS24]. Inaugural

[LM20]. Inciden t [KLA23]. indep enden t

[SBU21]. Indian [BIG

+

23]. Industrial

[AFS

+

22, XZA

+

23]. Inference

[SKM

+

20, SD A

+

22]. Information

[HMS23, ITZ23, LBG23, SRA24, SGH23].

Informativ e [ABA23]. Informing

[SLBC21]. Infrastructure

[vHvdHdVvRD23, BMO

V23]. Input

[SD A

+

22]. Inputs [GLS21]. Inro duction

[ZLP

A21]. Insider

[Ano22, W

ASC22, ZYW22]. Insiders

[ZBF22]. Instrumen tation

[DIPQ22, FRF22]. In tegrate [Sac20].

In tegrated [CC23]. In telligence

[BSM

+

22, CKMB23, DHT22, JDCK22,

SLBC21, ZSS22]. In telligen t [SBL22].

In terception [ST20, WMY20].

In terdisciplinary [FT23]. In terface

[K CH

+

20]. In ternet [AFS

+

22, HLP22].

In terpreting [HS22]. In tro duction

[Ano22, A CHC

+

23, A

G23, BKS23, CV20,

DvdH22, DS23, DRS

+

21, HMS23, KMGR22,

MNP

+

22, PLD

+

20, PLD

+

21, PLS22,

R UPT22, SES22]. In trusion

[AMS23, AAF

+

22, CPDH20, DKP21,

HSZ

+

23, L WS

+

23, R VD

+

21]. In v asion

[HLP22]. In v estigating [BSM

+

22].

In v estigation [VSV

+

21]. In viSeal

[KMPS23]. In v oking [W

ASC22]. IoT

[ANM23, LZ23, MVM22, Moz22, RBA

+

23,

SES22, TCBK20]. IronNetInjector

[R GK23]. Issue [Ano22, A CHC

+

23, A

G23,

BKS23, CV20, DvdH22, DS23, HMS23,

ITZ23, KMGR22, LM20, MNP

+

22, Met21,

PLD

+

20, PLD

+

21, PLS22, R

UPT22, SES22].

JIT [Moz22]. Just [HS22, SASTL22].

Keeping [BMO

V23]. Key

[DHT22, vHvdHdVvRD23]. Kno w [BE23].

Kno wledge [BSM

+

22, HTR

O24].

Lab el [W

C22]. Lab eling [DRS24].

Language [R

GK23]. Laplacian [APY21].

Large [ADJ

+

20, Moz22, XZA

+

23].

Large-Scale [Moz22, ADJ

+

20, XZA

+

23].

LA V A [BFF

+

23]. La y er [MVM22].

Leak age [DD20]. Leak age-Based [DD20].

Learned [HSZ

+

23, LZ23]. Learning

[ABA23, ALM

+

23, BIG

+

23, BOI

+

23, Bur20,

CBB

+

24, CLH

+

22, GAS24, R VD

+

21, SRA24,

SNA

+

23, SMK20, TCBK20, dWBvdH22].

Learning-Based

[ABA23, BOI

+

23, CLH

+

22]. Legal

[HOGF23]. Less [GSS21]. Lessons

[HSZ

+

23, LZ23]. Lev eraging [BCC

+

22].

LGuard [RBA

+

23]. Libraries [ADJ

+

20].

Lifecycle [SBL22, SES22]. limiting

[GSS21]. Lo cally [JM24]. Log

[BFF

+

23, L WS

+

23]. Logic

[AMS23, CFZK23]. Logs [IKT

+

21].

Longitudinal [SCJ

+

22]. Lo oking [VS20].

Luc ky [HS22].

MA C [MVM22]. MA

C-La y er [MVM22].

Mac hine [ALM

+

23, BOI

+

23, CBB

+

24,

CLH

+

22, GAS24, SRA24, SNA

+

23,

TCBK20, dWBvdH22]. Malicious

[CT A

+

23, DSV

+

21, SMK20]. Malw are

[BKS23, BOI

+

23, Bur20, DRS24, LLM20,

PCG24, R

UPT22, RK C

+

24, TCBK20,

dWBvdH22]. Mapping [FT23]. Mark ed

[ZYW22]. Mark etplaces [CKMB23].

Matc hing [MBP22]. Material [DHT22].

Ma y [SASTL22]. Measure [W

ASC22].

Media [D

WN21]. Meets [MCH23].

Memory [BKS23, PMP20].

Memory-Based [BKS23].

Memory-residen t [PMP20]. Menace

[LCTC23]. Metho dology [R

CGA22].

Metho ds [R VD

+

21]. Metric [RK C

+

24].

Metrics [KB20]. Mid [LCTC23].

Mid-pandemic [LCTC23]. Minimal

[BIG

+

23]. Mitigating [MB23, PMP20].

Mitigation [CF

QP23, HTR

O24, W

ASC22].

Mobile [dWBvdH22]. Mo del

[BSM

+

22, SMK20, SKM

+

20, ZJPZ20].

Mo deling [AAF

+

22, SD A

+

22]. Mo delling

[AEA

+

23]. Mo dels [GAS24]. Mo dular

[L WS

+

23]. Monitoring [BPP22, Sac20].

Mouse [GLS21, IKT

+

21]. Mo ving

[MVM22]. Multi [BMO

V23, ITZ23].

Multi-infrastructure [BMO

V23].

Multimo dal [HMD24]. Multiple [MB23].

Multistage [SPV23].

Name [DSV

+

21]. National [KLA23].

Nativ e [GL

TW23]. Nativ e-based

[GL TW23]. Nature [ABA23, DRS

+

21].

negativ e [EMS

+

23]. Netherlands [Ko o20].

Net w ork [A YP

+

21, AAF

+

22, HBR V

+

21,

HLP22, XNC

+

23]. Net w orks

[CC23, JM24, W

ASC22]. Neural

[JM24, W

ASC22]. News

[D WN21, VSV

+

21, ZLP

A21, ZJPZ20].

Noisy [SPM23]. Non [EMS

+

23, FT23].

Non-consensual [FT23]. Non-negativ e

[EMS

+

23]. Note

[BPP22, GAS24, Ko o20, Moz22]. Notes

[SASTL22]. No v el [Moz22]. Num b er

[Tsu24].

O A Ts’inside [GL

TW23]. Obfuscated

[GL TW23]. Ob ject [GL

TW23]. Off [W

C22].

Off-Lab el [W

C22]. Office [CT A

+

23]. One

[SASTL22]. Online [CYGL20]. only

[PMP20]. on to [DH22]. Op co de [TCBK20].

Op erating [CPDH20]. Op eration

[R CGA22]. Op erational [DSV

+

21, SGH23].

Opinion [SCJ

+

22]. Opp ortunities

[GDP20]. Organizational [SD A

+

22].

Origin [KVB23, SMY23]. Originating

[Tsu24]. Other [BKS23]. Outsourced

[MBP22]. Ov erview [AFS

+

22].

pandemic [LCTC23]. P art [PLD

+

20].

P assiv e [DHT22]. P ast [SRBS20]. P attern

[MBP22]. PDoT [NPT21]. P eople

[UKM20]. P erceptions

[O ASD

+

22, UKM20]. P erfect [D

WN21].

P erformance [A

CS23, CF

QP23].

P ersisten t [LLM20, MMY23]. P ersonalit y

[YCG

+

23]. P ersp ectiv e [HLP22, VV22].

P ersp ectiv es [FT23, ZLP

A21]. Phishing

[ABA23, GAS24]. Ph ysical

[HMD24, LSK

+

22]. Ph ysically [VPG

+

23].

Pip eline [L WS

+

23]. Pita y a [DD20].

Platform [HSZ

+

23, SBU21].

Platform-indep enden t [SBU21]. P oin t

[A VS

+

22]. P oisoning [A VS

+

22]. P olicy

[WS23]. P olymorphism [MCH23].

P ornograph y [FT23]. P ortal [SLBC21].

P ositiv es [Sac20]. P ossible [HS22]. P o w er

[DD20]. Practical [DD20, LHH22].

Practice [Ami21, LM20, LR

W22, ZSS22].

Pre [LCTC23]. Pre-pandemic [LCTC23].

Predator [AEA

+

23]. Prediction [JRE

+

21].

Premadoma [DSV

+

21]. Prev alence

[HGKS23]. Prev en t [DSV

+

21]. Prev en tion

[MVM22]. Prey [AEA

+

23]. Priv acy

[A YP

+

21, K GH

+

22, KMGR22, MBP22,

O ASD

+

22, SPM23, SCJ

+

22].

Priv acy-a w are [MBP22]. Priv ate

[JM24, NPT21]. Proactiv e [VS20].

Problems [CBB

+

24, SMY23]. Pro cess

[SBL22]. Pro cesses [ZYW22]. Pro cessing

[SRBS20]. Programmable [AMS23].

Programs [LBG23]. Pro ject [BPP22].

Prop osing [BSM

+

22]. Proprietary

[RBA

+

23]. Protected [DKP21].

Protecting [LRMZA21, PMP20].

Protection [MCH23]. Proto col

[RRF

+

23, Sun22]. Proto cols

[CML

V24, LZ23]. Psyc hological [D

WN21].

Public [SCJ

+

22, vHvdHdVvRD23]. PUF

[LZ23]. PUF-based [LZ23]. Pulse [Ko o20].

purp ose [EMS

+

23].

Qualit y [KB20, ZSS22]. Quan tifying

[K GH

+

22]. Quan titativ e [FT23].

Random [Sun22]. Randomized

[JYMJ22, MVM22]. Ransom w are

[A CS23, A CHC

+

23, AEA

+

23, BE23, CC23,

LCTC23, MB23, YCG

+

23]. Real

[BIG

+

23, HZB21]. Real-time [BIG

+

23].

Real-w orld [HZB21]. Realistic

[AAF

+

22, GBB23]. Redacted [SD A

+

22].

Registrations [DSV

+

21]. Relev anceof

[GH23]. Rep orts [DRS24]. Rep ositories

[DH22]. Represen tation [BSM

+

22].

Request [SRBS20]. Researc h

//dl.acm.org/doi/10.

1145/3579648 .

Axon:2022:ECC

[AFS

+

22] Louise Axon, Katherine

Fletc her, Arianna Sc h uler

Scott, Marcel Stolz, Rob ert

Hannigan, Ali El Kaa-

farani, Mic hael Gold-

smith, and Sadie Creese.

Emerging cyb ersecurit y

capabilit y gaps in the

industrial In ternet of

Things: Ov erview and

researc h agenda. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

3(4):34:1–34:??, Decem-

b er 2022. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3503920 .

Aysu:2023:ISI

[A G23] Aydin Aysu and Scott R.

Graham. In tro duction to

the sp ecial issue on the

digital threats of hard-

w are securit y . Digital

Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 4(2):

16:1–16:??, June 2023.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3585011 .

Apruzzese:2023:RML

[ALM

+

23] Gio v anni Apruzzese, P a v el

Lask o v, Edgardo Mon tes de Oca, Wissam Mal-

louli, Luis Brdalo Rapa,

A thanasios V asileios Gram-

matop oulos, and F abio

Di F ranco. The role

of mac hine learning in

cyb ersecurit y . Digital

Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 4(1):

8:1–8:??, Marc h 2023. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3545574 .

Amiet:2021:BVP

[Ami21] Nils Amiet. Blo c k c hain

vulnerabilities in practice.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 2

(2):8:1–8:7, Marc h 2021.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3407230 .

Allison:2023:GEI

[AMS23] Da vid Allison, Kieran

McLaughlin, and P aul

Smith. Go osew olf: an

em b edded in trusion detec-

tion system for adv anced

programmable logic con-

trollers. Digital Thr e ats:

R ese ar ch and Pr actic e

(DTRAP), 4(4):59:1–59:??,

Decem b er 2023. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3617692.

Albasir:2023:TIS

[ANM23] Ab durhman Albasir, Kshi-

rasagar Naik, and Ri-

cardo Manzano. T o-

w ard impro ving the secu-

rit y of IoT and CPS de-

vices: an AI approac h.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 4

(2):22:1–22:??, June 2023.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3497862 .

Anon ymous:2022:ISI

[Ano22] Anon ymous. In tro duc-

tion to the sp ecial issue

on insider threats. Digi-

tal Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 3(1):

1:1–1:3, Marc h 2022. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3477501 .

Akso y:2021:DLC

[APY21] Sinan G. Akso y , Emilie

Purvine, and Stephen J.

Y oung. Directional Lapla-

cian cen tralit y for cy-

b er situational a w areness.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

2(4):28:1–28:28, Decem-

b er 2021. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3450286 .

Alder:2022:FPU

[A VS

+

22] F ritz Alder, Jo V an

Bulc k, Jesse Spielman,

Da vid Osw ald, and F rank

Piessens. F ault y p oin t

unit: ABI p oisoning at-

tac ks on trusted execu-

tion en vironmen ts. Digi-

tal Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 3(2):

13:1–13:26, June 2022.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3491264 .

Aleroud:2021:ANT

[A YP

+

21] Ahmed Aleroud, F an

Y ang, Sai Chaithan y a P al-

laprolu, Zhiyuan Chen,

and George Karabatis.

Anon ymization of net-

w ork traces data through

condensation-based dif-

feren tial priv acy . Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

2(4):30:1–30:23, Decem-

b er 2021. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3425401 .

Boutet:2022:DLB

[BCC

+

22] An toine Boutet, Claude

Castelluccia, Mathieu Cunc he,

C ´ edric Lauradou, Vincen t

Ro ca, Adrien Baud, and

Pierre-Guillaume Ra v erdy .

Desire: Lev eraging the

b est of cen tralized and de-

cen tralized con tact trac-

ing systems. Digital

Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 3

(3):28:1–28:??, Septem-

b er 2022. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3480467 .

Bausc h:2023:FEC

[BD23] Florian Bausc h and An-

dreas Dew ald. F oren-

sic examination of Ceph.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

4(3):37:1–37:??, Septem-

b er 2023. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3609862 .

Ba jpai:2023:KTR

[BE23] Pransh u Ba jpai and Ric hard

En b o dy

. Kno w th y ran-

som w are resp onse: a de-

tailed framew ork for devis-

ing effectiv e ransom w are

resp onse strategies. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

4(4):57:1–57:??, Decem-

b er 2023. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3606022 .

Ba jramo vic:2023:LLA

[BFF

+

23] Edita Ba jramo vic, Christofer

F ein, Marius F rink en, P aul

R¨ osler, and F elix F reiling.

LA V A: Log authen tication

and v erification algorithm.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

4(3):35:1–35:??, Septem-

b er 2023. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3609233 .

Bho wmic k:2023:BCS

[BIG

+

23] Ra jat Subhra Bho wmic k,

Rah ul Indra, Isha Ganguli,

Ja y an ta P aul, and Ja y a

Sil. Breaking Captc ha sys-

tem with minimal exer-

tion through deep learn-

ing: Real-time risk as-

sessmen t on Indian go v-

ernmen t W ebsites. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 4

(2):28:1–28:??, June 2023.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3584974 .

Botacin:2023:ISI

[BKS23] Marcus Botacin, Uriel

Kosa y ev, and Ruimin Sun.

In tro duction to the sp ecial

issue on memory-based

malw are and other uncon-

v en tional threats. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

4(3):39:1–39:??, Septem-

b er 2023. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3627521 .

Bo y arc h uk:2023:KET

[BMO

V23] Oleg Bo y arc h uk, Sebas-

tiano Mariani, Stefano Or-

tolani, and Gio v anni Vi-

gna. Keeping up with the

emotets: T rac king a m ulti-

infrastructure b otnet. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

4(3):41:1–41:??, Septem-

b er 2023. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3594554 .

Bridges:2023:BHE

[BOI

+

23] Rob ert A. Bridges, Sean

Oesc h, Mic hael D. Ianna-

cone, Kelly M. T. Huf-

fer, Brian Jew ell, Jeff A.

Nic hols, Brian W eb er,

Miki E. V erma, Daniel

Scofield, Craig Miles,

Thomas Plummer, Mark

Daniell, Anne M. T all,

Justin M. Bea v er, and

Jared M. Smith. Be-

y ond the h yp e: an ev alua-

tion of commercially a v ail-

able mac hine learningbased malw are detectors.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 4

(2):27:1–27:??, June 2023.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3567432 .

Ba jic:2022:FND

[BPP22] Mila Ba ji ´ c, Andrej P etro-

vski, and Bo jan P erk o v.

Field note on doing dig-

ital righ ts: Cen tral and

Southeast Europ e Mon-

itoring Pro ject. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

3(3):23:1–23:??, Septem-

b er 2022. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3513024 .

Bromander:2022:ISC

[BSM

+

22] Siri Bromander, Mor-

ton Swimmer, Lilly Pi-

jnen burg Muller, Audun

Jøsang, Martin Eian, Geir

Skjøtskift, and F redrik

Borg. In v estigating shar-

ing of cyb er threat in-

telligence and prop osing

a new data mo del for

enabling automation in

kno wledge represen tation

and exc hange. Digital

Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 3(1):

6:1–6:22, Marc h 2022. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3458027 .

Burton:2020:UL T

[Bur20] Ren ´ ee Burton. Unsu-

p ervised learning tec h-

niques for malw are c har-

acterization: Understand-

ing certain DNS-based

DDoS attac ks. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

1(3):14:1–14:26, Septem-

b er 2020. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3377869 .

Cesc hin:2024:MLS

[CBB

+

24] F abr ´ ıcio Cesc hin, Mar-

cus Botacin, Alb ert Bifet,

Bernhard Pfahringer, Luiz S.

Oliv eira, Heitor Murilo

Gomes, and Andr ´ e Gr ´ egio.

Mac hine learning (in) se-

curit y: a stream of prob-

lems. Digital Thr e ats:

R ese ar ch and Pr actic e

(DTRAP), 5(1):9:1–9:??,

Marc h 2024. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3617897 .

Cart wrigh t:2023:ERA

[CC23] Anna Cart wrigh t and Ed-

w ard Cart wrigh t. The eco-

nomics of ransom w are attac ks on in tegrated sup-

ply c hain net w orks. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

4(4):56:1–56:??, Decem-

b er 2023. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3579647 .

Carna:2023:FHH

[CF QP23] Stefano Carn` a, Serena

F erracci, F rancesco Quaglia,

and Alessandro P ellegrini.

Figh t hardw are with hard-

w are: System wide detec-

tion and mitigation of

side-c hannel attac ks us-

ing p erformance coun ters.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 4

(1):5:1–5:??, Marc h 2023.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3519601 .

Chen:2023:GGA

[CFZK23] Huili Chen, Cheng F u,

Jishen Zhao, and F arinaz

Koushanfar. GALU: a

genetic algorithm frame-

w ork for logic unlo c king.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 4

(2):21:1–21:??, June 2023.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3491256.

Connolly:2023:D WM

[CKMB23] Kate Connolly

, Anna

Klempa y , Mary McCann,

and P aul Brenner. Dark

W eb mark etplaces: Data

for collab orativ e threat

in telligence. Digital

Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 4

(4):49:1–49:??, Decem-

b er 2023. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3615666 .

Chen:2022:BML

[CLH

+

22] Ch ung-Kuan Chen, Si-

Chen Lin, Szu-Ch un

Huang, Y ung-Tien Ch u,

Chin-Laung Lei, and

Ch un-Ying Huang. Build-

ing mac hine learning-

based threat h un ting sys-

tem from scratc h. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

3(3):20:1–20:??, Septem-

b er 2022. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3491260 .

Chen:2024:EEF

[CML

V24] Y urong Chen, Y ongsheng

Mei, Tian Lan, and Guru

V enk ataramani. Explor-

ing effectiv e fuzzing strate-

gies to analyze comm u-

nication proto cols. Digital Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 5(1):

11:1–11:??, Marc h 2024.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3526088 .

Chev alier:2020:ISC

[CPDH20] Ronn y Chev alier, Da vid

Plaquin, Chris Dalton,

and Guillaume Hiet. In-

trusion surviv abilit y for

commo dit y op erating sys-

tems. Digital Thr e ats:

R ese ar ch and Pr actic e

(DTRAP), 1(4):21:1–21:30,

Decem b er 2020. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3419471 .

Casino:2023:A CV

[CT A

+

23] F ran Casino, Nik olaos T o-

tosis, Theo doros Ap os-

tolop oulos, Nik olaos Lyk-

ousas, and Constan tinos

P atsakis. Analysis and

correlation of visual evi-

dence in campaigns of ma-

licious Office do cumen ts.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 4

(2):26:1–26:??, June 2023.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3513025.

Cormac k:2020:IFS

[CV20] Andrew Cormac k and

Jero en V an der Ham. In-

tro duction to the FIRST

sp ecial issue. Digital

Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 1(1):

2:1–2:3, Marc h 2020. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/abs/

10.1145/3380746 .

Cai:2020:TO A

[CYGL20] Y egui Cai, George O. M.

Y ee, Y uan Xiang Gu,

and Ch ung-Horng Lung.

Threats to online adv er-

tising and coun termea-

sures: a tec hnical surv ey .

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 1

(2):11:1–11:27, July 2020.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/abs/

10.1145/3374136 .

Durv aux:2020:SPP

[DD20] F ran¸ cois Durv aux and

Marc Durv aux. SCA-

Pita y a: a practical and af-

fordable side-c hannel at-

tac k setup for p o w er

leak age-based ev aluations.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 1

(1):3:1–3:16, Marc h 2020.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/abs/

10.1145/3371393 .

Dusing:2022:ADT

[DH22] Johannes D ¨ using and Ben

Hermann. Analyzing

the direct and transi-

tiv e impact of vulnera-

bilities on to differen t ar-

tifact rep ositories. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

3(4):38:1–38:??, Decem-

b er 2022. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3472811 .

Dulauno y:2022:APC

[DHT22] Alexandre Dulauno y , Jean-

Louis Huynen, and Au-

relien Thirion. Activ e

and passiv e collection of

SSH k ey material for cyb er

threat in telligence. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

3(3):19:1–19:??, Septem-

b er 2022. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3491262 .

DElia:2022:EDB

[DIPQ22] Daniele Cono D’Elia,

Lorenzo In vidia, F ederico

P almaro, and Leonardo

Querzoni. Ev aluating dy-

namic binary instrumen ta-

tion systems for conspicu-

Genc:2021:CMG

[GLS21] Ziy a Alp er Gen¸ c, Gabriele

Lenzini, and Daniele Sgan-

durra. Cut-and-mouse and

ghost con trol: Exploit-

ing an tivirus soft w are with

syn thesized inputs. Digi-

tal Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 2(1):

4:1–4:23, Marc h 2021. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3431286 .

Graux:2023:OR O

[GL TW23] Pierre Graux, Jean-F ran¸ cois

Lalande, V al ´ erie Viet T riem

T ong, and Pierre Wilk e.

O A Ts’inside: Retriev-

ing ob ject b eha viors from

nativ e-based obfuscated

Android applications. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 4

(2):30:1–30:??, June 2023.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3584975 .

Georgoulias:2023:CV C

[GPFV23] Dimitrios Georgoulias,

Jens Myrup P edersen,

Morten F alc h, and Em-

manouil V asilomanolakis.

CO VID-19 v accination

certificates in the Dark-

w eb. Digital Thr e ats:

R ese ar ch and Pr actic e

(DTRAP), 4(1):7:1–7:??,

Marc h 2023. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3530877 .

Glazer:2021:MSL

[GSS21] Amanda K. Glazer, Ja-

cob V. Sp ertus, and

Philip B. Stark. More

st yle, less w ork: Card-

st yle data decrease risk-

limiting audit sample

sizes. Digital Thr e ats:

R ese ar ch and Pr actic e

(DTRAP), 2(4):32:1–32:15,

Decem b er 2021. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3457907 .

Ga jrani:2020:VVV

[GTL

+

20] Jy oti Ga jrani, Meenakshi

T ripathi, Vija y Laxmi,

Gaura v Somani, Akk a

Zemmari, and Mano j Singh

Gaur. V ulv et: V et-

ting of vulnerabilities in

Android apps to th w art

exploitation. Digital

Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 1(2):

10:1–10:25, July 2020.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/abs/

10.1145/3376121 .

Happa:2021:ADS

[HAH

+

21] Jassim Happa, Ioan-

nis Agrafiotis, Martin

Helmhout, Thomas Bashford-

Rogers, Mic hael Gold-

smith, and Sadie Creese.

Assessing a decision sup-

p ort to ol for SOC an-

alysts. Digital Thr e ats:

R ese ar ch and Pr actic e

(DTRAP), 2(3):22:1–22:35,

Septem b er 2021. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3430753 .

Happa:2021:DND

[HBR V

+

21] Jassim Happa, Thomas

Bashford-Rogers, Alas-

tair Janse V an Rensburg,

Mic hael Goldsmith, and

Sadie Creese. Deception

in net w ork defences us-

ing unpredictabilit y . Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

2(4):29:1–29:26, Decem-

b er 2021. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3450973 .

Hilbig:2023:STR

[HGKS23] T obias Hilbig, Thomas

Geras, Erwin Kupris,

and Thomas Sc hrec k.

security.txt revisited:

Analysis of prev alence and

conformit y in 2022. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

4(3):36:1–36:??, Septemb er 2023. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3609234 .

Husak:2022:HIA

[HLP22] Martin Hus´ ak, Martin

Lasto vic k a, and T om´ as

Plesn ´ ık. Handling In-

ternet activism during

the Russian in v asion of

Ukraine: a campus net-

w ork p ersp ectiv e. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

3(3):17:1–17:??, Septem-

b er 2022. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3534566 .

Hong:2024:T AD

[HMD24] Andrew E. Hong, P eter P .

Malino vsky

, and Suresh K.

Damo daran. T o w ards at-

tac k detection in m ulti-

mo dal cyb er-ph ysical sys-

tems with stic ky HDP-

HMM based time series

analysis. Digital Thr e ats:

R ese ar ch and Pr actic e

(DTRAP), 5(1):5:1–5:??,

Marc h 2024. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3604434.

Hueca:2023:ISI

[HMS23] Angel Hueca, Sharon

Mudd, and Timoth y

Shimeall. In tro duction to

the sp ecial issue on in-

formation sharing. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

4(4):47:1–47:??, Decem-

b er 2023. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3635391 .

Hussain:2022:EVD

[HND

+

22] Shehzeen Hussain, P aarth

Neekhara, Brian Dolhan-

sky , Joanna Bitton, Cris-

tian Can ton F errer, Ju-

lian McAuley

, and F ari-

naz Koushanfar. Ex-

p osing vulnerabilities of

deepfak e detection sys-

tems with robust attac ks.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

3(3):30:1–30:??, Septem-

b er 2022. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3464307 .

Hammer:2023:F CF

[HOGF23] Andreas Hammer, Mathis

Ohlig, Julian Geus, and

F elix F reiling. A functional

classification of forensic

access to storage and its

legal implications. Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

4(3):32:1–32:??, Septem-

b er 2023. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3609231 .

Ho wland:2023:CUB

[Ho w23] Henry Ho wland. CVSS:

Ubiquitous and brok en.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 4

(1):1:1–1:??, Marc h 2023.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3491263 .

Householder:2022:WSJ

[HS22] Allen D. Householder and

Jonathan Spring. Are

w e skillful or just luc ky?

In terpreting the p ossi-

ble histories of vulnera-

bilit y disclosures. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

3(4):39:1–39:??, Decem-

b er 2022. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3477431 .

Husak:2023:LLA

[HSZ

+

23] Martin Hus´ ak, P a v ol

Sok ol, Martin Z´ adn ´ ık,

V´ acla v Bartos, and Mar-

tin Hor´ ak. Lessons learned

from automated shar-

ing of in trusion detection

alerts: The case of the

SABU platform. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

4(4):48:1–48:??, Decem-

b er 2023. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3611391 .

Hem b erg:2024:ETV

[HTR

O24] Erik Hem b erg, Matthew J.

T urner, Nic k Rutar, and

Una-Ma y O’reilly

. En-

hancemen ts to threat, vul-

nerabilit y , and mitiga-

tion kno wledge for cy-

b er analytics, h un ting,

and sim ulations. Digi-

tal Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 5(1):

8:1–8:??, Marc h 2024. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3615668 .

Huang:2021:IR W

[HZB21] T eng-Chieh Huang, Ra-

zieh Nokh b eh Zaeem, and

K. Suzanne Barb er. Iden-

tifying real-w orld cred-

ible exp erts in the fi-

nancial domain. Digi-

tal Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 2(2):

17:1–17:14, June 2021.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3446783 .

Iliou:2021:D A W

[IKT

+

21] Christos Iliou, Theo doros

Kostoulas, Theo dora Tsikrik a,

V asilis Katos, Stefanos

V ro c hidis, and Ioannis

Kompatsiaris. Detec-

tion of adv anced W eb

b ots b y com bining W eb

logs with mouse b e-

ha vioural biometrics. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

2(3):24:1–24:26, Septem-

b er 2021. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3447815 .

Iy engar:2023:SIA

[ITZ23] S. S. Iy engar, Bha-

v ani Th uraisingham, and

Marek Zm uda. Sp ecial is-

sue on actionable infor-

mation for digital threat

disco v ery using con textu-

alized data or m ulti sen-

sor data fusion. Digi-

tal Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 4(2):

23:1–23:??, June 2023.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3585079 .

Jarvis:2022:VED

[JDCK22] P aul-Da vid Jarvis, Amalia

Damianou, Cosmin Cioban u,

and V asilis Katos. V ul-

nerabilit y exp osure driv en

in telligence in smart, cir-

cular cities. Digital

Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 3

(4):40:1–40:??, Decem-

b er 2022. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3487059 .

Joshi:2024:LSP

[JM24] Ruc ha Bhalc handra Joshi

and Subhank ar Mishra.

Lo cally and structurally

priv ate graph neural net-

w orks. Digital Thr e ats:

R ese ar ch and Pr actic e

(DTRAP), 5(1):10:1–10:??,

Marc h 2024. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3624485 .

Jacobs:2021:EPS

[JRE

+

21] Ja y Jacobs, Sasha Ro-

manosky

, Benjamin Ed-

w ards, Idris Adjerid, and

Mic hael Ro ytman. Ex-

ploit Prediction Scoring

System (EPSS). Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 2

(3):20:1–20:17, July 2021.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3436242 .

Jelesnianski:2022:SSR

[JYMJ22] Christopher Jelesnianski,

Jin w o o Y om, Changw o o

Min, and Y eong jin Jang.

Securely sharing random-

ized co de that flies. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

3(3):32:1–32:??, Septem-

b er 2022. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3474558 .

Kohlrausc h:2020:ASS

[KB20] Jan Kohlrausc h and Eu-

gene A. Brin. ARIMA sup-

plemen ted securit y met-

rics for qualit y assurance

and situational a w areness.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 1

(1):6:1–6:21, Marc h 2020.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/abs/

10.1145/3376926 .

Karim:2020:AD A

[K CH

+

20] Im tiaz Karim, F abrizio Ci-

cala, Sy ed Rafiul Hus-

sain, Omar Cho wdh ury ,

and Elisa Bertino. A T-

F uzzer: Dynamic analysis

framew ork of A

T in terface

for Android smartphones.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

1(4):23:1–23:29, Decem-

b er 2020. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3416125 .

Kaptc h uk:2022:HGG

[K GH

+

22] Gabriel Kaptc h uk, Daniel G.

Goldstein, Eszter Har-

gittai, Jak e M. Hof-

man, and Elissa M. Red-

miles. Ho w go o d is go o d

enough? Quan tifying the

impact of b enefits, accu-

racy

, and priv acy on will-

ingness to adopt CO

VID-

19 decision aids. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

3(3):27:1–27:??, Septem-

b er 2022. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3488307 .

Kumar:2021:T A G

[KIP21] Ra jesh Kumar, Can Isik,

and Vir V. Phoha. T read-

mill Assisted Gait Sp o of-

ing (T A GS): an emerging

threat to w earable sensor-

based gait authen tication.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

2(3):23:1–23:17, Septem-

b er 2021. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3442151 .

Kassim:2023:UHN

[KLA23] Sharifah Roziah Bin ti Mohd

Kassim, Sh ujun Li, and

Budi Arief. Under-

standing ho w national

CSIR

Ts ev aluate cyb er in-

ciden t resp onse to ols and

data: Findings from fo cus

group discussions. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

4(3):45:1–45:??, Septem-

b er 2023. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3609230 .

Kaptc h uk:2022:ISI

[KMGR22] Gabriel Kaptc h uk, F abio

Massacci, Sara Niev es Matheu

Garcia, and Elissa M.

Redmiles. In tro duc-

tion to the sp ecial is-

sue on securit y and pri-

v acy for CO

VID-19. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

3(3):24:1–24:??, Septem-

b er 2022. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3549070 .

Kumar:2023:ISD

[KMPS23] Saurabh Kumar, Deba-

datta Mishra, Bisw aban-

dan P anda, and Sandeep Ku-

mar Sh ukla. In viSeal:

a stealth y dynamic anal-

ysis framew ork for An-

droid systems. Digital

Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 4(1):

13:1–13:??, Marc h 2023.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3567599 .

Ko ot:2020:FNC

[Ko o20] Matthijs Ko ot. Field

note on CVE-2019-11510:

Pulse connect secure SSL-

VPN in The Netherlands.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 1

(2):13:1–13:7, July 2020.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/abs/

10.1145/3382765 .

Konstan tino vskiy:2021:T AF

[KPBZ21] Lev Konstan tino vskiy ,

Oliv er Price, Mev an Babak ar,

and Ark aitz Zubiaga. T o-

w ard automated factc hec k-

ing: Dev eloping an anno-

tation sc hema and b enc h-

mark for consisten t au-

tomated claim detection.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 2

(2):14:1–14:16, June 2021.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3412869 .

Klier:2023:BF A

[KVB23] Saman tha Klier, Jan

V arenk amp, and Harald

Baier. Bac k and forth-

on automatic exp osure

of origin and dissemina-

tion of files on Windo ws.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

4(3):34:1–34:??, Septem-

b er 2023. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3609232 .

Langehaug:2023:CCR

[LBG23] T or Langehaug, Brett

Borghetti, and Scott Gra-

ham. Classifying co-

residen t computer pro-

grams using informa-

tion rev ealed b y re-

source con ten tion. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 4

(2):17:1–17:??, June 2023.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3464306 .

Lang:2023:EMR

[LCTC23] Mic hael Lang, Lena Con-

nolly , P aul T a ylor, and

Phillip J. Corner. The

ev olving menace of ran-

som w are: a comparativ e

analysis of pre-pandemic

and mid-pandemic at-

tac ks. Digital Thr e ats:

//dl.acm.org/doi/10.

1145/3580605 .

Mozurk ewic h:2022:FNI

[Moz22] Karl Mozurk ewic h. Field

note on IoT securit y:

No v el JIT securit y for

large-scale heterogeneous

IoT deplo ymen ts. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

3(4):36:1–36:??, Decem-

b er 2022. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3503919 .

Metcalf:2021:EDB

[MS21] Leigh Metcalf and Jonathan M.

Spring. The ecosystem

of detection and blo c klist-

ing of domain generation.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

2(3):19:1–19:22, Septem-

b er 2021. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3423951 .

Madani:2022:RMT

[MVM22] P o oria Madani, Natalija

Vla jic, and Iv o Malje-

vic. Randomized mo v-

ing target approac h for

MA C-La y er sp o ofing de-

tection and prev en tion

in IoT systems. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

3(4):35:1–35:??, Decem-

b er 2022. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3477403 .

Nak atsuk a:2021:PPD

[NPT21] Y oshimic hi Nak atsuk a,

Andrew P a v erd, and Gene

Tsudik. PDoT: Pri-

v ate DNS-o v er-TLS with

TEE supp ort. Digital

Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 2(1):

3:1–3:22, Marc h 2021. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3431171 .

Oesc h:2022:UPS

[O ASD

+

22] Sean Oesc h, Ruba Abu-

Salma, Oumar Diallo, Ju-

liane Kr¨ amer, James Sim-

mons, Justin W u, and

Scott Ruoti. User p er-

ceptions of securit y and

priv acy for group c hat.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 3

(2):15:1–15:29, June 2022.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3491265 .

Osman:2020:SAA

[OMHY20] T ousif Osman, Moham-

mad Mannan, Urs Hen-

gartner, and Amr Y oussef.

Securing applications against

side-c hannel attac ks through

resource access v eto. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

1(4):22:1–22:29, Decem-

b er 2020. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3416124 .

Oakley:2023:SSA

[O WY

+

23] Jonathan Oakley

, Carl

W orley

, Lu Y u, Ric hard R.

Bro oks, Ilk er

¨

Oz¸ celik, An-

thon y Skjellum, and Ji-

had S. Ob eid. Scryb e:

a secure audit trail for

clinical trial data fusion.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 4

(2):24:1–24:??, June 2023.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3491258 .

Pimen ta:2024:AR C

[PCG24] Thalita Sc harr Ro drigues

Pimen ta, F abricio Cesc hin,

and Andre Gregio. AN-

DR OIDGYNY: Review-

ing clustering tec hniques

for Android malw are fam-

ily classification. Digi-

tal Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 5(1):

3:1–3:??, Marc h 2024. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3587471 .

P erdisci:2020:IAS

[PLD

+

20] Rob erto P erdisci, Martina

Lindorfer, Adam Doup ´ e,

Andrea Lanzi, Alexan-

dros Kapra v elos, and Gi-

anluca Stringhini. In tro-

duction to the A CSA C’19

sp ecial issue — P art 1.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

1(4):19e:1–19e:3, Decem-

b er 2020. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3437251 .

P erdisci:2021:IAS

[PLD

+

21] Rob erto P erdisci, Martina

Lindorfer, Adam Doup ´ e,

Andrea Lanzi, Alexandros

Kapra v elos, and Gianluca

Stringhini. In tro duction

to the A CSA C’19 sp ecial

issue — v ol. 2. Digi-

tal Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 2(1):

1:1–1:2, Marc h 2021. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3437253 .

P erdisci:2022:IAS

[PLS22] Rob erto P erdisci, Mar-

tina Lindorfer, and Gi-

anluca Stringhini. In-

tro duction to the A C-

SA C’20 sp ecial issue. Dig-

ital Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 3(2):

12:1–12:2, June 2022. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3534708 .

P alit:2020:MDO

[PMP20] T apti P alit, F abian Mon-

rose, and Mic halis P oly-

c hronakis. Mitigating

data-only attac ks b y pro-

tecting memory-residen t

sensitiv e data. Digi-

tal Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

1(4):20:1–20:26, Decem-

b er 2020. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3419475 .

Rondon:2023:LSE

[RBA

+

23] Luis Puc he Rondon, Leonardo

Babun, Ahmet Aris, Ke-

mal Akk a y a, and A. Sel-

cuk Uluagac. LGuard:

Securing En terprise-IoT

systems against serial-

based attac ks via pro-

prietary comm unication

buses. Digital Thr e ats:

R ese ar ch and Pr actic e

(DTRAP), 4(1):10:1–10:??,

Marc h 2023. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3555721 .

Rosso:2022:SMT

[R CGA22] Martin Rosso, Mic hele

Camp obasso, Ganduulga

Gankh uy ag, and Luca Al-

lo di. SAIBERSOC: a

metho dology and to ol for

exp erimen ting with se-

curit y op eration cen ters.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 3

(2):14:1–14:29, June 2022.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3491266 .

Rose:2023:IWN

[R GK23] An thon y Rose, Scott Gra-

ham, and Jacob Kras-

no v. IronNetInjector:

W eap onizing .NET dy-

namic language run time

engines. Digital Thr e ats:

R ese ar ch and Pr actic e

(DTRAP), 4(3):40:1–40:??,

Septem b er 2023. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3603506 .

Rudd:2024:EMA

[RK C

+

24] Ethan M. Rudd, Da vid

Krisiloff, Scott Coull,

Daniel Olszewski, Edw ard

Raff, and James Holt. Ef-

ficien t malw are analysis

using metric em b eddings.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 5

(1):4:1–4:??, Marc h 2024.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3615669 .

Ren:2023:SAZ

[RRF

+

23] Mengfei Ren, Xiaolei Ren,

Huadong F eng, Jiang

Ming, and Y u Lei. Secu-

rit y analysis of Zigb ee pro-

to col implemen tation via

device-agnostic fuzzing.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 4

(1):9:1–9:??, Marc h 2023.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3551894 .

Ro driguez:2022:ISI

[R UPT22] Ricardo J. Ro dr ´ ıguez, Xa-

bier Ugarte-P edrero, and

Juan T apiador. In tro duc-

tion to the sp ecial issue

on c hallenges and trends

in malw are analysis. Digi-

tal Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 3(2):

8:1–8:2, June 2022. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3536319 .

Ring:2021:MHB

[R VD

+

21] John H. Ring, Colin M.

V an Oort, Samson Durst,

V anessa White, Joseph P .

Near, and Christian Sk alk a.

Metho ds for host-based

in trusion detection with

deep learning. Digi-

tal Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

2(4):26:1–26:29, Decem-

b er 2021. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3461462 .

Sac her:2020:FFP

[Sac20] Desiree Sac her. Finger-

p oin ting false p ositiv es:

Ho w to b etter in tegrate

con tin uous impro v emen t

in to securit y monitoring.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 1

(1):7:1–7:7, Marc h 2020.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/abs/

10.1145/3370084 .

Sto jk o vski:2022:UOD

[SASTL22] Borce Sto jk o vski, Ruba

Abu-Salma, Karen T ri-

quet, and Gabriele Lenzini.

“Unless One Do es the Re-

searc h, It Ma y Seem as

Just a Useless Battery-

consuming App” — field

notes on CO

VID-19 con-

tact tracing applications.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

3(3):26:1–26:??, Septem-

b er 2022. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3480466 .

Sac her-Boldewin:2022:IPL

[SBL22] Desiree Sac her-Boldewin

and Eireann Lev erett. The

in telligen t pro cess lifecycle

of activ e cyb er defenders.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

3(3):22:1–22:??, Septem-

b er 2022. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3499427 .

Sikder:2021:A CA

[SBU21] Amit Kumar Sikder, Leonardo

Babun, and A. Selcuk

Uluagac. Aegis+: a

con text-a w are platform-

indep enden t securit y frame-

w ork for smart home sys-

tems. Digital Thr e ats:

R ese ar ch and Pr actic e

(DTRAP), 2(1):6:1–6:33,

Marc h 2021. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3428026 .

Simk o:2022:CCT

[SCJ

+

22] Lucy Simk o, Jac k Chang,

Maggie Jiang, Ry an Calo,

F ranzisk a Ro esner, and

T ada y oshi Kohno. CO VID-

19 con tact tracing and priv acy: a longitudinal

study of public opinion.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

3(3):25:1–25:??, Septem-

b er 2022. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3480464 .

Stic ha:2022:SOD

[SD A

+

22] P aul J. Stic ha, Tirso E.

Diaz, Elise T. Axelrad,

Sean D. V ermillion, and

Dennis M. Buede. Sim u-

lating organizational data

from redacted input for

inference en terprise mo d-

eling. Digital Thr e ats:

R ese ar ch and Pr actic e

(DTRAP), 3(1):4:1–4:30,

Marc h 2022. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3457910 .

Shomo:2022:ISI

[SES22] P aul Shomo, Sebastian

Ec hev erria, and Jesse So w-

ell. In tro duction to the

sp ecial issue on the life-

cycle of IoT (in)securit y .

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

3(4):33:1–33:??, Decem-

b er 2022. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3569901 .

Sta v es:2023:AA C

[SGH23] Alexander Sta v es, An to-

nios Gouglidis, and Da vid

Hutc hison. An analysis of

adv ersary-cen tric securit y

testing within information

and op erational tec hnol-

ogy en vironmen ts. Digi-

tal Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 4(1):

14:1–14:??, Marc h 2023.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3569958 .

Sh ukla:2020:TUI

[SKM

+

20] Diksha Sh ukla, P artha Pra-

tim KUNDU, Ra vic han-

dra Malapati, Sujit P oudel,

Zhanp eng Jin, and Vir V.

Phoha. Thinking un-

v eiled: an inference and

correlation mo del to at-

tac k EEG biometrics. Dig-

ital Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 1(2):

9:1–9:29, July 2020. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/abs/

10.1145/3374137 .

Sam tani:2021:ICT

[SLBC21] Sagar Sam tani, W eifeng

Li, Victor Benjamin, and

Hsinc h un Chen. In-

forming cyb er threat in-

telligence through dark

W eb situational a w are-

ness: The AZSecure

hac k er assets p ortal. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

2(4):27:1–27:10, Decem-

b er 2021. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3450972 .

Scofield:2020:AML

[SMK20] Daniel Scofield, Craig

Miles, and Stephen Kuhn.

Automated mo del learn-

ing for accurate detec-

tion of malicious digi-

tal do cumen ts. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

1(3):15:1–15:21, Septem-

b er 2020. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3379505 .

Shobiri:2023:CDS

[SMY23] Behnam Shobiri, Moham-

mad Mannan, and Amr

Y oussef. CDNs’ dark

side: Securit y problems

in CDN-to-origin connec-

tions. Digital Thr e ats:

R ese ar ch and Pr actic e

(DTRAP), 4(1):3:1–3:??,

Marc h 2023. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3499428 .

Sanc hez:2023:D AB

[SNA

+

23] Ricardo Alejandro Man-

zano Sanc hez, Kshirasagar

Naik, Ab durhman Al-

basir, Marzia Zaman, and

Nishith Go el. Detec-

tion of anomalous b eha v-

ior of smartphone devices

using c hangep oin t anal-

ysis and mac hine learn-

ing tec hniques. Digital

Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 4(1):

2:1–2:??, Marc h 2023. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3492327 .

Sengupta:2023:BBP

[SPM23] P oushali Sengupta, Sudipta

P aul, and Subhank ar

Mishra. BUDS+: Bet-

ter priv acy with con v erger

and noisy sh uffling. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 4

(2):25:1–25:??, June 2023.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3491259 .

Sriniv asa:2023:GCE

[SPV23] Shrey as Sriniv asa, Jens Myrup

P edersen, and Emmanouil

V asilomanolakis. Gotta

catc h ’em all: a m ulti-

stage framew ork for honeyp ot fingerprin ting. Dig-

ital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

4(3):42:1–42:??, Septem-

b er 2023. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3584976 .

Sam tani:2024:AML

[SRA24] Sagar Sam tani, Edw ard

Raff, and Hyrum An-

derson. Applied ma-

c hine learning for infor-

mation securit y . Digi-

tal Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 5(1):

1:1–1:??, Marc h 2024. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3652029 .

Sanc hez-Rola:2020:CPT

[SRBS20] Isk ander Sanc hez-Rola,

Da vide Balzarotti, and

Igor San tos. Co okies from

the past: Timing serv er-

side request pro cessing

co de for history sniffing.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

1(4):24:1–24:24, Decem-

b er 2020. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3419473.

drew Simpson. T o w ards

a greater understand-

ing of co ordinated vul-

nerabilit y disclosure p ol-

icy do cumen ts. Digital

Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 4(2):

29:1–29:??, June 2023.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3586180 .

Xenakis:2023:SAS

[XNC

+

23] An tonios Xenakis, Sab-

rina Mam taz Nourin,

Zhiyuan Chen, George

Karabatis, Ahmed Aler-

oud, and Jhancy Amars-

ingh. A self-adaptiv e

and secure approac h to

share net w ork trace data.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

4(4):50:1–50:??, Decem-

b er 2023. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3617181 .

Xiao:2023:IEF

[XZA

+

23] Y a Xiao, Y ang Zhao,

Nic holas Allen, Nathan

Keynes, Danfeng (Daphne)

Y ao, and Cristina Ci-

fuen tes. Industrial exp e-

rience of finding crypto-

graphic vulnerabilities in

large-scale co debases. Dig-

ital Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 4(1):

4:1–4:??, Marc h 2023. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3507682 .

Yilmaz:2023:PTR

[YCG

+

23] Y agiz Yilmaz, Orcun

Cetin, Claudia Grigore,

Budi Arief, and Julio

Hernandez-Castro. P er-

sonalit y t yp es and ran-

som w are victimisation.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

4(4):53:1–53:??, Decem-

b er 2023. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3568994 .

Zimmer:2022:IDN

[ZBF22] Ephraim Zimmer, Chris-

tian Burk ert, and Hannes

F ederrath. Insiders dis-

sected: New foundations

and a systematisation of

the researc h on insiders.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 3

(1):2:1–2:35, Marc h 2022.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3473674 .

Zhou:2020:FNE

[ZJPZ20] Xin yi Zhou, A tisha y Jain,

Vir V. Phoha, and Reza

Zafarani. F ak e news

early detection: a theory-

driv en mo del. Digital

Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 1(2):

12:1–12:25, July 2020.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/abs/

10.1145/3377478 .

Zafarani:2021:IR T

[ZLP

A21] Reza Zafarani, Huan Liu,

Vir V. Phoha, and Ja v ad

Azimi. Inro duction on re-

cen t trends and p ersp ec-

tiv es in fak e news researc h.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 2

(2):13:1–13:3, Marc h 2021.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3448634 .

Zibak:2022:TIQ

[ZSS22] Adam Zibak, Clemens

Sauerw ein, and Andrew C.

Simpson. Threat in telli-

gence qualit y dimensions

for researc h and practice.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP),

3(4):44:1–44:??, Decem-

b er 2022. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (elec-

tronic). URL https:

//dl.acm.org/doi/10.

1145/3484202 .

Zheng:2022:UDM

[ZYW22] P anpan Zheng, Sh uhan

Y uan, and Xin tao W u.

Using Diric hlet mark ed

Ha wk es pro cesses for in-

sider threat detection.

Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 3

(1):5:1–5:19, Marc h 2022.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337

(electronic). URL https:

//dl.acm.org/doi/10.

1145/3457908.