A Bibliograph y of Windo wing Systems and Securit y

Jerem y Epstein

TR W Systems Division

1 F ederal Systems P ark Driv e

F airfax, V

A 22033

USA

T el: +1 703 803 4947

E-mail: epstein@trwacs.fp.trw.com (In ternet)

∗

26 Octob er 2010

V ersion 1.05

Ov er the past sev eral y ears there has b een an increasing in terest in windo wing systems and

securit y . Most of this in terest has b een in securit y asp ects of the X Windo w System

1

, while

there has b een some w ork in p olicy issues for windo wing and in windo wing systems other than

X.

Because X is a net w ork proto col, it is susceptible to man y t yp es of attac k foreign to other

windo wing systems. Additionally

, X w as designed without concern for securit y: the X designers

frequen tly state that X pro vides (graphical) “mec hanism without p olicy”, but in the area of

securit y , X pro vides “p olicy without mec hanism.”

Muc h of the in terest in securit y has come from the go v ernmen t comm unit y , in particularly in

the form of Compartmen ted Mo de W orkstations (CMWs). The commercial w orld is increas-

ingly sensitiv e to issues of authen tication in X, and to a lesser exten t issues of audit and access

con trol to X resources.

This bibliograph y lists articles and publications addressing b oth go v ernmen t and commercial

securit y concerns. The author w elcomes additions and corrections to this list at an y of the

addresses listed ab o v e.

2

∗

This pap er w as originally published in The X R esour c e, 4(1), 103–108, 1992.

1

X Windo w System is a trademark of the Massac h usetts Institute of T ec hnology .

2

Cop yrigh t 1992 b y Jerem y Epstein. P ermission is gran ted to mak e unlimited copies of this do cumen t for

an y purp ose and without fee, pro vided that the ab o v e cop yrigh t notice and this p ermission notice is retained

on all copies.

Title w ord cross-reference

-or- [7].

Applications [11]. Approac h [16]. Arc hitecture [3]. Arc hitectures [19].

B1 [24]. B3 [9]. based [3]. Building [7].

Cautionary [14]. Certifiable [24]. CMW [11]. Comparison [19]. Compartmen ted [12].

Concurren t [16]. Criteria [12]. Cut [17].

Do wngrading [14]. draft [20].

Enhancemen ts [2]. Ev aluation [12]. Ev olution [10].

F ree [22].

Generic [1].

Heterogeneous [16]. High [25].

Image [14]. INsecure [20]. In terop erabilit y [19]. Issues [7].

Lab eling [6]. Less [20]. lev el [15]. LInX [20].

Mac h [5]. Microsystems [20]. Mo de [12]. Multi [24]. Multi-Lev el [24].

Multilev el [15, 3].

Note [14].

Op erating [24].

P aste [17]. P olicies [6]. P olicy [22]. P olicy-F ree [22]. Proto col [22]. Protot yp e [6].

Reconciling [11]. Requiremen ts [1].

Secure [4]. Securit y [1]. Serv er [5]. Single [15]. Single-lev el [15]. Sun [20].

Supp orting [16]. System [21, 1]. Systems [4, 8].

T erminal [15]. Those [11]. T rusted [7, 5]. T rusting [7].

UNIX [4]. unpublished [20].

V ersion [12]. Virtual [16].

Windo w [4, 1]. Windo wing [16]. Windo ws [2]. W orkstation [12]. W orkstations [25].

X [1]. X11 [3]. X11-based [3].

References

Bellcore:GRX92

[1] Bellcore. Generic requiremen ts for X

Windo w System securit y . T ec hnical Re-

p ort F

A-STS-991324, F ramew ork T ec hni-

cal Advisory

, June 30 1992. Describ es

some of the problems asso ciated with X in

a commercial en vironmen t, and sp ecifies

solutions including Kerb eros. Also talks

ab out auditing in X.

Bo eing:XWE88

[2] Bo eing. X windo ws enhancemen ts. T ec h-

nical Rep ort Soft w are T ec hnology for

Adaptable Reliable Systems (ST

ARS),

T ec hnical Rep ort QT

ASK 13, Bo eing, De-

cem b er 23 1988. Prob es issues in mo ving

X from b eing written in C to b eing writ-

ten in Ada and some securit y enhance-

men ts that could b e made to the X serv er.

Carson:XMW90

[3] Mark Carson and Janet Cugini. An X11-

based Multilev el Windo w System arc hi-

tecture. In Pr o c e e dings of the A utumn

1990 EUUG T e chnic al Confer enc e, Nice,

F rance, 1990. A preliminary arc hitecture

of the X p ortion of IBM’s CMW.

Carson:SWS89

[4] Mark Carson, et. al. Secure windo w sys-

tems for UNIX. In Pr o c e e dings of the

USENIX Winter 1989 Confer enc e, San

Diego, CA, USA, Jan uary 1989. An ar-

c hitecture for a CMW based on T rusted

XENIX and a text-based windo wing sys-

tem. Also men tions some X related issues.

Epstein:TXW90

[5] Jerem y Epstein and Marvin Sh ugerman.

A T rusted X Windo w System serv er for

T rusted Mac h. In Pr o c e e dings of the

USENIX Mach Confer enc e, Burlington,

VT, USA, Octob er 1990. This pap er

describ es the initial arc hitecture of the

T rusted X Windo w System protot yp e de-

v elop ed at TR

W. This pap er w as sup er-

seded b y the pap er at the Sev en th Ann ual

Computer Securit y Applications Confer-

ence [9].

Epstein:PTX90

[6] Jerem y Epstein. A protot yp e for T rusted

X lab eling p olicies. In Pr o c e e dings of the

Sixth A nnual Computer Se curity Applic a-

tions Confer enc e, T ucson, AZ, USA, De-

cem b er 1990. A discussion of visible la-

b eling issues, not sp ecific to X, but appli-

cable to an y windo wing en vironmen t.

Epstein:TXI91

[7] Jerem y Epstein and Jeffrey Picciotto.

T rusting X: Issues in building T rusted X

windo w systems -or- what’s not trusted

ab out X? In Pr o c e e dings of the 14th A n-

nual National Computer Se curity Con-

fer enc e, W ashington, DC, USA, Octob er

1991. A surv ey of the issues in v olv ed in

building trusted X systems, esp ecially of

the m ulti-lev el secure v ariet y .

Epstein:IBT91

[8] Jerem y Epstein and Jeffrey Picciotto. Is-

sues in building T rusted X Windo w Sys-

tems. The X R esour c e, 1(1), F all 1991. A

revision of the previous pap er [7], aimed

at an audience whic h is X literate, but

securit y ignoran t.

Epstein:PBT91

[9] Jerem y Epstein, et. al. A protot yp e B3

T rusted X Windo w System. In Pr o c e e d-

ings of the Seventh A nnual Computer Se-

curity Applic ations Confer enc e, San An-

tonio, TX, USA, Decem b er 1991. The

arc hitecture for TR

W’s high assurance

m ulti-lev el secure X protot yp e.

Epstein:ETB92

[10] Jerem y Epstein, et. al. Ev olution of a

T rusted B3 Windo w System protot yp e.

In Pr o c e e dings of the 1992 IEEE Sym-

p osium on R ese ar ch in Se curity and Pri-

vacy, Oakland, CA, USA, Ma y 1992. The

history of the design and tradeoffs tak en

in TR

W’s protot yp e.

F aden:R CR91

[11] Glenn F aden. Reconciling CMW require-

men ts with those of X11 applications. In

Pr o c e e dings of the 14th A nnual National

Computer Se curity Confer enc e, W ashing-

ton, DC, USA, Octob er 1991. Arc hitec-

ture of the windo wing p ortion of Sun’s

CMW.

Graubart:CMW91

[12] R. D. Graubart, J. L. Berger, and

J. P

. L. W o o dw ard. Compartmen ted

mo de, w orkstation ev aluation criteria,

v ersion 1. T ec hnical Rep ort MTR 10953

(also published b y the Defense In telli-

gence Agency as do cumen t DDS-2600-

6243-91), The MITRE Corp oration, Bed-

ford, MA, USA, June 1991. Revised re-

quiremen ts for the CMW, including a de-

scription of what they exp ect for T rusted

X.

Khera:SXW90

[13] Viv ek Khera. The secure X windo w

serv er. T ec hnical Rep ort TR90-54, Mi-

cro electronics Cen ter of North Carolina,

1990. Description of Khera’s Kerb erized

X Windo w Serv er dev elop ed at MCNC.

Also discusses securit y of X in general.

Av ailable via anon ymous ftp from cs.

duke.edu:dist/papers/khera .

Kurak:CNI92

[14] Charles Kurak and John McHugh. A cau-

tionary note on image do wngrading. In

Pr o c e e dings of the Eighth A nnual Com-

puter Se curity Applic ations Confer enc e,

San An tonio, TX, USA, Decem b er 1992.

A discussion of problems in v olv ed in view-

ing images, particularly as it applies to

m ulti-lev el windo wing.

McIlro y:MWS88

[15] D. McIlro y and J. Reeds. Multilev el win-

do ws on a single-lev el terminal. In Pr o-

c e e dings of the (First) USENIX Se curity

Workshop, P ortland, OR, USA, August

1988. Describ es a protot yp e of mo difi-

cations to the T elet yp e 5620 and driv-

ing soft w are to allo w m ulti-lev el windo ws.

Also explains some of the limitations of

the metho d.

P ascale:VWS92

[16] Rita P ascale and Jerem y Epstein. Vir-

tual windo w systems: A new approac h

to supp orting concurren t heterogeneous

windo wing systems. In Pr o c e e dings of the

USENIX Summer 1992 Confer enc e, San

An tonio, TX, USA, July 1992. A gen-

eralization of TR

W’s protot yp e to non-

securit y applications.

Picciotto:TTC91

[17] Jeffrey Picciotto. T o w ards trusted cut

and paste in the X Windo w System. In

Pr o c e e dings of the Seventh A nnual Com-

puter Se curity Applic ations Confer enc e,

San An tonio, TX, USA, Decem b er 1991.

A discussion of the securit y problems as-

so ciated with cut and paste in m ulti-lev el

secure v ersions of X.

Picciotto:TXW90

[18] Jeffrey Picciotto. T rusted X Windo w Sys-

tem. T ec hnical Rep ort MTP 288, The

MITRE Corp oration, F ebruary 1990. A

detailed explanation of MITRE’s CMW

protot yp e.

Picciotto:CTX92

[19] Jeffrey Picciotto and Jerem y Epstein. A

comparison of T rusted X securit y p oli-

cies, arc hitectures, and in terop erabilit y .

In Pr o c e e dings of the Eighth A nnual Com-

puter Se curity Applic ations Confer enc e,

San An tonio, TX, USA, Decem b er 1992.

A surv ey of in terop erabilit y issues among

CMWs and the TR

W protot yp e.

Rosen thal:LLI92

[20] Da vid S. H. Rosen thal. LInX—a Less IN-

secure X serv er (Sun Microsystems un-

published draft). An early arc hitecture

for Sun’s CMW., 1992.

Rosen thal:XWS92

[21] Da vid S. H. Rosen thal. X windo w securit y

system. US paten t 5,073,922, Describ es

implemen tation of LInX., 1992.

Smith:TPF92

[22] Mark Smith. T o w ards a p olicy-free pro-

to col supp orting a secure X Windo w Sys-

tem. In Pr o c e e dings of the 15th A n-

nual National Computer Se curity Con-

fer enc e, Baltimore, MD, USA, Octob er

1992. A concept for impro ving in terop er-

abilit y among T rusted X systems b y sepa-

rating the securit y p olicy from the system

implemen tation, th us allo wing pluggable

securit y p olicies.

Sheldric k:SXW92

[23] Dennis Sheldric k. Securit y and the X

Windo w System. UNIX World, Jan uary

1992. A discussion of some of the securit y

features in X, and threats to X.

Smith-Thomas:SML89

[24] Barbara Smith-Thomas. Secure m ulti-

lev el windo wing in a B1 certifiable secure

UNIX op erating system. In Pr o c e e dings

of the USENIX Winter 1989 Confer enc e,

San Diego, CA, USA, Jan uary 1989. De-

scrib es the arc hitecture of the m ulti-lev el

v ersion of the A

T&T 630 graphics termi-

nal. This terminal w as ev aluated as part

of A

T&T System V/MLS, whic h receiv ed

a B1 rating.

W o o dw ard:SRS87

[25] J. P

. L. W o o dw ard. Securit y require-

men ts for system high and compart-

men ted mo de w orkstations. T ec hnical

Rep ort MTR 9992, Revision 1 (also

published b y the Defense In telligence

Agency as do cumen t DDS-2600-5502-87),

The MITRE Corp oration, Bedford, MA,

USA, No v em b er 1987. The original re-

quiremen ts for the CMW, including a de-

scription of what they exp ect for T rusted

X.