A Bibliograph y of Bo oks ab out the In ternet and

Net w orking: 2010–2019

Nelson H. F. Beeb e

Univ ersit y of Utah

Departmen t of Mathematics, 110 LCB

155 S 1400 E RM 233

Salt Lak e Cit y , UT 84112-0090

USA

T el: +1 801 581 5254

E-mail: beebe@math.utah.edu, beebe@acm.org,

beebe@computer.org (In ternet)

WWW URL: https://www.math.utah.edu/~beebe/

08 August 2024

V ersion 1.20

Title w ord cross-reference

Accurate [LNNNC16]. agenda [LM15].

algorithmic [LPS11]. analysis [MST

+

19].

application [Mar18]. Applied [Bo y10].

approac h [KR10]. assessmen ts [W at14].

attac ks [PKB10]. auditing [Jac10].

band [Ev a18]. basics [EB11, Eng13].

battles [Sc h15]. b efore [Gre18]. b enefits

[Til12]. big [LSBN14]. Broad [Ev a18].

broadband [LM15]. bug [Mar18]. Built

[Car13].

cen ter [Blu12]. certified [DeF10]. c hannels

[MST

+

19]. CISO [Til12]. Cleaning [IC19].

cloud [Gre18]. collect [Sc h15]. Computer

[Bas13, JI12, KR10, Mil11]. computing

[Gre18]. con trol [Sc h15].

Coun termeasures [F

G10]. creating

[Wil10]. Cyb er [CK10]. cyb ercrime

[Kre14]. Cyb erw ar [Gre19].

Dangerous [Gre19]. Data

[IC19, Sc h15, LSBN14]. deadliest [PKB10].

Decade [SMZ

+

10]. defense [W at14].

devices [PR15]. Digital

[SMZ

+

10, JI12, LM15]. disco v er [Mar18].

do [CK10]. do or [Kre14]. do wn [KR10].

Dynamics [LM15].

easy [EB11, Eng13]. engagemen t

[LSBN14]. engineering [W at14]. epidemic

[Kre14]. Era [Gre19]. Essa ys [SMZ

+

10].

Ethical

[Bal14, DeF10, EB11, Eng13, Mar18].

Europ e [LM15]. Europ ean [Mar12, Oli12].

1

executing [W at14]. execution [MST

+

19].

exp osed [BSRS13].

F acets [F

G10]. Financial [LNNNC16].

fla ws [Mar18]. formal [Wil10].

foundations [LPS11]. F ragilit y [T uf17].

framew ork [Til12]. framew orks [LSBN14].

fron t [Kre14]. F uture [SMZ

+

10].

Gas [T uf17]. Geeks [Car13]. global [Kre14].

Goliath [Sc h15]. go o d [LSBN14]. guide

[Bal14, Bo y10, DeF10, Mar18, Til12].

hac k er [DeF10]. Hac k ers [Gre19, Mar18].

Hac king [BSRS13, BB14, PR15, Bal14,

EB11, Eng13, W ei14, Wil10, W

A11]. Hands

[Mar18, Bo y10, W ei14]. Hands-on

[Mar18, Bo y10, W ei14]. Happ en [DB10].

help [Mar18]. here [MST

+

19]. hidden

[Mar12, Sc h15, Oli12]. History [DB10].

Homeland [F

G10]. Hun t [Gre19]. h un ting

[Mar18].

information [Bo y10, Mj¨ o12, V ac10].

In ternational [DB10]. In ternet

[SMZ

+

10, Blu12, Car13, Ev a18, LPS11].

in tro duction [Mj¨ o12, W ei14]. Issue [F

G10].

journey [Blu12].

Kali [BB14]. Kremlin [Gre19].

lab [Wil10]. literacy [JI12]. lo w [PR15].

Made [DB10, EB11, Eng13, Ev a18].

manage [Til12]. Managing [V ac10].

Mark ets [LNNNC16, LM15].

Mathematical [LPS11]. maximize [Til12].

mobile [BSRS13]. Most [Gre19].

m ultidisciplinary [Mj¨ o12].

nation [Kre14]. national [CK10]. Net w ork

[Car13, Jac10, Mil11, PKB10, Mil11].

Net w ork ed [T uf17]. Net w orking

[DB10, Mar12, Oli12, KR10]. Next

[SMZ

+

10, CK10]. Ninja [W

A11].

Official [DeF10]. op erating [Wil10].

organized [Kre14]. origins [Gre18].

p en [W at14]. P enetration

[Ano11, W ei14, Bal14, Bas13, BB14, EB11,

Eng13, Mar18, NHS13, PR15, Til12, W at14,

Wil10, W

A11, Wil13]. P eople [DB10]. plan

[Til12]. P o w er [T uf17, PR15]. practical

[BB14, Mar18]. Prehistory [Mar12, Oli12].

Priv acy [F

G10, LSBN14]. Professional

[Wil10, Wil13]. Protest [T uf17]. Proto col

[Mil11]. public [LSBN14].

realizing [LM15]. reconnaissance [NHS13].

Researc h [DB10, Mar12, Oli12]. review

[DeF10].

safe [JI12]. Sandw orm [Gre19]. secrets

[BSRS13]. Securit y

[F G10, Bas13, BSRS13, Bo y10, CK10, Jac10,

JI12, Mar18, Mj¨ o12, V ac10]. Sev en

[PKB10]. side [MST

+

19]. side-c hannels

[MST

+

19]. So cial [W at14]. soft w are

[Bo y10]. solutions [BSRS13]. Spam

[Kre14]. Sp ectre [MST

+

19]. sp eculativ e

[MST

+

19]. sta y [MST

+

19]. sta ying [JI12].

story [Ev a18, Kre14]. Sync hronization

[LNNNC16, Mil11].

tactics [W

A11]. T ear [T uf17]. tec hniques

[BB14, W

A11]. testers [Mar18]. testing

[Ano11, Bal14, Bas13, BB14, EB11, Eng13,

NHS13, PR15, Til12, W at14, W ei14, Wil10,

W A11, Wil13]. tests [W at14]. threat

[CK10]. Threats [F

G10]. Time

[LNNNC16, Mil11]. top [KR10]. top-do wn

[KR10]. T raceable [LNNNC16]. T ub es

[Blu12]. Twitter [T uf17]. T ym [Gre18].

uncon v en tional [W

A11]. un told

[Ev a18, Gre18].

V erifiable [LNNNC16].

w ar [CK10]. w eb [Mar18]. who [DB10,

Ev a18]. Wireless [NHS13]. w omen [Ev a18].

W orld [LNNNC16, JI12, Sc h15].

References

Anon ymous:2011:PT

[Ano11] Anon ymous. Penetr ation test-

ing. Course T ec hnology

, Cen-

gage Learning, Clifton P ark, NY,

USA, 2011. ISBN 1-4354-8366-

9 (v ol. 1 : pap erbac k), 1-4354-

8367-7 (v ol. 2 : pap erbac k), 1-

4354-8368-5 (v ol. 3 : pap erbac k),

1-4354-8369-3 (v ol. 4 : pap er-

bac k), 1-4354-8370-7 (v ol. 5 : pa-

p erbac k). ???? pp. LCCN

QA76.9.A25 P4355 2011.

Balo c h:2014:EHP

[Bal14] Rafa y Balo c h. Ethic al hack-

ing and p enetr ation testing guide.

CR C Press, 2000 N.W. Cor-

p orate Blvd., Bo ca Raton, FL

33431-9868, USA, 2014. ISBN

1-4822-3161-1 (pap erbac k). ????

pp. LCCN QA76.9.A25 B356

2014.

Basta:2013:CSP

[Bas13] Alfred Basta. Computer se curity

and p enetr ation testing. Course

T ec hnology

, Cengage Learning,

Boston, MA, second edition,

2013. ISBN 0-8400-2093-7. ????

pp. LCCN ????

Broad:2014:HKP

[BB14] James Broad and Andrew Bind-

ner. Hacking with Kali: pr ac-

tic al p enetr ation testing te chniques. Syngress, an imprin t

of Elsevier, Amsterdam, The

Netherlands, first edition, 2014.

ISBN 0-12-407749-8 (alk aline pa-

p er). ix + 227 pp. LCCN

QA76.9.A25 B772 2014.

Blum:2012:TJC

[Blu12] Andrew Blum. T ub es: a jour-

ney to the c enter of the Inter-

net. Ecco, New Y ork, NY, USA,

2012. ISBN 0-06-199493-6. 294

pp. LCCN TK5105.875.I57 B58

2012.

Bo yle:2010:AIS

[Bo y10] Randall Bo yle. Applie d in-

formation se curity: a hands-

on guide to information se curity

softwar e. Prentice-Hall, Upp er

Saddle Riv er, NJ 07458, USA,

2010. ISBN 0-13-612203-5. viii

+ 226 pp. LCCN QA76.9.A25.

Bergman:2013:HEM

[BSRS13] Neil Bergman, Mik e Stanfield,

Jason Rouse, and Jo el Scam bra y .

Hacking exp ose d: mobile se cu-

rity se cr ets and solutions. Mc-

Gra w-Hill, New Y ork, NY, USA,

2013. ISBN 0-07-181701-8 (pa-

p erbac k). xxvii + 289 pp. LCCN

TK5105.59 .B464 2013.

Carp en ter:2013:NGH

[Car13] Brian E. Carp en ter. Network

Ge eks — How They Built the In-

ternet. Springer-V erlag, Berlin,

German y / Heidelb erg, Ger-

man y / London, UK / etc.,

2013. ISBN 1-4471-5024-4

(pap erbac k), 1-4471-5025-2 (e-

b o ok). ix + 161 + 15 pp. LCCN

QA76.17; TK5105.875.I57 C37

2013. URL https://sites.

google.com/site/bcabrc/network-

geeks-book .

Clark e:2010:CWN

[CK10] Ric hard A. (Ric hard Alan)

Clark e and Rob ert K. Knak e. Cy-

b er war: the next thr e at to na-

tional se curity and what to do

ab out it. Ecco, New Y ork, NY,

USA, 2010. ISBN 0-06-196223-6

(hardco v er). xiv + 290 pp. LCCN

HV6773.2 .C53 2010.

Da vies:2010:HIR

[DB10] Ho w ard Da vies and Beatrice

Bressan, editors. A History of

International R ese ar ch Network-

ing: The Pe ople who Made it

Happ en. Wiley

, New Y ork, NY,

USA, F ebruary 2010. ISBN 3-

527-32710-X (hardco v er), 3-527-

62933-5 (e-b o ok). xxviii + 317

pp. LCCN TK5105.875.I57 H57

2010.

DeFino:2010:OCE

[DeF10] Stev en DeFino. Official c erti-

fie d ethic al hacker r eview guide.

Course T ec hnology

, Cengage

Learning, Boston, MA, USA,

2010. ISBN 1-4354-8853-9 (pa-

p erbac k). xxii + 361 pp. LCCN

QA76.3 .D445 2010.

Engebretson:2011:BHP

[EB11] P at (P atric k Henry) Engebretson

and James Broad, CISSP

., edi-

tors. The b asics of hacking and

p enetr ation testing: ethic al hack-

ing and p enetr ation testing made

e asy. Syngress the basics. Syn-

gress Publishing, Inc., Ro c kland,

MA, USA, 2011. ISBN 1-59749-

655-3. xvii + 159 pp. LCCN

QA76.9.A25 E5443 2011.

Engebretson:2013:BHP

[Eng13] P at (P atric k Henry) Engebret-

son, editor. The b asics of hack-

ing and p enetr ation testing: ethi-

c al hacking and p enetr ation test-

ing made e asy. Syngress, an

imprin t of Elsevier, Amsterdam,

The Netherlands, second edition,

2013. ISBN 0-12-411644-2 (pa-

p erbac k). xviii + 204 pp. LCCN

QA76.9.A25 E5443 2013.

Ev ans:2018:BBU

[Ev a18] Claire Lisa Ev ans. Br o ad b and:

the untold story of the women

who made the Internet. P ortfo-

lio, New Y ork, NY, USA, 2018.

ISBN 0-7352-1175-2 (hardco v er),

0-7352-1176-0 (e-pub). 278 pp.

LCCN QA76.2.A2 E93 2018.

F rancesc hetti:2010:HSF

[F G10] Giorgio F rancesc hetti and Ma-

rina Grossi, editors. Home-

land Se curity F ac ets Thr e ats:

Counterme asur es, and the Pri-

vacy Issue. Artec h House

Inc., Norw o o d, MA, USA, 2010.

ISBN 1-60807-106-5. 280 (est.)

pp. LCCN ???? URL

http://www.artechhouse.com/

Detail.aspx?strIsbn=978-1-

60807-106-7 .

Gregory:2018:TBUb

[Gre18] Nathan Gregory

. The T ym b e-

for e: the untold origins of cloud

c omputing. lulu.com, Lexington,

KY, USA, 2018. ISBN 1-973430-

18-5. 476 pp. LCCN QA76.585

.G74 2018.

Green b erg:2019:SNE

[Gre19] Andy Green b erg. Sandworm:

a New Er a of Cyb erwar and

the Hunt for the Kr emlin

’s Most

Danger ous Hackers. Double-

da y , New Y ork, NY, USA, 2019.

ISBN 0-385-54440-5 (hardco v er),

0-525-56463-2 (pap erbac k), 0-

385-54441-3 (e-b o ok). xiii + 348

pp. LCCN HV6773.R8 G74 2019.

Ily as:2019:DCf

[IC19] Ihab F. Ily as and Xu Ch u. Data

Cle aning, v olume 28 of A CM

Bo oks. A

CM Press, New Y ork,

NY 10036, USA, 2019. ISBN 1-

4503-7152-3 (hardco v er), 1-4503-

7153-1 (pap erbac k), 1-4503-7154-

X (e-pub), 1-4503-7155-8 (e-

b o ok). xix + 260 pp. LCCN

QA76.9.D3 I483 2019.

Jac kson:2010:NSA

[Jac10] Chris Jac kson. Network se cu-

rity auditing. Cisco Press net-

w orking tec hnology series. Cisco

Press, Indianap olis, IN, USA,

2010. ISBN 1-58705-352-7 (pa-

p erbac k). xxiv + 488 pp. LCCN

TK5105.59 .J325 2010.

Jacobson:2012:CSL

[JI12] Douglas Jacobson and Joseph

Idziorek. Computer se curity lit-

er acy: staying safe in a digital

world. CR

C Press, 2000 N.W.

Corp orate Blvd., Bo ca Raton,

FL 33431-9868, USA, 2012. ISBN

1-4398-5618-4 (pap erbac k). ????

pp. LCCN QA76.9.A25 J224

2013.

Kurose:2010:CNT

[KR10] James F. Kurose and Keith W.

Ross. Computer networking: a

top-down appr o ach. Addison-

W esley

, Reading, MA, USA, fifth

edition, 2010. ISBN 0-13-607967-

9. xxiv + 862 pp. LCCN

TK5105.875.I57 K88 2010.

Krebs:2014:SNI

[Kre14] Brian Krebs. Sp am nation: the

inside story of or ganize d cyb er-

crime — fr om glob al epidemic to

your fr ont do or. Sourceb o oks,

Inc., Nap erville, IL, USA, 2014.

ISBN 1-4022-9561-8 (hardco v er).

???? pp. LCCN HV6773.2 .K74

2014.

Lemstra:2015:DBM

[LM15] W. (W olter) Lemstra and

William H. Melo dy

, editors. The

Dynamics of br o adb and mar-

kets in Eur op e: r e alizing the

2020 digital agenda. Cam-

bridge Univ ersit y Press, Cam-

bridge, UK, 2015. ISBN 1-

107-07358-8 (hardco v er). xx +

409 pp. LCCN HE8084 .D96

2015. URL http://assets.

cambridge.org/97811070/73586/

cover/9781107073586.jpg .

Lom bardi:2016:A TV

[LNNNC16] Mic hael A. Lom bardi, Andrew N.

No vic k, George Neville-Neil, and

Ben Co ok e. Accurate, trace-

able, and v erifiable time syn-

c hronization for w orld financial

mark ets. Journal of r ese ar ch of

the National Institute of Stan-

dar ds and T e chnolo gy, 121(??):

436–463, Octob er 7, 2016. CO-

DEN JRITEF. ISSN 1044-

677X (prin t), 2165-7254 (elec-

tronic). URL http://nvlpubs.

nist.gov/nistpubs/jres/121/

jres.121.023.pdf .

Luccio:2011:MAF

[LPS11] F abrizio Luccio, Linda P agli, and

Graham Steel. Mathematic al

and algorithmic foundations of

the Internet. Chapman and

Hall/CR

C Press applied algo-

rithms and data structures series.

Chapman and Hall/CR

C, Bo ca

Raton, FL, USA, 2011. ISBN

1-4398-3138-6 (hardbac k). xv +

205 pp. LCCN TK5105.875.I57

L835 2011.

Lane:2014:PBD

[LSBN14] Julia I. Lane, Victoria Sto dden,

Stefan Bender, and Helen Nis-

sen baum, editors. Privacy, big

data, and the public go o d: fr ame-

works for engagement. Cam-

bridge Univ ersit y Press, Cam-

bridge, UK, 2014. ISBN 1-

107-06735-9 (hardco v er), 1-107-

63768-6 (pap erbac k). xix + 322

pp. LCCN JC596 .P747 2015.

Martin:2012:HPE

[Mar12] Olivier H. Martin. The “hidden”

prehistory of Europ ean researc h

net w orking. Rep ort, ICTC Con-

sulting, ????, Switzerland, Octo-

b er 25, 2012. 125 pp. URL http:

//ictconsulting.ch/reports/

European-Research-Internet-

History.pdf .

Marshall:2018:HBH

[Mar18] Joseph Marshall. Hands-on

bug hunting for p enetr ation

testers: a pr actic al guide to

help ethic al hackers disc over

web applic ation se curity flaws.

P ac kt Publishing, Birmingham,

2018. ISBN 1-78934-420-4

(pap erbac k), 1-78934-989-3 (e-

b o ok). viii + 234 pp. LCCN

TK5105.5485. URL https:

//international.scholarvox.

com/book/88863226 .

Mills:2011:CNT

[Mil11] Da vid L. Mills. Computer net-

work time synchr onization: the

Network Time Pr oto c ol. T a ylor

and F rancis, Bo ca Raton, FL,

USA, second edition, 2011. ISBN

1-4398-1463-5. ???? pp. LCCN

TK5105.575 .M55 2011.

Mjolsnes:2012:MI I

[Mj¨ o12] Stig F. Mj¨ olsnes, editor. A

multidisciplinary intr o duction to

information se curity. Discrete

mathematics and its applica-

tions. CR

C Press, 2000 N.W.

Corp orate Blvd., Bo ca Raton,

FL 33431-9868, USA, 2012. ISBN

1-4200-8590-5 (hardbac k). xxv

+ 322 pp. LCCN QA76.9.A25

M845 2012.

Mcilro y:2019:SHS

[MST

+

19] Ross Mcilro y , Jarosla v Sev cik,

T obias T ebbi, Ben L. Titzer,

and T o on V erw aest. Sp ectre is

here to sta y: An analysis of

side-c hannels and sp eculativ e ex-

ecution. arxiv.or g, ??(??):1–26,