A Complete Bibliograph y of Publications in the Journal

of Crypto gr aphic Engine ering

Nelson H. F. Beeb e

Univ ersit y of Utah

Departmen t of Mathematics, 110 LCB

155 S 1400 E RM 233

Salt Lak e Cit y , UT 84112-0090

USA

T el: +1 801 581 5254

F AX: +1 801 581 4148

E-mail: beebe@math.utah.edu, beebe@acm.org, beebe@computer.org (In ternet)

WWW URL: https://www.math.utah.edu/~beebe/

08 August 2024

V ersion 1.26

Title w ord cross-reference

256 [108]. 384 [77]. 64 [130]. 8 [154]. GF(2 m

)

[305]. F

2

[X ] [301]. N = p

2

q [141]. P

[313, 319]. t [272]. τ [187]. GF (2

8

) [199]. x

[246]. Z [48, 13].

-adic [187]. -bit [154, 77, 108, 130]. -only

[246]. -probing [272].

128 [85, 315]. 128-bit [277].

2.0 [99]. 2012 [52]. 2013 [74]. 2014 [102].

2015 [143, 124]. 2016 [150, 163]. 2017 [174].

2019 [257, 256, 248]. 2020 [291]. 2021

[322, 339]. 224-bit [277]. 28-nm [260]. 2nd

[95].

3 [344].

512-bit [276].

64 [312]. 65nm [327].

academic [121]. accelerate [49].

acceleration [344]. accelerator [358].

accelerators [273]. access [294].

access-con trolled [294]. accoun t [135].

accuracy [238]. Ac hieving [83]. action

[290]. adapted [227]. Adaptiv e [261].

addition [192, 193, 246]. adic [187].

adv anced [276]. AE [355]. AES

[120, 59, 148, 197, 10, 40, 95, 78, 7, 311, 325,

107, 271, 307, 64, 202, 39, 53, 18]. against

[261, 66, 20, 40, 212, 346, 65, 166, 109, 220,

71, 328, 325, 107, 307, 19, 269, 87, 275, 89,

132, 334, 25, 157, 268, 201, 299]. aimed [25].

1

algebraic [32, 283, 140, 64, 243].

Algorithm

[5, 161, 333, 209, 22, 198, 357, 269, 315, 38].

Algorithm-lev el [5]. algorithmic [265].

algorithms [221, 100, 94, 213, 279]. aligned

[225]. analog [352]. Analysis

[32, 45, 44, 222, 59, 353, 242, 88, 207, 229,

164, 137, 155, 40, 142, 22, 121, 109, 26, 295,

311, 71, 254, 318, 2, 297, 341, 281, 188, 307,

158, 3, 135, 101, 263, 132, 196, 53, 258, 18,

324, 235, 279, 206]. analyzing [70, 165].

annihilate [225]. ANSSI [307]. an y

[275, 126, 350]. application

[148, 103, 56, 91, 38, 289]. Applications

[228, 302, 270, 70, 273, 193, 294, 43, 234, 44].

applied [304]. applies [121]. approac h

[207, 176, 107, 140, 275, 308]. arbiter

[136, 206]. arbitrarily [206]. arc hitectural

[268]. arc hitecture [10, 310, 305].

arc hitectures [274, 332]. area

[10, 305, 344]. area-time [305]. Arithmetic

[187, 172, 180, 226, 183, 182, 13, 131, 203,

354, 234]. ARM [307, 332]. art [233].

ASCAD [229]. ASCON [288, 319]. Ascon-

[319]. ASCON-lik e [288]. ASHES

[257, 291, 322]. ASIC [258, 79]. ASICs

[111]. asp ects [155, 325]. assem bly

[207, 132, 319]. assessmen t [125].

asso ciated [185]. Asymmetric [343, 164].

attac k [120, 99, 32, 217, 312, 77, 355, 190,

331, 316, 283, 158, 64, 3, 145, 264, 326, 230,

275, 251, 168, 47, 126, 258, 235, 151, 259].

attac k ers [206]. A ttac king [57, 164].

attac ks

[247, 24, 34, 347, 242, 261, 194, 122, 117, 165,

66, 20, 167, 65, 95, 72, 195, 11, 166, 23, 169,

105, 56, 228, 220, 337, 71, 328, 325, 116, 188,

307, 19, 269, 140, 60, 87, 241, 110, 89, 236, 133,

47, 315, 93, 160, 334, 6, 25, 201, 299, 243, 225].

A ttribute [320]. A ttribute-based [320].

authen ticated [170, 315]. authen tication

[50, 119, 201]. Automated

[119, 221, 323, 251, 205, 239]. Automatic

[209, 123]. A

VR [112]. A

VX512 [301].

a w ak ener [329]. a w are [98].

Barrett [269]. base [200]. based

[304, 349, 238, 81, 320, 342, 321, 216, 122, 84,

117, 226, 346, 175, 217, 300, 310, 5, 215, 100,

114, 343, 204, 55, 255, 355, 220, 190, 318,

139, 218, 335, 82, 110, 267, 200, 358, 334, 45,

258, 199, 38]. bases [17]. basis [305, 334].

batc h [94, 351]. battery [313]. Ba y es [168].

b e [144]. b est [340]. b etter [138]. bias

[116]. bias-v ariance [116]. biased [127].

binary [161, 216, 113, 118, 103, 186, 9, 82,

75, 184, 231, 16, 38]. Bit [349, 342, 154, 276,

77, 260, 108, 130, 271, 277, 54].

bit-in teraction [342]. Bit-sensitiv e [349].

bit-serial [271]. bitsliced [202]. bitstream

[262]. blac k [22]. Bleic hen bac her [77].

blinding [172, 93, 126, 160]. blo c k

[211, 178, 139, 205, 243]. blo c ks [42].

Bo olean [203]. Bo olean-to-arithmetic

[203]. b o ot [282]. b oth [212, 346]. b ounded

[280]. b ounds [231]. b o x [22, 223, 120].

BRAM [70]. branc h [164]. Breaking

[282, 350]. BR

UTUS [123]. Buffer [145].

building [42]. b ytes [346].

C [319]. cac he [261, 251, 350, 253].

cac he-timing [251]. Cac heBleed [151].

cac hes [261]. calculus [272]. can [144].

cannot [177]. card [121, 343]. card-based

[343]. cards [72]. carry [130, 16].

carry-less [130, 16]. case [317, 337, 85, 319].

cells [260]. certification [153]. c hains

[192, 193]. c hanged [198]. c hannel

[247, 342, 24, 34, 347, 261, 207, 229, 117, 165,

66, 40, 245, 167, 32, 83, 340, 95, 103, 72, 11,

105, 228, 26, 220, 90, 254, 190, 318, 325, 188,

283, 307, 43, 19, 64, 135, 326, 101, 133, 47,

239, 25, 79, 201, 324, 12, 235, 299, 38, 225].

c hannels [42, 27]. c haos [349].

c haos-based [349]. c haracteristic [289].

Charm [61]. CHES

[102, 74, 174, 150, 124, 52]. c hip [23].

cipher [88, 129]. ciphers [164, 211, 178, 190,

139, 297, 281, 283, 230, 85, 205, 196, 243].

circuit [189, 199]. circuits [197, 104]. class

[216, 186, 17, 162]. classification [238].

classifier [168]. clo c k [353, 23, 101]. CLX

[315]. CLX-128 [315]. CMOS [7, 327, 236].

Co [48, 13, 147]. Co- [48, 13]. co-design

[48]. co-designs [147]. Co de

[55, 349, 84, 175, 215, 335, 132].

Co de-based [55, 84, 175, 215, 335]. co des

[148, 207, 40, 340]. co ding [172]. collector

[295]. collision [300, 56, 331].

collision-based [300]. com bined [197].

Com bining [341, 252]. commitmen t [54].

common [133]. comm unications [67].

Compact [197]. comparing [12].

compatible [310]. Complete [336].

complex [268]. complexit y [37, 305, 18].

comprehensiv e [260, 283, 298].

compressed [246, 334]. computation

[78, 313, 38, 39]. Computational [155].

computations [49, 138]. computing [314].

concurren t [109]. Constan t

[96, 203, 175, 267, 151]. constan t-sum [267].

Constan t-time [203, 175, 151]. constrain t

[283]. Constructing [193, 253].

Construction [312]. Con tacts

[8, 14, 21, 28, 35, 41, 46, 51, 58, 63, 68, 73,

97, 80, 86, 92]. con temp orary [169, 330].

con test [95]. con text [180, 241]. con trol

[240]. con trolled [294]. co ordinates

[336, 75]. copro cessor [7]. cores

[4, 202, 106]. Correction [256, 338, 233].

correctors [173]. correlation [155, 83, 110].

cost [346, 264]. costs [81]. coun ter [196].

coun ter-mo de [196]. coun termeasure

[148, 117, 337, 87, 145, 264, 38, 259].

coun termeasures

[247, 242, 164, 66, 103, 169, 325, 158, 89, 172].

coup on [295]. CP

A [114, 91]. CPU [268].

crafting [249]. crime [121]. critical

[242, 284]. Cross [353, 60]. cross-device

[60]. Cross-la y er [353]. CR T

[20, 65, 57, 89, 160]. cryptanalysis [129, 18].

cryptanalytic [123]. crypto [226, 262].

Cryptographic [1, 10, 70, 273, 278, 240, 29,

356, 198, 218, 162, 334, 224].

cryptographically [286]. cryptograph y

[270, 70, 113, 137, 72, 30, 108, 4, 55, 7, 255,

187, 220, 335, 330, 234]. cryptology [198].

cryptopro cessor [3]. cryptosystems

[61, 24, 34, 84, 215, 25]. CSIDH [290, 316].

cub e [217]. curse [188, 156]. curv e

[113, 72, 108, 187, 354, 277, 138, 219].

curv es [222, 137, 183, 192, 166, 186, 100, 13,

131, 306, 338, 75, 184, 16, 44, 219].

Data [191, 218, 85]. data-widths [85].

database [229]. debiasing [191].

decapsulation [289]. decomp osition [116].

decryption [197, 262]. DECT [129]. Deep

[229, 337, 225, 318, 325]. deep-learning

[325]. defense [261]. dep endency [324].

depth [204, 279]. deriv ation [81]. deriving

[224]. descen t [238]. Design [117, 286, 204,

48, 88, 294, 344, 239, 79, 98, 206].

Designing [85, 288]. designs [147]. detect

[341, 135]. Detecting [250, 329]. Detection

[334, 5, 109, 252, 27, 298]. Dev elopmen t

[292]. device [121, 50, 60]. devices

[226, 4, 236, 146, 350]. Differen tial

[59, 295, 355, 315, 99, 109, 193, 2, 230, 196, 18].

Diffie [277]. dimension [189].

dimensionalit y [188]. direct [212].

discrete [255, 138]. Disk [171]. disp ersion

[135]. distance [264]. distance-sp o ofing

[264]. distinguisher [263]. distinguishers

[278, 12]. do [171]. do es [225]. domain [91].

dopan t [76, 104]. dopan t-lev el [76, 104].

dorman t [329]. DP

A [95, 114, 91]. driv e

[157]. driv en [251]. dual [177]. dual-rail

[177]. during [345]. dynamic [29, 341].

easy [153]. ECC [247, 48, 305]. ECDSA

[77, 94]. ECHO [10]. ECSM [5]. Editorial

[237, 143, 248, 339, 256]. Edw ards

[222, 166, 186]. effects [352]. efficacy [142].

efficiency [137, 142, 277]. Efficien t

[232, 227, 100, 30, 31, 82, 159, 162, 200, 84,

154, 192, 186, 313, 358, 239, 199, 351].

Electromagnetic [156, 268, 122, 258].

ElGamal [134]. elimination [356]. elliptic

[113, 137, 333, 72, 13, 131, 108, 306, 338, 277,

75, 184, 16, 44, 138, 219]. elliptic-curv e

[108]. em b edded [238, 48, 70, 84, 226].

emission [53]. encapsulation

[134, 327, 332]. enco ding [165, 343].

enco dings [267]. encryption

[349, 317, 320, 347, 197, 170, 171, 210, 204,

55, 314, 62, 315, 201].

encryption/decryption [197]. End

[251, 307, 308]. End-to-end [251, 307, 308].

endomorphism [192]. Energy

[351, 273, 279]. enforceable [320].

engineering [265, 357, 1]. engineers [245].

engines [262]. enhancemen t [69].

enhancing [111]. enough [126]. ENT [313].

en trop y [292]. ephemeral [316].

equiv alen t [312]. era [287]. erasable [294].

Erratum [34]. Error

[240, 280, 5, 109, 233, 252]. estimation

[280]. Euclidean [161, 192]. ev aluating

[332]. ev aluation

[342, 103, 260, 233, 318, 45, 106, 12, 111].

ev aluations [90, 239]. exc hange [303].

Exclusiv e [126]. execution [208, 341, 9].

expansions [187]. exp erimen tal [45].

exploit [308]. exploitable [205].

exploration [29]. Exploring [266].

exp onen t [200, 93, 126, 160]. exp onen tial

[280, 351]. exp onen tiation

[302, 31, 9, 159, 200, 38]. exp onen tiations

[195, 110]. exp onen ts [290]. extended

[161, 342, 76, 154, 340, 77, 153, 100, 249, 56,

177, 329, 188, 127, 350, 262, 324]. extension

[166, 29]. extensions [330, 319]. extract

[324]. extraction [105]. Extractors [19].

factor [133]. fails [177]. fair [12]. family

[297, 271, 230]. F an tomas [232]. F ast

[321, 113, 103, 108, 219, 170, 175, 22]. F aster

[226, 130, 244, 301, 289, 316, 246, 138].

fastest [75]. F ault

[122, 297, 263, 59, 353, 148, 242, 99, 164, 165,

20, 65, 166, 23, 109, 295, 355, 311, 337, 71,

341, 281, 316, 145, 101, 156, 230, 89, 133, 47,

205, 196, 315, 334, 6, 25, 268, 18, 345, 308].

faults [250, 57, 240]. feasibilit y

[264, 106, 224]. feedbac k [95]. F eistel

[139, 198]. fetc hing [353]. FIA [212, 346].

field [209, 108]. fields [216, 103, 231].

finding [340, 335]. finite [103, 231].

firew alls [285]. first [26]. fiv e [343].

fiv e-card [343]. Fixed [200]. Fixed-base

[200]. flash [157, 345]. flexible [217]. flip

[156]. flip-flops [156]. flops [156]. flo w

[208, 323]. FMCW [328, 264]. forensic

[121]. F ormal [164, 65, 87, 148, 66, 89, 149].

F ormally [132]. form ula [246]. form ulae

[185]. form ulas [304]. FPGA

[282, 4, 309, 358, 344, 98, 262]. FPGA-SoC

[282]. FPGAs

[300, 260, 233, 177, 106, 138, 219].

framew ork [61, 296, 139, 123, 205, 12]. free

[131, 39, 293]. frequency [117, 91].

frequency-based [117]. fresh [88].

friendly [270]. F ro doKEM [266]. function

[10]. functions [49, 318, 162, 133, 54].

gain [318]. gap [78, 319]. gate [37].

Gaussian [356]. GCD [38]. generalized

[162, 225]. generation [349, 209, 323, 127].

generator [286, 23, 348]. generators [122].

Generic [357, 160, 221, 294, 319]. gen us

[336]. geometric [258]. Get [105]. GF

[199]. GHASH [17]. GIFT [312, 337].

GIFT-64 [312]. glitc h [353, 39]. glitc h y

[23]. glitc h y-clo c k [23]. GLS [100]. GL V

[100]. GL

V-based [100]. go o d [318]. GPU

[217]. GPU-based [217]. GPUs [202].

gradien t [238]. group [336]. guided [259].

half [159]. half-size [159]. hands [105].

hard [4]. Harder [138]. Hardw are

[266, 140, 344, 157, 48, 76, 10, 70, 154, 323,

169, 282, 55, 356, 71, 329, 147, 158, 135, 358,

44, 106, 298]. hardw are-lev el [158].

hardw are-soft w are [48].

hardw are/soft w are [147]. Harv esting [7].

hash [10, 49, 267]. hash-based [267].

hashing [130]. Ha ving [152]. HC [85].

HC-128 [85]. HCCA [209].

HCCA-resistan t [209]. Hellman [277].

Help [8, 14, 21, 28, 35, 41, 46, 51, 58, 63, 68,

73, 97, 80, 86, 92]. Help er [191]. hidden

[77]. hide [177]. hiding [349]. hierarc hical

[317]. High

[36, 327, 17, 245, 83, 4, 275, 202, 344, 157].

high-order [83, 275]. high-p erformance

[4, 202]. high-securit y [36, 157].

High-sp eed [36, 327]. Higher

[39, 142, 203, 252]. Higher-order

[39, 142, 203, 252]. Highly [199, 241].

history [119]. Homomorphic

[314, 317, 347, 204, 25]. honest [244]. honor

[179]. horizon tal [195, 110]. Horse [135].

Horst [198]. HPC [238]. HPC-based [238].

h ybrid [303, 199].

IBM [348]. IBS [310]. IC [265]. ICs

[117, 334]. iden tification [205]. iden tify

[308]. iden tit y [310]. iden tit y-based [310].

illumination [345]. image [45].

image-based [45]. imaging [329].

imm unit y [83]. impacts [17].

Implemen tation [134, 113, 65, 286, 100,

223, 30, 204, 325, 271, 307, 326, 162, 39, 258].

implemen tations

[273, 232, 195, 31, 115, 71, 47].

implemen ted [300]. Impro v e [266].

Impro v ed

[99, 221, 129, 281, 64, 267, 243, 274].

impro v emen t [106]. impro v emen ts [95].

Impro ving [238, 220, 60, 299, 90]. in-card

[121]. In-depth [279]. including [325].

infect [242]. infectiv e [242]. inference

[317]. information

[208, 142, 323, 43, 253, 324].

information-flo w [323]. injection [353, 23,

341, 145, 101, 156, 89, 334, 268, 345, 308].

inner [250]. instruction

[29, 87, 330, 301, 16]. instructions

[353, 276, 296]. in tegrated [189]. in tensit y

[263]. in teraction [342]. In terdiction [157].

in terface [292]. in terference [221].

In ternal [196, 101]. In ternet [211, 279].

In tersection [244]. In tro duction

[102, 74, 174, 150, 124, 163, 1, 2, 52, 229].

in v en tor [198]. In v ersion

[131, 96, 181, 199]. In v ersion-free [131].

IoT [310]. IoT-based [310]. IP [106]. IPM

[252]. IPM-RED [252]. irreducible [216].

Isadora [323]. isogen y [304, 226, 290].

isogen y-based [304, 226]. isolation [282].

isomorphisms [131]. issue

[102, 74, 257, 291, 322, 174, 150, 124, 52, 179].

Jacobian [336]. Jacobians [336]. Ja v a [27].

JCEN [257, 291, 322]. Journal [1].

Karatsuba [304, 185, 82].

Karatsuba-based [304]. Karatsuba-lik e

[185]. KASLR [350]. KEM [332, 175]. k ey

[349, 81, 24, 34, 321, 164, 22, 134, 105, 141,

303, 30, 327, 337, 127, 263, 332, 47, 25, 299].

k ey-extraction [105]. k eying [88]. k eys

[255, 224]. Kite [217]. KLEIN [337].

kno wing [357]. Koblitz [187].

ladder [5, 184]. ladder-based [5]. lam b da

[75]. laptop [105]. large [78, 260, 206].

large-scale [260]. laser [329, 345]. latc hes

[69]. latency [273]. lattice [321, 172].

lattice-based [321]. la w [336]. La wrence

[179]. la y er [353]. la y out [352]. lazy [245].

leak [258, 253]. Leak age

[125, 342, 88, 83, 11, 153, 134, 218, 91].

leak age-resilien t [88, 134]. leak ages [167].

Leaking [347, 296]. leaks [77, 43, 79].

learning [229, 278, 136, 228, 26, 254, 318,

325, 107, 188, 307, 251, 225].

learning-based [318]. length [353, 171].

less [249, 130, 16]. lev el

[208, 76, 5, 158, 149, 104]. lev els [277]. lib

[319]. library [202]. licensing [106]. ligh ter

[271]. ligh t w eigh t

[274, 211, 178, 7, 187, 297, 315, 44, 243]. lik e

[185, 355, 288]. limitations [90]. limits [59].

linear [148, 340, 312, 56, 37]. listening

[121]. lo cal [269]. lo calized [177].

lo cations [69]. lo c king [352, 284, 259].

logarithm [255, 138]. logarithm-based

[255]. logic [352, 284, 177, 329, 298, 259].

logically [15]. logistic [317]. lose [206].

loss [349, 318]. loss-based [349]. Lo w

[305, 264, 10, 273, 290, 204, 7, 344].

lo w-area [10]. Lo w-cost [264]. lo w-depth

[204]. lo w-energy [273]. lo w-latency [273].

LUCIFER [198]. L

WE [128]. Lyra [81].

Mac hine [26, 278, 228, 357, 107, 188, 251].

mac hines [119]. main taining [111].

Maiorana [162]. malicious [240, 282, 329].

malw are [238]. managemen t [146]. map

[263]. mapping [303]. mask [221]. mask ed

[207, 107, 326, 319]. Masking [78, 128, 154,

212, 346, 250, 176, 203, 252, 325, 275].

MaskSIMD [319]. MaskSIMD-lib [319].

mathematical [152]. maxterm [217]. ma y

[152]. McBits [175]. McEliece [24, 34, 3].

McF arland [162]. MDPC [215]. mean

[60]. MEAS [201]. measurable [79].

mec hanism [261, 134, 327, 332].

mec hanisms [29]. Melting [274].

mem b ership [306, 338]. memory

[349, 81, 282, 62, 350, 201, 345]. MEMS

[224]. Message [25, 49]. Message-aimed

[25]. Metho d [135, 346, 22, 316, 6, 253, 111].

metho dology [125]. metho ds [265].

metric [117, 98]. MICKEY [99]. micro

[268]. micro-arc hitectural [268].

microarc hitectural [169].

micro con troller [30]. micro con trollers

[345, 308]. milestone [288]. Minimizing

[62]. misplaced [144]. mitigates [225].

Mixed [210]. Mixed-radix [210]. mixtures

[324]. mobile [350]. mo de [196]. mo del

[122, 114, 152, 337, 218, 91, 235, 225].

mo deling [11]. Mo delling [278]. mo dels

[67, 167, 268]. mo dern [282, 4, 283, 234].

mo dular [302, 96, 226, 276, 182, 227, 195,

166, 31, 269, 159, 351]. mo dules [240].

Mo dulus [20]. momen ts [142].

Mon tgomery [180, 270, 183, 182, 5, 57, 213,

354, 184, 179, 214, 181].

Mon tgomery-friendly [270]. MSP430X

[30]. Mul [310]. Mul-IBS [310]. Multi

[39, 149, 38, 302, 307, 202, 308]. m ulti-cores

[202]. Multi-exp onen tiation [38, 302].

m ulti-fault [308]. Multi-lev el [149].

m ulti-task [307]. m ultidimensional [193].

m ultipart y [78]. m ultiple [167, 312, 145].

m ultiplication

[276, 118, 182, 209, 192, 100, 57, 13, 112, 269,

305, 82, 231, 200, 301, 358, 16, 219, 289].

m ultiplications [48, 130, 330].

m ultiplicativ e [159, 200]. m ultiplier

[209, 37, 214]. m ultipliers [216].

Multiprecision [112]. m ultiv ariate

[167, 310, 241, 275]. Mutual [142]. m y [105].

Naccac he [210]. nano [7, 236].

nano-CMOS [7]. nano-scale [236].

nanometer [117]. natural [240]. NDN

[310]. near [331]. need [171, 225]. net [333].

net w ork [263]. net w orks [30]. Neumann

[173]. neural [263]. Niederreiter

[24, 34, 55]. NIST [219]. nm [260, 7]. No

[318, 152]. noise [254]. noisy [253]. non

[221, 56, 325]. non-in terference [221].

non-profiled [56, 325]. nonce [77].

nonlinear [148]. nonparametric [349]. nor

[357]. normalization [60]. NORX [295].

no v el [286, 259]. NTR

U [309, 289].

NTR UEncrypt [71]. NTT [358].

NTT-based [358]. n um b er

[180, 122, 77, 286, 227, 348].

obligations [320]. oblivious [54]. obscure

[223]. off [105]. offs [277]. on-c hip [23].

ones [249]. Online [194]. only [246].

Op enSSL [151]. op erands [209].

op erations [148, 227, 345]. Optimal

Jun, and P ank a j Rohatgi. In tro-

duction to differen tial p o w er analy-

sis. Journal of Crypto gr aphic Engi-

ne ering, 1(1):5–27, April 2011. CO-

DEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-011-0006-y; http://

link.springer.com/content/pdf/10.

1007/s13389-011-0006-y.pdf .

Molter:2011:SP A

[3] H. Gregor Molter, Marc St¨ ottinger,

Ab dulhadi Shoufan, and F alk o Stren-

zk e. A simple p o w er analysis at-

tac k on a McEliece cryptopro ces-

sor. Journal of Crypto gr aphic En-

gine ering, 1(1):29–36, April 2011.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-011-0001-3 .

Guneysu:2011:UHC

[4] Tim G ¨ uneysu. Utilizing hard cores

of mo dern FPGA devices for high-

p erformance cryptograph y . Journal of

Crypto gr aphic Engine ering, 1(1):37–55,

April 2011. CODEN ???? ISSN

2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/article/10.1007/s13389-011-

0002-2 .

Dominguez-Oviedo:2011:ALE

[5] Agustin Dominguez-Oviedo and M. An-

w ar Hasan. Algorithm-lev el error de-

tection for Mon tgomery ladder-based

ECSM. Journal of Crypto gr aphic

Engine ering, 1(1):57–69, April 2011.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-011-0003-1 .

Sk orob ogato v:2011:SMS

[6] Sergei Sk orob ogato v. Sync hroniza-

tion metho d for SCA and fault at-

tac ks. Journal of Crypto gr aphic En-

gine ering, 1(1):71–77, April 2011.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-011-0004-0 .

Ho cquet:2011:HPN

[7] C ´ edric Ho cquet, Dina Kamel, F rancesco

Regazzoni, Jean-Didier Legat, Denis

Flandre, Da vid Bol, and F ran¸ cois-

Xa vier Standaert. Harv esting the p o-

ten tial of nano-CMOS for ligh t w eigh t

cryptograph y: an ultra-lo w-v oltage

65 nm AES copro cessor for passiv e

RFID tags. Journal of Crypto gr aphic

Engine ering, 1(1):79–86, April 2011.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-011-0005-z .

Anon ymous:2011:HCa

[8] Anon ymous. Help & con tacts. Journal

of Crypto gr aphic Engine ering, 1(1):??,

April 2011. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

Moreno:2011:SRB

[9] Carlos Moreno and M. An w ar Hasan.

SP A-resistan t binary exp onen tiation

with optimal execution time. Jour-

nal of Crypto gr aphic Engine ering, 1(2):

87–99, August 2011. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/article/10.1007/s13389-011-

0008-9.

Beuc hat:2011:LA U

[10] Jean-Luc Beuc hat, Eiji Ok amoto, and

T epp ei Y amazaki. A lo w-area uni-

fied hardw are arc hitecture for the AES

and the cryptographic hash function

ECHO. Journal of Crypto gr aphic En-

gine ering, 1(2):101–121, August 2011.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-011-0009-8 .

Doget:2011:USC

[11] Julien Doget, Emman uel Prouff, Matthieu

Riv ain, and F ran¸ cois-Xa vier Standaert.

Univ ariate side c hannel attac ks and

leak age mo deling. Journal of Crypto-

gr aphic Engine ering, 1(2):123–144, Au-

gust 2011. CODEN ???? ISSN

2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/article/10.1007/s13389-011-

0010-2 .

Whitnall:2011:FEF

[12] Carolyn Whitnall and Elisab eth Os-

w ald. A fair ev aluation framew ork

for comparing side-c hannel distinguish-

ers. Journal of Crypto gr aphic Engi-

ne ering, 1(2):145–160, August 2011.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-011-0011-1 .

Goundar:2011:SMW

[13] Ra v een R. Goundar, Marc Jo y e, A tsuk o

Miy a ji, Matthieu Riv ain, and Alexandre

V enelli. Scalar m ultiplication on W eier-

straß elliptic curv es from co-Z arith-

metic. Journal of Crypto gr aphic En-

gine ering, 1(2):161–176, August 2011.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-011-0012-0 .

Anon ymous:2011:HCb

[14] Anon ymous. Help & con tacts. Journal

of Crypto gr aphic Engine ering, 1(2):??,

August 2011. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

Katzen b eisser:2011:RPL

[15] Stefan Katzen b eisser,

¨

Unal Ko caba ˇ s,

Vincen t v an der Leest, Ahmad-Reza

Sadeghi, Geert-Jan Sc hrijen, and

Christian W ac hsmann. Recyclable

PUFs: logically reconfigurable PUFs.

Journal of Crypto gr aphic Engine er-

ing, 1(3):177–186, No v em b er 2011.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-011-0016-9 .

T a v erne:2011:SSM

[16] Jonathan T a v erne, Armando F az-

Hern´ andez, Diego F. Aranha, F rancisco

Ro dr ´ ıguez-Henr ´ ıquez, Darrel Hank er-

son, and Julio L´ op ez. Sp eeding scalar

m ultiplication o v er binary elliptic curv es

using the new carry-less m ultiplication

instruction. Journal of Crypto gr aphic

Engine ering, 1(3):187–199, No v em b er

2011. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-011-0017-8 .

Meloni:2011:HPG

[17] Nicolas M ´ eloni, Christophe Negre,

and M. An w ar Hasan. High p er-

formance GHASH and impacts of a

class of uncon v en tional bases. Jour-

nal of Crypto gr aphic Engine ering, 1

(3):201–218, No v em b er 2011. CO-

DEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-011-0013-z .

T unstall:2011:PCD

[18] Mic hael T unstall. Practical complexit y

differen tial cryptanalysis and fault anal-

ysis of AES. Journal of Crypto gr aphic

Engine ering, 1(3):219–230, No v em b er

2011. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-011-0018-7 .

Medw ed:2011:EAS

[19] Marcel Medw ed and F ran¸ cois-Xa vier

Standaert. Extractors against side-

c hannel attac ks: w eak or strong?

Journal of Crypto gr aphic Engine er-

ing, 1(3):231–241, No v em b er 2011.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-011-0014-y .

Brier:2011:MF A

[20]

´

Eric Brier, Da vid Naccac he, Phong Q.

Nguy en, and Mehdi Tib ouc hi. Mo d-

ulus fault attac ks against RSA–CR T

signatures. Journal of Crypto gr aphic

Engine ering, 1(3):243–253, No v em b er

2011. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-011-0015-x .

Anon ymous:2011:HCc

[21] Anon ymous. Help & con tacts. Jour-

nal of Crypto gr aphic Engine ering, 1(3):

??, No v em b er 2011. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic).

Dic h tl:2011:NMB

[22] Markus Dic h tl. A new metho d of

blac k b o x p o w er analysis and a fast

algorithm for optimal k ey searc h.

Journal of Crypto gr aphic Engine er-

ing, 1(4):255–264, Decem b er 2011.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-011-0019-6 .

Endo:2011:CGC

[23] Sho Endo, T ak eshi Suga w ara, Nao-

fumi Homma, T ak afumi Aoki, and

Ak ashi Satoh. An on-c hip glitc h y-

clo c k generator for testing fault injec-

tion attac ks. Journal of Crypto gr aphic

Engine ering, 1(4):265–270, Decem b er

2011. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-011-0022-y .

Av anzi:2011:SCA

[24] Rob erto Av anzi, Simon Ho erder, Dan

P age, and Mic hael T unstall. Side-

c hannel attac ks on the McEliece and

Niederreiter public-k ey cryptosystems.

Journal of Crypto gr aphic Engine er-

ing, 1(4):271–281, Decem b er 2011.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-011-0024-9. See er-

ratum [34 ].

Strenzk e:2011:MAS

[25] F alk o Strenzk e. Message-aimed side

c hannel and fault attac ks against pub-

lic k ey cryptosystems with homomorphic

prop erties. Journal of Crypto gr aphic

Engine ering, 1(4):283–292, Decem b er

2011. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-011-0020-0 .

Hosp o dar:2011:MLS

[26] Gabriel Hosp o dar, Benedikt Gierlic hs,

Elk e De Mulder, Ingrid V erbau whede,

and Jo os V andew alle. Mac hine learn-

ing in side-c hannel analysis: a first

study

. Journal of Crypto gr aphic Engi-

ne ering, 1(4):293–302, Decem b er 2011.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-011-0023-x .

Lux:2011:TSD

[27] Alexander Lux and Artem Starostin. A

to ol for static detection of timing c han-

nels in Ja v a. Journal of Crypto gr aphic

Engine ering, 1(4):303–313, Decem b er

2011. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-011-0021-z .

Anon ymous:2011:HCd

[28] Anon ymous. Help & con tacts. Jour-

nal of Crypto gr aphic Engine ering, 1(4):

??, Decem b er 2011. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic).

Grabher:2012:EMD

[29] P

. Grabher, J. Großsc h¨ adl, S. Ho erder,

K. J¨ arvinen, D. P age, S. Tillic h, and

M. W´ ojcik. An exploration of mec h-

anisms for dynamic cryptographic in-

struction set extension. Journal of Cryp-

to gr aphic Engine ering, 2(1):1–18, Ma y

2012. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-011-0025-8 .

Gouv ea:2012:ESI

[30] Conrado P

. L. Gouv ^ ea, Leonardo B.

Oliv eira, and Julio L´ op ez. Efficien t

soft w are implemen tation of public-

k ey cryptograph y on sensor net-

w orks using the MSP430X micro con-

troller. Journal of Crypto gr aphic

Engine ering, 2(1):19–29, Ma y 2012.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-012-0029-z .

Gueron:2012:ESI

[31] Sha y Gueron. Efficien t soft w are im-

plemen tations of mo dular exp onen-

tiation. Journal of Crypto gr aphic

Engine ering, 2(1):31–43, Ma y 2012.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-012-0031-5 .

Carlet:2012:AAS

[32] Claude Carlet, Jean-Charles F aug ` ere,

Christopher Go y et, and Gu ´ ena ¨ el Re-

nault. Analysis of the algebraic side

c hannel attac k. Journal of Crypto-

gr aphic Engine ering, 2(1):45–62, Ma y

2012. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-012-0028-0 .

Elaabid:2012:PT

[33] M. Ab delaziz Elaabid and Sylv ain Guil-

ley . P ortabilit y of templates. Jour-

nal of Crypto gr aphic Engine ering, 2

(1):63–74, Ma y 2012. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/article/10.1007/s13389-012-

0030-6.

Av anzi:2012:ESC

[34] Rob erto Av anzi, Simon Ho erder, Dan

P age, and Mic hael T unstall. Erratum

to: Side-c hannel attac ks on the McEliece

and Niederreiter public-k ey cryptosys-

tems. Journal of Crypto gr aphic En-

gine ering, 2(1):75, Ma y 2012. CO-

DEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-011-0026-7; http://

link.springer.com/content/pdf/10.

1007/s13389-011-0026-7.pdf. See

[24 ].

Anon ymous:2012:HCa

[35] Anon ymous. Help & con tacts. Jour-

nal of Crypto gr aphic Engine ering, 2(1):

??, Ma y 2012. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

Bernstein:2012:HSH

[36] Daniel J. Bernstein, Niels Duif, T anja

Lange, P eter Sc h w ab e, and Bo-Yin

Y ang. High-sp eed high-securit y signa-

tures. Journal of Crypto gr aphic En-

gine ering, 2(2):77–89, Septem b er 2012.

CODEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-012-0027-1; http://

link.springer.com/content/pdf/10.

1007/s13389-012-0027-1.pdf .

Hasan:2012:SMS

[37] M. An w ar Hasan and Christophe Ne-

gre. Sequen tial m ultiplier with sub-

linear gate complexit y . Journal of

Crypto gr aphic Engine ering, 2(2):91–

97, Septem b er 2012. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/article/10.1007/s13389-012-

0035-1 .

Y en:2012:MEA

[38] Sung-Ming Y en, Chien-Ning Chen, and

SangJae Mo on. Multi-exp onen tiation

algorithm based on binary GCD com-

putation and its application to side-

c hannel coun termeasure. Journal of

Crypto gr aphic Engine ering, 2(2):99–

110, Septem b er 2012. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/article/10.1007/s13389-012-

0032-4 .

Ro c he:2012:HOG

[39] Thomas Ro c he and Emman uel Prouff.

Higher-order glitc h free implemen ta-

tion of the AES using Secure Multi–

P art y Computation proto cols. Jour-

nal of Crypto gr aphic Engine ering, 2

(2):111–127, Septem b er 2012. CO-

DEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-012-0033-3 .

Bringer:2012:P AA

[40] Julien Bringer, Herv ´ e Chabanne, and

Thanh Ha Le. Protecting AES against

side-c hannel analysis using wire-tap

co des. Journal of Crypto gr aphic Engi-

ne ering, 2(2):129–141, Septem b er 2012.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-012-0034-2 .

Anon ymous:2012:HCb

[41] Anon ymous. Help & con tacts. Jour-

nal of Crypto gr aphic Engine ering, 2(2):

??, Septem b er 2012. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic).

Kasp er:2012:SCB

[42] Markus Kasp er, Amir Moradi, Georg T.

Bec k er, Oliv er Misc hk e, Tim G ¨ uneysu,

Christof P aar, and W a yne Burleson.

Side c hannels as building blo c ks. Jour-

nal of Crypto gr aphic Engine ering, 2(3):

143–159, Octob er 2012. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/article/10.1007/s13389-012-

0040-4 .

Mather:2012:PSC

[43] Luk e Mather and Elisab eth Osw ald.

Pinp oin ting side-c hannel information

leaks in w eb applications. Journal of

Crypto gr aphic Engine ering, 2(3):161–

177, Octob er 2012. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/article/10.1007/s13389-012-

0036-0 .

T rujillo-Ola y a:2012:APV

[44] Vladimir T rujillo-Ola y a, Timoth y Sher-

w o o d, and ¸

Cetin Ka y a Ko¸ c. Anal-

ysis of p erformance v ersus securit y

in hardw are realizations of small el-

liptic curv es for ligh t w eigh t applica-

tions. Journal of Crypto gr aphic En-

gine ering, 2(3):179–188, Octob er 2012.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-012-0039-x .

Shariati:2012:AEE

[45] Salo omeh Shariati, F ran¸ cois-Xa vier

Standaert, Lauren t Jacques, and

Benoit Macq. Analysis and ex-

p erimen tal ev aluation of image-based

PUFs. Journal of Crypto gr aphic En-

gine ering, 2(3):189–206, Octob er 2012.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-012-0041-3 .

Anon ymous:2012:HCc

[46] Anon ymous. Help & con tacts. Journal

of Crypto gr aphic Engine ering, 2(3):??,

Octob er 2012. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

Rolt:2012:SAS

[47] Jean Da Rolt, Amitabh Das, San-

tosh Ghosh, Giorgio Di Natale, Marie-

Lise Flottes, Bruno Rouzeyre, and

Ingrid V erbau whede. Scan attac ks

on side-c hannel and fault attac k re-

sistan t public-k ey implemen tations.

Journal of Crypto gr aphic Engine er-

ing, 2(4):207–219, No v em b er 2012.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-012-0045-z .

Baldwin:2012:CES

[48] Brian Baldwin, Ra v een R. Goundar,

Mark Hamilton, and William P

. Mar-

nane. Co-Z ECC scalar m ultipli-

cations for hardw are, soft w are and

hardw are-soft w are co-design on em b ed-

ded systems. Journal of Crypto gr aphic

Engine ering, 2(4):221–240, No v em b er

2012. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-012-0042-2 .

Gueron:2012:PMS

[49] Sha y Gueron and Vlad Krasno v. P ar-

allelizing message sc hedules to accel-

erate the computations of hash func-

tions. Journal of Crypto gr aphic Engi-

ne ering, 2(4):241–253, No v em b er 2012.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-012-0037-z .

Ko eb erl:2012:PD A

[50] P atric k Ko eb erl, Jiangtao Li, Ro el

Maes, Anand Ra jan, Claire Vishik,

Marcin W´ ojcik, and W ei W u. A prac-

tical device authen tication sc heme using

SRAM PUFs. Journal of Crypto gr aphic

Engine ering, 2(4):255–269, No v em b er

2012. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-012-0043-1 .

Anon ymous:2012:HCd

[51] Anon ymous. Help & con tacts. Jour-

nal of Crypto gr aphic Engine ering, 2(4):

??, No v em b er 2012. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic).

Prouff:2013:ICS

[52] Emman uel Prouff and P atric k Sc hau-

mon t. In tro duction to the CHES 2012

sp ecial issue. Journal of Crypto gr aphic

Engine ering, 3(1):1, April 2013. CO-

DEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-013-0055-5; http://

link.springer.com/content/pdf/10.

1007/s13389-013-0055-5.pdf .

Sc hlosser:2013:SPE

[53] Alexander Sc hl¨ osser, Dmitry Ne-

dospaso v, Juliane Kr¨ amer, Susanna Or-

lic, and Jean-Pierre Seifert. Simple photonic emission analysis of AES. Jour-

nal of Crypto gr aphic Engine ering, 3

(1):3–15, April 2013. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/article/10.1007/s13389-013-

0053-7 .

Ruhrmair:2013:PUP

[54] Ulric h R ¨ uhrmair and Marten v an

Dijk. On the practical use of ph ys-

ical unclonable functions in oblivi-

ous transfer and bit commitmen t pro-

to cols. Journal of Crypto gr aphic

Engine ering, 3(1):17–28, April 2013.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-013-0052-8 .

Heyse:2013:CBC

[55] Stefan Heyse and Tim G ¨ uneysu. Co de-

based cryptograph y on reconfigurable

hardw are: t w eaking Niederreiter en-

cryption for p erformance. Journal of

Crypto gr aphic Engine ering, 3(1):29–43,

April 2013. CODEN ???? ISSN

2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/article/10.1007/s13389-013-

0056-4 .

Gerard:2013:UOL

[56] Beno ^ ıt G ´ erard and F ran¸ cois-Xa vier

Standaert. Unified and optimized lin-

ear collision attac ks and their appli-

cation in a non-profiled setting: ex-

tended v ersion. Journal of Crypto-

gr aphic Engine ering, 3(1):45–58, April

2013. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-013-0051-9.

Anon ymous:2014:HCa

[80] Anon ymous. Help & con tacts. Journal

of Crypto gr aphic Engine ering, 4(1):??,

April 2014. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

Almeida:2014:LPB

[81] Leonardo C. Almeida, Ew erton R.

Andrade, P aulo S. L. M. Bar-

reto, and Marcos A. Simplicio, Jr.

Lyra: passw ord-based k ey deriv ation

with tunable memory and pro cess-

ing costs. Journal of Crypto gr aphic

Engine ering, 4(2):75–89, June 2014.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-013-0063-5 .

Negre:2014:EBP

[82] Chistophe Negre. Efficien t binary p oly-

nomial m ultiplication based on opti-

mized Karatsuba reconstruction. Jour-

nal of Crypto gr aphic Engine ering, 4

(2):91–106, June 2014. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/article/10.1007/s13389-013-

0066-2 .

Carlet:2014:ASC

[83] Claude Carlet, Jean-Luc Danger, Syl-

v ain Guilley

, and Emman uel Prouff Houssem

Maghrebi. Ac hieving side-c hannel high-

order correlation imm unit y with leak-

age squeezing. Journal of Crypto-

gr aphic Engine ering, 4(2):107–121, June

2014. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-013-0067-1 .

Biasi:2014:SEC

[84] F elip e P

. Biasi, P aulo S. L. M.

Barreto, Rafael Miso czki, and Wil-

son V. Ruggiero. Scaling efficien t

co de-based cryptosystems for em b ed-

ded platforms. Journal of Crypto-

gr aphic Engine ering, 4(2):123–134, June

2014. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-014-0070-1 .

P aul:2014:DSC

[85] Goutam P aul and An upam Chattopad-

h y a y . Designing stream ciphers with

scalable data-widths: a case study

with HC-128. Journal of Crypto-

gr aphic Engine ering, 4(2):135–143, June

2014. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-014-0071-0 .

Anon ymous:2014:HCb

[86] Anon ymous. Help & con tacts. Jour-

nal of Crypto gr aphic Engine ering, 4(2):

??, June 2014. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

Moro:2014:FVS

[87] N. Moro, K. Heydemann, E. Encre-

naz, and B. Robisson. F ormal v er-

ification of a soft w are coun termea-

sure against instruction skip attac ks.

Journal of Crypto gr aphic Engine er-

ing, 4(3):145–156, Septem b er 2014.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-014-0077-7.

Belaid:2014:TFR

[88] Sonia Bela ¨ ıd, F abrizio De San tis, Jo-

hann Heyszl, Stefan Mangard, Marcel

Medw ed, Jørn-Marc Sc hmidt, F ran¸ cois-

Xa vier Standaert, and Stefan Tillic h.

T o w ards fresh re-k eying with leak age-

resilien t PRFs: cipher design principles

and analysis. Journal of Crypto gr aphic

Engine ering, 4(3):157–171, Septem b er

2014. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-014-0079-5 .

Rauzy:2014:FPC

[89] P ablo Rauzy and Sylv ain Guilley

. A for-

mal pro of of coun termeasures against

fault injection attac ks on CR

T–RSA.

Journal of Crypto gr aphic Engine er-

ing, 4(3):173–185, Septem b er 2014.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-013-0065-3 .

Kamel:2014:ULI

[90] Dina Kamel, Mathieu Renauld, Denis

Flandre, and F ran¸ cois-Xa vier Standaert.

Understanding the limitations and im-

pro ving the relev ance of SPICE sim-

ulations in side-c hannel securit y ev al-

uations. Journal of Crypto gr aphic

Engine ering, 4(3):187–195, Septem b er

2014. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-014-0080-z .

Tiran:2014:MLF

[91] S. Tiran, S. Ordas, Y. T eglia,

M. Ago y an, and P

. Maurine. A

mo del of the leak age in the frequency

domain and its application to CP A and DP

A. Journal of Crypto gr aphic

Engine ering, 4(3):197–212, Septem b er

2014. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-014-0074-x .

Anon ymous:2014:HCc

[92] Anon ymous. Help & con tacts. Jour-

nal of Crypto gr aphic Engine ering, 4(3):

??, Septem b er 2014. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic).

Sc hindler:2014:P AP

[93] W erner Sc hindler and Andreas Wiemers.

P o w er attac ks in the presence of exp o-

nen t blinding. Journal of Crypto gr aphic

Engine ering, 4(4):213–236, No v em b er

2014. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-014-0081-y .

Karati:2014:NAB

[94] Sab y asac hi Karati, Abhijit Das, Di-

pan wita Ro yc ho wdh ury , Bharga v Bel-

lur, Deb o jy oti Bhattac hary a, and Ar-

a vind Iy er. New algorithms for batc h

v erification of standard ECDSA sig-

natures. Journal of Crypto gr aphic

Engine ering, 4(4):237–258, No v em b er

2014. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-014-0082-x .

Cla vier:2014:PIS

[95] Christophe Cla vier, Jean-Luc Danger,

Guillaume Duc, M. Ab delaziz Elaabid,

Beno ^ ıt G ´ erard, Sylv ain Guilley

, An-

nelie Heuser, Mic hael Kasp er, Y ang

Li, Victor Lomn ´ e, Daisuk e Nak atsu,

Kazuo Oh ta, Kazuo Sakiy ama, Lauren t

Sauv age, W erner Sc hindler, and et al.

Practical impro v emen ts of side-c hannel

attac ks on AES: feedbac k from the 2nd

DP A con test. Journal of Crypto gr aphic

Engine ering, 4(4):259–274, No v em b er

2014. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-014-0075-9 .

Bos:2014:CTM

[96] Jopp e W. Bos. Constan t time mo du-

lar in v ersion. Journal of Crypto gr aphic

Engine ering, 4(4):275–281, No v em b er

2014. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-014-0084-8 .

Anon ymous:2014:HC

[97] Anon ymous. Help & con tacts. Jour-

nal of Crypto gr aphic Engine ering, 4(4):

??, No v em b er 2014. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic).

T emplin:2015:NP A

[98] Josh ua R. T emplin and Jason R.

Hamlet. A new p o w er-a w are FPGA

design metric. Journal of Crypto-

gr aphic Engine ering, 5(1):1–11, April

2015. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-013-0060-8 .

Banik:2015:IDF

[99] Subhadeep Banik, Subhamo y Maitra,

and San tan u Sark ar. Impro v ed dif-

feren tial fault attac k on MICKEY

2.0. Journal of Crypto gr aphic En-

gine ering, 5(1):13–29, April 2015.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-014-0083-9 .

F az-Hernandez:2015:ESA

[100] Armando F az-Hern´ andez, P atric k Longa,

and Ana H. S´ anc hez. Efficien t and se-

cure algorithms for GL

V-based scalar

m ultiplication and their implemen ta-

tion on GL

V–GLS curv es (extended

v ersion). Journal of Crypto gr aphic

Engine ering, 5(1):31–52, April 2015.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-014-0085-7 .

OFlynn:2015:SSC

[101] Colin O’Flynn and Zhizhang Chen. Syn-

c hronous sampling and clo c k reco v ery of

in ternal oscillators for side c hannel anal-

ysis and fault injection. Journal of Cryp-

to gr aphic Engine ering, 5(1):53–69, April

2015. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-014-0087-5 .

Batina:2015:ICS

[102] Lejla Batina and M. J. B. Robsha w. In-

tro duction to the CHES 2014 sp ecial

issue. Journal of Crypto gr aphic Engi-

ne ering, 5(2):71–72, June 2015. CO-

DEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-015-0098-x; http://

link.springer.com/content/pdf/10.

1007/s13389-015-0098-x.pdf .

Coron:2015:FEP

[103] Jean-S ´ ebastien Coron, Arnab Ro y , and

Sriniv as Viv ek. F ast ev aluation of

p olynomials o v er binary finite fields

and application to side-c hannel coun-

termeasures. Journal of Crypto gr aphic

Engine ering, 5(2):73–83, June 2015.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-015-0099-9 .

Suga w ara:2015:RSD

[104] T ak eshi Suga w ara, Daisuk e Suzuki,

Ry oic hi F ujii, Shigeaki T a w a, Ry ohei

Hori, Mitsuru Shiozaki, and T ak eshi

F ujino. Rev ersing stealth y dopan t-

lev el circuits. Journal of Crypto-

gr aphic Engine ering, 5(2):85–94, June

2015. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-015-0102-5 .

Genkin:2015:GYH

[105] Daniel Genkin, Itamar Pipman, and

Eran T romer. Get y our hands off

m y laptop: ph ysical side-c hannel k ey-

extraction attac ks on PCs. Jour-

nal of Crypto gr aphic Engine ering, 5

(2):95–112, June 2015. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/article/10.1007/s13389-015-

0100-7 .

Vliegen:2015:PFE

[106] Jo Vliegen, Nele Men tens, Dirk Ko c h,

Dries Sc hellek ens, and Ingrid V er-

bau whede. Practical feasibilit y ev alu-

ation and impro v emen t of a pa y-p er-use

licensing sc heme for hardw are IP cores

in Xilinx FPGAs. Journal of Crypto-

gr aphic Engine ering, 5(2):113–122, June

2015. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL http://link.springer.com/article/

10.1007/s13389-014-0088-4 .

Lerman:2015:MLA

[107] Liran Lerman, Gianluca Bon tempi,

and Olivier Mark o witc h. A mac hine

learning approac h against a mask ed

AES. Journal of Crypto gr aphic En-

gine ering, 5(2):123–139, June 2015.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-014-0089-3 .

Gueron:2015:FPF

[108] Sha y Gueron and Vlad Krasno v. F ast

prime field elliptic-curv e cryptograph y

with 256-bit primes. Journal of Crypto-

gr aphic Engine ering, 5(2):141–151, June

2015. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-014-0090-x .

Guo:2015:SA C

[109] Xiaofei Guo, Deb deep Mukhopadh y a y ,

Chenglu Jin, and Ramesh Karri. Se-

curit y analysis of concurren t error de-

tection against differen tial fault anal-

ysis. Journal of Crypto gr aphic Engi-

ne ering, 5(3):153–169, Septem b er 2015.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-014-0092-8 .

P erin:2015:VHC

[110] Guilherme P erin, Lauren t Im b ert,

Philipp e Maurine, and Lionel T or-

res. V ertical and horizon tal correla-

tion attac ks on RNS-based exp onen-

tiations. Journal of Crypto gr aphic

Engine ering, 5(3):171–185, Septem b er

2015. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-015-0095-0 .

Y amamoto:2015:NME

[111] Dai Y amamoto, Kazuo Sakiy ama, Mit-

sugu Iw amoto, Kazuo Oh ta, Masahik o

T ak enak a, Kouic hi Itoh, and Nao y a

T orii. A new metho d for enhanc-

ing v ariet y and main taining reliabilit y

of PUF resp onses and its ev aluation

on ASICs. Journal of Crypto gr aphic

Engine ering, 5(3):187–199, Septem b er

2015. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-014-0091-9 .

Hutter:2015:MMA

[112] Mic hael Hutter and P eter Sc h w ab e.

Multiprecision m ultiplication on A VR

revisited. Journal of Crypto gr aphic

Engine ering, 5(3):201–214, Septem b er

2015. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-015-0093-2 .

Bluhm:2015:FSI

[113] Man uel Bluhm and Sha y Gueron. F ast

soft w are implemen tation of binary el-

liptic curv e cryptograph y . Journal of

Crypto gr aphic Engine ering, 5(3):215–

226, Septem b er 2015. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/article/10.1007/s13389-015-

0094-1 .

F ei:2015:SBS

[114] Y unsi F ei, A. Adam Ding, Jian Lao,

and Liw ei Zhang. A statistics-based

success rate mo del for DP

A and CP A.

Journal of Crypto gr aphic Engine er-

ing, 5(4):227–243, No v em b er 2015.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-015-0107-0 .

Hamlet:2015:TOI

[115] Jason R. Hamlet and Rob ert W. Bro-

cato. Throughput-optimized imple-

men tations of QUAD. Journal of

Crypto gr aphic Engine ering, 5(4):245–

254, No v em b er 2015. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/article/10.1007/s13389-015-

0109-y .

Lerman:2015:BVD

[116] Liran Lerman, Gianluca Bon tempi,

and Olivier Mark o witc h. The bias-

v ariance decomp osition in profiled at-

tac ks. Journal of Crypto gr aphic Engi-

ne ering, 5(4):255–267, No v em b er 2015.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-015-0106-1 .

Bongio v anni:2015:D VT

[117] Simone Bongio v anni, F rancesco Cen-

turelli, Giusepp e Scotti, and Alessan-

dro T rifiletti. Design and v alida-

tion through a frequency-based met-

ric of a new coun termeasure to pro-

tect nanometer ICs from side-c hannel

attac ks. Journal of Crypto gr aphic

Engine ering, 5(4):269–288, No v em b er

2015. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-015-0096-z.

Cenk:2015:SNR

[118] Murat Cenk and M. An w ar Hasan. Some

new results on binary p olynomial m ul-

tiplication. Journal of Crypto gr aphic

Engine ering, 5(4):289–303, No v em b er

2015. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-015-0101-6 .

Konheim:2016:A TM

[119] Alan G. Konheim. Automated teller

mac hines: their history and authen ti-

cation proto cols. Journal of Crypto-

gr aphic Engine ering, 6(1):1–29, April

2016. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-015-0104-3 .

Alda y a:2016:ABT

[120] Alejandro Cabrera Alda y a, Alejandro

J. Cabrera Sarmien to, and San tiago

S´ anc hez-Solano. AES T-Bo x tam-

p ering attac k. Journal of Crypto-

gr aphic Engine ering, 6(1):31–48, April

2016. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-015-0103-4 .

F erradi:2016:W OC

[121] Houda F erradi, R ´ emi G ´ eraud, Da vid

Naccac he, and Assia T ria. When or-

ganized crime applies academic results:

a forensic analysis of an in-card lis-

tening device. Journal of Crypto-

gr aphic Engine ering, 6(1):49–59, April

2016. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-015-0112-3 .

Ba y on:2016:FME

[122] Pierre Ba y on, Lilian Bossuet, Alain

Aub ert, and Viktor Fisc her. F ault

mo del of electromagnetic attac ks tar-

geting ring oscillator-based true random

n um b er generators. Journal of Crypto-

gr aphic Engine ering, 6(1):61–74, April

2016. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-015-0113-2 .

Saarinen:2016:BA C

[123] Markku-Juhani O. Saarinen. The BR U-

TUS automatic cryptanalytic frame-

w ork. Journal of Crypto gr aphic Engi-

ne ering, 6(1):75–82, April 2016. CO-

DEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-015-0114-1; http://

link.springer.com/content/pdf/10.

1007/s13389-015-0114-1.pdf .

Guneysu:2016:ICS

[124] Tim G ¨ uneysu and Helena Handsc h uh.

In tro duction to the CHES 2015 sp ecial

issue. Journal of Crypto gr aphic Engi-

ne ering, 6(2):83–84, June 2016. CO-

DEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-016-0130-9; http://

link.springer.com/content/pdf/10.

1007/s13389-016-0130-9.pdf .

Sc hneider:2016:LAM

[125] T obias Sc hneider and Amir Moradi.

Leak age assessmen t metho dology

. Jour-

nal of Crypto gr aphic Engine ering, 6

(2):85–99, June 2016. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/article/10.1007/s13389-016-

0120-y .

Sc hindler:2016:EEB

[126] W erner Sc hindler. Exclusiv e exp o-

nen t blinding is not enough to pre-

v en t an y timing attac k on RSA. Jour-

nal of Crypto gr aphic Engine ering, 6(2):

101–119, June 2016. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/article/10.1007/s13389-016-

0124-7 .

Maes:2016:SK G

[127] Ro el Maes, Vincen t v an der Leest, Erik

v an der Sluis, and F rans Willems. Se-

cure k ey generation from biased PUFs:

extended v ersion. Journal of Crypto-

gr aphic Engine ering, 6(2):121–137, June

2016. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-016-0125-6 .

Reparaz:2016:MRL

[128] Oscar Reparaz, Sujo y Sinha Ro y , Ruan

de Clercq, F rederik V ercauteren, and

Ingrid V erbau whede. Masking ring-

L WE. Journal of Crypto gr aphic En-

gine ering, 6(2):139–153, June 2016.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-016-0126-5 .

Coisel:2016:ICD

[129] Iw en Coisel and Ignacio Sanc hez. Im-

pro v ed cryptanalysis of the DECT stan-

dard cipher. Journal of Crypto gr aphic

Engine ering, 6(2):155–169, June 2016.

CODEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-016-0127-4; http://

link.springer.com/content/pdf/10.

1007/s13389-016-0127-4.pdf .

Lemire:2016:FBU

[130] Daniel Lemire and Ow en Kaser. F aster

64-bit univ ersal hashing using carry-

less m ultiplications. Journal of Cryp-

to gr aphic Engine ering, 6(3):171–185,

Septem b er 2016. CODEN ???? ISSN

2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/accesspage/article/10.1007/

s13389-015-0110-5; http://link.

springer.com/article/10.1007/s13389-

015-0110-5 .

Goundar:2016:IF A

[131] Ra v een R. Goundar and Marc Jo y e.

In v ersion-free arithmetic on elliptic

curv es through isomorphisms. Journal

of Crypto gr aphic Engine ering, 6(3):187–

199, Septem b er 2016. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/accesspage/article/10.1007/

s13389-016-0131-8; http://link.

springer.com/article/10.1007/s13389-

016-0131-8 .

Rauzy:2016:FPS

[132] P ablo Rauzy

, Sylv ain Guilley

, and Za-

k aria Na jm. F ormally pro v ed secu-

rit y of assem bly co de against p o w er

analysis. Journal of Crypto gr aphic

Engine ering, 6(3):201–216, Septem-

b er 2016. CODEN ???? ISSN

2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/accesspage/article/10.1007/

s13389-015-0105-2; http://link.

springer.com/article/10.1007/s13389-

015-0105-2.

ing no mathematical mo del ma y not se-

cure PUFs. Journal of Crypto gr aphic

Engine ering, 7(2):113–128, June 2017.

CODEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic).

Durv aux:2017:TEL

[153] F ran¸ cois Durv aux, F ran¸ cois-Xa vier

Standaert, and San tos Merino Del P ozo.

T o w ards easy leak age certification: ex-

tended v ersion. Journal of Crypto-

gr aphic Engine ering, 7(2):129–147, June

2017. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic).

Boss:2017:SBS

[154] Erik Boss, Vincen t Grosso, Tim

G ¨ uneysu, Gregor Leander, Amir

Moradi, and T obias Sc hneider. Strong

8-bit Sb o xes with efficien t masking

in hardw are extended v ersion. Jour-

nal of Crypto gr aphic Engine ering, 7(2):

149–165, June 2017. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic).

Bottinelli:2017:CA C

[155] P aul Bottinelli and Jopp e W. Bos. Com-

putational asp ects of correlation p o w er

analysis. Journal of Crypto gr aphic

Engine ering, 7(3):167–181, Septem b er

2017. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-016-0122-9 .

Ordas:2017:EFI

[156] S. Ordas, L. Guillaume-Sage, and

P . Maurine. Electromagnetic fault

injection: the curse of flip-flops.

Journal of Crypto gr aphic Engine er-

ing, 7(3):183–197, Septem b er 2017.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-016-0128-3 .

Swierczynski:2017:IPH

[157] P a w el Swierczynski, Marc Fyrbiak,

Philipp Kopp e, Amir Moradi, and

Christof P aar. In terdiction in prac-

tice — hardw are T ro jan against a

high-securit y USB flash driv e. Jour-

nal of Crypto gr aphic Engine ering, 7

(3):199–211, Septem b er 2017. CO-

DEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-016-0132-7 .

Ma yhew:2017:OHL

[158] Matthew Ma yhew and Radu Muresan.

An o v erview of hardw are-lev el statis-

tical p o w er analysis attac k coun ter-

measures. Journal of Crypto gr aphic

Engine ering, 7(3):213–244, Septem b er

2017. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-016-0133-6 .

Negre:2017:ERM

[159] Christophe Negre and Thomas Plan-

tard. Efficien t regular mo dular ex-

p onen tiation using m ultiplicativ e half-

size splitting. Journal of Crypto gr aphic

Engine ering, 7(3):245–253, Septem b er

2017. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-016-0134-5 .

Sc hindler:2017:GP A

[160] W erner Sc hindler and Andreas Wiemers.

Generic p o w er attac ks on RSA with

CR T and exp onen t blinding: new re-

sults. Journal of Crypto gr aphic Engi-

ne ering, 7(4):255–272, No v em b er 2017.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-016-0146-1 .

Alda y a:2017:SVB

[161] Alejandro Cabrera Alda y a, Alejandro

J. Cabrera Sarmien to, and San tiago

S´ anc hez-Solano. SP

A vulnerabilities

of the binary extended Euclidean al-

gorithm. Journal of Crypto gr aphic

Engine ering, 7(4):273–285, No v em b er

2017. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-016-0135-4 .

P asalic:2017:EIG

[162] Enes P asalic, An upam Chattopadh y a y ,

and W eiGuo Zhang. Efficien t im-

plemen tation of generalized Maiorana–

McF arland class of cryptographic func-

tions. Journal of Crypto gr aphic Engi-

ne ering, 7(4):287–295, No v em b er 2017.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-016-0139-0 .

Homma:2017:IPS

[163] Naofumi Homma. In tro duction to the

PR OOFS 2016 sp ecial section. Jour-

nal of Crypto gr aphic Engine ering, 7

(4):297–298, No v em b er 2017. CO-

DEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-017-0173-6; https:

//link.springer.com/content/pdf/

10.1007/s13389-017-0173-6.pdf .

Bhattac hary a:2017:FF A

[164] Sarani Bhattac hary a and Deb deep

Mukhopadh y a y . F ormal fault anal-

ysis of branc h predictors: attac king

coun termeasures of asymmetric k ey

ciphers. Journal of Crypto gr aphic

Engine ering, 7(4):299–310, No v em b er

2017. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-017-0165-6 .

Breier:2017:SAS

[165] Jakub Breier, Dirman to Jap, and

Shiv am Bhasin. A study on an-

alyzing side-c hannel resistan t enco d-

ing sc hemes with resp ect to fault at-

tac ks. Journal of Crypto gr aphic Engi-

ne ering, 7(4):311–320, No v em b er 2017.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-017-0166-5 .

Dugardin:2017:UME

[166] Margaux Dugardin, Sylv ain Guil-

ley , Martin Moreau, Zak aria Na jm,

and P ablo Rauzy

. Using mo du-

lar extension to pro v ably protect Ed-

w ards curv es against fault attac ks.

Journal of Crypto gr aphic Engine er-

ing, 7(4):321–330, No v em b er 2017.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-017-0167-4 .

Bruneau:2017:OSC

[167] Nicolas Bruneau, Sylv ain Guilley

, An-

nelie Heuser, Damien Marion, and

Olivier Rioul. Optimal side-c hannel at-

tac ks for m ultiv ariate leak ages and m ul-

tiple mo dels. Journal of Crypto gr aphic

Engine ering, 7(4):331–341, No v em b er

2017. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-017-0170-9 .

Picek:2017:T A V

[168] Stjepan Picek, Annelie Heuser, and

Sylv ain Guilley . T emplate attac k

v ersus Ba y es classifier. Journal of

Crypto gr aphic Engine ering, 7(4):343–

351, No v em b er 2017. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/article/10.1007/s13389-017-

0172-7 .

Ge:2018:SMT

[169] Qian Ge, Y uv al Y arom, Da vid Co c k, and

Gernot Heiser. A surv ey of microar-

c hitectural timing attac ks and coun-

termeasures on con temp orary hard-

w are. Journal of Crypto gr aphic

Engine ering, 8(1):1–27, April 2018.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-016-0141-6 .

Chakrab orti:2018:TUT

[170] Avik Chakrab orti, An upam Chattopad-

h y a y , Muhammad Hassan, and Mridul

Nandi. T riviA and uT riviA: t w o

fast and secure authen ticated encryp-

tion sc hemes. Journal of Crypto-

gr aphic Engine ering, 8(1):29–48, April

2018. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-016-0137-2 .

Chakrab ort y:2018:DED

[171] Debrup Chakrab ort y , Cuauh temo c Man-

cillas L´ op ez, and P alash Sark ar. Disk encryption: do w e need to preserv e

length? Journal of Crypto gr aphic

Engine ering, 8(1):49–69, April 2018.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-016-0147-0 .

Saarinen:2018:A CB

[172] Markku-Juhani O. Saarinen. Arithmetic

co ding and blinding coun termeasures for

lattice signatures. Journal of Crypto-

gr aphic Engine ering, 8(1):71–84, April

2018. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-017-0149-6 .

F erradi:2018:RPN

[173] Houda F erradi, R ´ emi G ´ eraud, Diana

Maim ut, Da vid Naccac he, and Amaury

de W argn y . Regulating the pace of v on

Neumann correctors. Journal of Cryp-

to gr aphic Engine ering, 8(1):85–91, April

2018. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-017-0153-x .

Fisc her:2018:ICS

[174] Wieland Fisc her and Naofumi Homma.

In tro duction to the CHES 2017 sp ecial

issue. Journal of Crypto gr aphic Engi-

ne ering, 8(2):93–94, June 2018. CO-

DEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-018-0189-6; https:

//link.springer.com/content/pdf/

10.1007/s13389-018-0189-6.pdf .

Chou:2018:MR T

[175] T ung Chou. McBits revisited: to-

w ard a fast constan t-time co de-based

KEM. Journal of Crypto gr aphic En-

gine ering, 8(2):95–107, June 2018.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-018-0186-9 .

Gross:2018:UMA

[176] Hannes Gross and Stefan Mangard.

A unified masking approac h. Jour-

nal of Crypto gr aphic Engine ering, 8

(2):109–124, June 2018. CODEN

???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-018-0184-y; https:

//link.springer.com/content/pdf/

10.1007/s13389-018-0184-y.pdf .

Immler:2018:YR C

[177] Vincen t Immler, Rob ert Sp ec h t, and

Florian Un terstein. Y our rails can-

not hide from lo calized EM: ho w

dual-rail logic fails on FPGAs — ex-

tended v ersion. Journal of Crypto-

gr aphic Engine ering, 8(2):125–139, June

2018. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-018-0185-x .

Hatziv asilis:2018:RLB

[178] George Hatziv asilis, Konstan tinos Fysarakis,

Ioannis P apaefstathiou, and Charalam-

p os Manifa v as. A review of ligh t w eigh t

blo c k ciphers. Journal of Crypto-

gr aphic Engine ering, 8(2):141–184, June

2018. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-017-0160-y .

Ro driguez-Henriquez:2018:SIH

[179] F rancisco Ro dr ´ ıguez-Henr ´ ıquez and

Erk a y Sa v as. Sp ecial issue in honor

of P eter La wrence Mon tgomery

. Jour-

nal of Crypto gr aphic Engine ering, 8

(3):185–187, Septem b er 2018. CO-

DEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-017-0168-3; https:

//link.springer.com/content/pdf/

10.1007/s13389-017-0168-3.pdf .

Ba jard:2018:MR W

[180] Jean-Claude Ba jard, Julien Eynard,

and Nabil Merkic he. Mon tgomery re-

duction within the con text of residue

n um b er system arithmetic. Jour-

nal of Crypto gr aphic Engine ering, 8

(3):189–200, Septem b er 2018. CO-

DEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-017-0154-9 .

Sa v as:2018:MI

[181] Erk a y Sa v as and ¸

Cetin Ka y a Ko¸ c.

Mon tgomery in v ersion. Journal of

Crypto gr aphic Engine ering, 8(3):201–

210, Septem b er 2018. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/article/10.1007/s13389-017-

0161-x .

Dai:2018:SAM

[182] W angc hen Dai and Ra y C. C. Che-

ung. Sp ectral arithmetic in Mon t-

gomery mo dular m ultiplication. Jour-

nal of Crypto gr aphic Engine ering, 8

(3):211–226, Septem b er 2018. CO-

DEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-017-0151-z .

Costello:2018:MCT

[183] Craig Costello and Benjamin Smith.

Mon tgomery curv es and their arith-

metic. Journal of Crypto gr aphic Engi-

ne ering, 8(3):227–240, Septem b er 2018.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-017-0157-6 .

Oliv eira:2018:MLB

[184] Thomaz Oliv eira, Julio L´ op ez, and

F rancisco Ro dr ´ ıguez-Henr ´ ıquez. The

Mon tgomery ladder on binary ellip-

tic curv es. Journal of Crypto gr aphic

Engine ering, 8(3):241–258, Septem b er

2018. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-017-0163-8 .

Cenk:2018:KLF

[185] Murat Cenk. Karatsuba-lik e form u-

lae and their asso ciated tec hniques.

Journal of Crypto gr aphic Engine er-

ing, 8(3):259–269, Septem b er 2018.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-017-0155-8 .

F arias:2018:CSE

[186] Luc k as A. F arias, Bruno C. Alb er-

tini, and P aulo S. L. M. Barreto. A

class of safe and efficien t binary Ed-

w ards curv es. Journal of Crypto gr aphic

Engine ering, 8(4):271–283, No v em b er

2018. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-017-0174-5 .

Jarvinen:2018:A T A

[187] Kimmo J¨ arvinen, Sujo y Sinha Ro y ,

and Ingrid V erbau whede. Arithmetic

of τ -adic expansions for ligh t w eigh t

Koblitz curv e cryptograph y . Jour-

nal of Crypto gr aphic Engine ering, 8

(4):285–300, No v em b er 2018. CO-

DEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-018-0182-0 .

Lerman:2018:T A V

[188] Liran Lerman, Romain P oussier, Olivier

Mark o witc h, and F ran¸ cois-Xa vier Stan-

daert. T emplate attac ks v ersus ma-

c hine learning revisited and the curse

of dimensionalit y in side-c hannel anal-

ysis: extended v ersion. Journal of

Crypto gr aphic Engine ering, 8(4):301–

313, No v em b er 2018. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/article/10.1007/s13389-017-

0162-9 .

DeV ale:2018:ADI

[189] John DeV ale, Ry an Rakvic, and Kevin

Rudd. Another dimension in in tegrated

circuit trust. Journal of Crypto gr aphic

Engine ering, 8(4):315–326, No v em b er

2018. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-017-0164-7 .

Karmak ar:2018:SBS

[190] Sandip Karmak ar and Dipan wita Ro y

Cho wdh ury . Scan-based side c han-

nel attac k on stream ciphers and its

prev en tion. Journal of Crypto gr aphic

Engine ering, 8(4):327–340, No v em b er

2018. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-017-0178-1 .

Sk oric:2018:TDS

[191] Boris Sk ori ´ c. A trivial debiasing

sc heme for Help er Data Systems. Jour-

nal of Crypto gr aphic Engine ering, 8

(4):341–349, No v em b er 2018. CO-

DEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-018-0183-z; https:

//link.springer.com/content/pdf/

10.1007/s13389-018-0183-z.pdf .

Dosso:2018:EA C

[192] Yssouf Dosso, F abien Herbaut, Nico-

las M ´ eloni, and P ascal V ´ eron. Eu-

clidean addition c hains scalar m ultipli-

cation on curv es with efficien t endo-

morphism. Journal of Crypto gr aphic

Engine ering, 8(4):351–367, No v em b er

2018. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-018-0190-0 .

Hutc hinson:2019:CMD

[193] Aaron Hutc hinson and Kora y Kara-

bina. Constructing m ultidimensional

differen tial addition c hains and their

applications. Journal of Crypto gr aphic

Engine ering, 9(1):1–19, April 2019.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-017-0177-2 .

Batina:2019:OT A

[194] Lejla Batina, Luk asz Chmielewski,

Louiza P apac hristo doulou, P eter Sc h w ab e,

and Mic hael T unstall. Online template attac ks. Journal of Crypto gr aphic Engi-

ne ering, 9(1):21–36, April 2019. CO-

DEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-017-0171-8; https:

//link.springer.com/content/pdf/

10.1007/s13389-017-0171-8.pdf .

Diop:2019:TPH

[195] Ibrahima Diop, Y anis Linge, Thomas

Ordas, Pierre-Yv an Liardet, and

Philipp e Maurine. F rom theory to

practice: horizon tal attac ks on pro-

tected implemen tations of mo dular ex-

p onen tiations. Journal of Crypto-

gr aphic Engine ering, 9(1):37–52, April

2019. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-018-0181-1 .

Saha:2019:IDF

[196] Dhiman Saha and Dipan wita Ro y

Cho wdh ury . In ternal differen tial fault

analysis of parallelizable ciphers in

the coun ter-mo de. Journal of Crypto-

gr aphic Engine ering, 9(1):53–67, April

2019. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-017-0179-0 .

Banik:2019:CCC

[197] Subhadeep Banik, Andrey Bogdano v,

and F rancesco Regazzoni. Compact

circuits for com bined AES encryp-

tion/decryption. Journal of Crypto-

gr aphic Engine ering, 9(1):69–83, April

2019. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-017-0176-3.

Konheim:2019:HFI

[198] Alan G. Konheim. Horst F eistel:

the in v en tor of LUCIFER, the crypto-

graphic algorithm that c hanged cryp-

tology

. Journal of Crypto gr aphic En-

gine ering, 9(1):85–100, April 2019.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-018-0198-5 .

Ueno:2019:HEG

[199] Rei Ueno, Naofumi Homma, Y a-

suyuki Nogami, and T ak afumi Aoki.

Highly efficien t GF (2

8

) in v ersion cir-

cuit based on h ybrid GF represen ta-

tions. Journal of Crypto gr aphic En-

gine ering, 9(2):101–113, June 2019.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-018-0187-8 .

Rob ert:2019:EFB

[200] Jean-Marc Rob ert, Christophe Negre,

and Thomas Plan tard. Efficien t fixed-

base exp onen tiation and scalar m ultipli-

cation based on a m ultiplicativ e splitting

exp onen t reco ding. Journal of Crypto-

gr aphic Engine ering, 9(2):115–136, June

2019. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-018-0196-7 .

Un terluggauer:2019:MME

[201] Thomas Un terluggauer, Mario W erner,

and Stefan Mangard. MEAS: mem-

ory encryption and authen tication se-

cure against side-c hannel attac ks. Jour-

nal of Crypto gr aphic Engine ering, 9

(2):137–158, June 2019. CODEN

???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-018-0180-2; https:

//link.springer.com/content/pdf/

10.1007/s13389-018-0180-2.pdf .

P eccerillo:2019:PBA

[202] Biagio P eccerillo, Sandro Bartolini, and

¸ Cetin Ka y a Ko¸ c. P arallel bitsliced

AES through PHAST: a single-source

high-p erformance library for m ulti-

cores and GPUs. Journal of Crypto-

gr aphic Engine ering, 9(2):159–171, June

2019. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-017-0175-4 .

Hutter:2019:CTH

[203] Mic hael Hutter and Mic hael T unstall.

Constan t-time higher-order Bo olean-to-

arithmetic masking. Journal of Crypto-

gr aphic Engine ering, 9(2):173–184, June

2019. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-018-0191-z .

Herb ert:2019:DIL

[204] Vincen t Herb ert, Bhask ar Bisw as, and

Caroline F on taine. Design and imple-

men tation of lo w-depth pairing-based

homomorphic encryption sc heme. Jour-

nal of Crypto gr aphic Engine ering, 9(2):

185–201, June 2019. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/article/10.1007/s13389-018-

0192-y .

Saha:2019:AFE

[205] Sa y andeep Saha, Ujja w al Kumar, Deb-

deep Mukhopadh y a y , and P allab Das-

gupta. An automated framew ork for

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-019-00214-6 .

Didier:2020:EMO

[227] Lauren t-St ´ ephane Didier, F angan-

Yssouf Dosso, and P ascal V ´ eron.

Efficien t mo dular op erations using

the adapted mo dular n um b er sys-

tem. Journal of Crypto gr aphic En-

gine ering, 10(2):111–133, June 2020.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-019-00221-7 .

Hett w er:2020:AML

[228] Benjamin Hett w er, Stefan Gehrer, and

Tim G ¨ uneysu. Applications of ma-

c hine learning tec hniques in side-c hannel

attac ks: a surv ey . Journal of Cryp-

to gr aphic Engine ering, 10(2):135–162,

June 2020. CODEN ???? ISSN

2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/article/10.1007/s13389-019-

00212-8 .

Benadjila:2020:DLS

[229] Ry ad Benadjila, Emman uel Prouff,

R ´ emi Strullu, Eleonora Cagli, and C ´ ecile

Dumas. Deep learning for side-c hannel

analysis and in tro duction to ASCAD

database. Journal of Crypto gr aphic En-

gine ering, 10(2):163–188, June 2020.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-019-00220-8 .

Orumiehc hiha:2020:DF A

[230] Mohammad Ali Orumiehc hiha, Saeed

Rostami, Elham Shak our, and Josef

Pieprzyk. A differen tial fault at-

tac k on the W

G family of stream ci-

phers. Journal of Crypto gr aphic En-

gine ering, 10(2):189–195, June 2020.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-020-00222-x .

Piccoli:2020:PMB

[231] Alessandro De Piccoli, Andrea Vis-

con ti, and Otta vio Giulio Rizzo.

P olynomial m ultiplication o v er bi-

nary finite fields: new upp er b ounds.

Journal of Crypto gr aphic Engine er-

ing, 10(3):197–210, Septem b er 2020.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-019-00210-w .

Cruz:2020:ESS

[232] Rafael J. Cruz, An tonio Guimar~ aes, and

Diego F. Aranha. Efficien t and se-

cure soft w are implemen tations of F an-

tomas. Journal of Crypto gr aphic En-

gine ering, 10(3):211–228, Septem b er

2020. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-019-00218-2 .

Hiller:2020:REC

[233] Matthias Hiller, Ludwig K ¨ urzinger,

and Georg Sigl. Review of error

correction for PUFs and ev aluation

on state-of-the-art FPGAs. Jour-

nal of Crypto gr aphic Engine ering, 10

(3):229–247, Septem b er 2020. CO-

DEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-020-00223-w; https:

//link.springer.com/content/pdf/

10.1007/s13389-020-00223-w.pdf .

Sc hoinianakis:2020:RAS

[234] Dimitrios Sc hoinianakis. Residue arith-

metic systems in cryptograph y: a

surv ey on mo dern securit y applica-

tions. Journal of Crypto gr aphic En-

gine ering, 10(3):249–267, Septem b er

2020. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-020-00231-w .

Wiemers:2020:RSR

[235] Andreas Wiemers. A remark on a suc-

cess rate mo del for side-c hannel attac k

analysis. Journal of Crypto gr aphic Engi-

ne ering, 10(3):269–274, Septem b er 2020.

CODEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-020-00235-6; https:

//link.springer.com/content/pdf/

10.1007/s13389-020-00235-6.pdf .

Ric h ter:2020:T AN

[236] Bastian Ric h ter and Amir Moradi. T em-

plate attac ks on nano-scale CMOS de-

vices. Journal of Crypto gr aphic Engi-

ne ering, 10(3):275–285, Septem b er 2020.

CODEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-020-00225-8; https:

//link.springer.com/content/pdf/

10.1007/s13389-020-00225-8.pdf .

Batina:2020:PE

[237] Lejla Batina and Nele Men tens.

PR OOFS 2018 editorial. Jour-

nal of Crypto gr aphic Engine ering, 10

(4):287, No v em b er 2020. CODEN

???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-020-00248-1; https:

//link.springer.com/content/pdf/

10.1007/s13389-020-00248-1.pdf .

Alam:2020:IAH

[238] Manaar Alam, Deb deep Mukhopad-

h y a y , Sai Pra v een Kadiy ala, Siew-Kei

Lam, and Tham bipillai Srik an than. Im-

pro ving accuracy of HPC-based mal-

w are classification for em b edded plat-

forms using gradien t descen t optimiza-

tion. Journal of Crypto gr aphic En-

gine ering, 10(4):289–303, No v em b er

2020. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-020-00232-9 .

Sijacic:2020:TEA

[239] Danilo Sijaci ´ c, Josep Balasc h, Bohan

Y ang, San tosh Ghosh, and Ingrid V er-

bau whede. T o w ards efficien t and auto-

mated side-c hannel ev aluations at de-

sign time. Journal of Crypto gr aphic

Engine ering, 10(4):305–319, No v em b er

2020. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-020-00233-8 .

Ga y:2020:ECS

[240] Mael Ga y , Bat y a Karp, Osnat Keren,

and Ilia P olian. Error con trol

sc heme for malicious and natural faults

in cryptographic mo dules. Jour-

nal of Crypto gr aphic Engine ering, 10

(4):321–336, No v em b er 2020. CO-

DEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-020-00234-7; https:

//link.springer.com/content/pdf/

10.1007/s13389-020-00234-7.pdf .

Ouladj:2020:PT A

[241] Maamar Ouladj, Nadia El Mrab et,

Sylv ain Guilley

, Philipp e Guillot, and

Gilles Mill ´ erioux. On the p o w er of

template attac ks in highly m ultiv ari-

ate con text. Journal of Crypto gr aphic

Engine ering, 10(4):337–354, No v em b er

2020. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-020-00239-2 .

Baksi:2020:I IC

[242] An ubhab Baksi, Dhiman Saha, and

Suman ta Sark ar. T o infect or not

to infect: a critical analysis of in-

fectiv e coun termeasures in fault at-

tac ks. Journal of Crypto gr aphic En-

gine ering, 10(4):355–374, No v em b er

2020. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-020-00224-9 .

Y eo:2021:IAA

[243] Sze Ling Y eo, Duc-Phong Le, and

Kho ongming Kho o. Impro v ed al-

gebraic attac ks on ligh t w eigh t blo c k

ciphers. Journal of Crypto gr aphic

Engine ering, 11(1):1–19, April 2021.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-020-00237-4 .

Resende:2021:FUP

[244] Amanda Cristina Da vi Resende and

Diego de F reitas Aranha. F aster un-

balanced Priv ate Set In tersection in the semi-honest setting. Journal of Crypto-

gr aphic Engine ering, 11(1):21–38, April

2021. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-020-00242-7 .

Bronc hain:2021:RR T

[245] Olivier Bronc hain, T obias Sc hneider,

and F ran¸ cois-Xa vier Standaert. Re-

ducing risks through simplicit y: high

side-c hannel securit y for lazy engi-

neers. Journal of Crypto gr aphic En-

gine ering, 11(1):39–55, April 2021.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-020-00241-8 .

P ereira:2021:OP A

[246] Geo v andro P ereira, Ja v ad Dolisk ani,

and Da vid Jao. x-only p oin t addi-

tion form ula and faster compressed

SIKE. Journal of Crypto gr aphic En-

gine ering, 11(1):57–69, April 2021.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-020-00245-4 .

Abarzua:2021:SPS

[247] Ro drigo Abarz ´ ua, Claudio V alencia,

and Julio L´ op ez. Surv ey on p erfor-

mance and securit y problems of coun-

termeasures for passiv e side-c hannel at-

tac ks on ECC. Journal of Crypto-

gr aphic Engine ering, 11(1):71–102, April

2021. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-021-00257-8.

Heydemann:2021:EAP

[248] Karine Heydemann and Letitia Li. Ed-

itorial ab out PR

OOFS 2019. Jour-

nal of Crypto gr aphic Engine ering, 11

(2):103–104, June 2021. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/article/10.1007/s13389-020-

00236-5; https://link.springer.

com/content/pdf/10.1007/s13389-

020-00236-5.pdf. See correction [256].

Ganji:2021:RPC

[249] F atemeh Ganji, Shahin T a jik, P ascal

Stauss, Jean-Pierre Seifert, Mark T ehra-

nip o or, and Domenic F orte. Ro c k’n’roll

PUFs: crafting pro v ably secure PUFs

from less secure ones (extended v er-

sion). Journal of Crypto gr aphic En-

gine ering, 11(2):105–118, June 2021.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-020-00226-7 .

Cheng:2021:DFI

[250] W ei Cheng, Claude Carlet, Kouassi

Goli, Jean-Luc Danger, and Sylv ain

Guilley

. Detecting faults in inner

pro duct masking sc heme. Journal

of Crypto gr aphic Engine ering, 11(2):

119–133, June 2021. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL http://link.springer.

com/article/10.1007/s13389-020-

00227-6 .

P erianin:2021:EEA

[251] Thomas P erianin, Sebastien Carr ´ e, Vic-

tor Dyseryn, Adrien F acon, and Syl-

v ain Guilley

. End-to-end automated

cac he-timing attac k driv en b y mac hine learning. Journal of Crypto gr aphic En-

gine ering, 11(2):135–146, June 2021.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-020-00228-5 .

Keren:2021:IR C

[252] Osnat Keren and Ilia P olian. IPM-

RED: com bining higher-order masking

with robust error detection. Jour-

nal of Crypto gr aphic Engine ering, 11

(2):147–160, June 2021. CODEN

???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-020-00229-4; https:

//link.springer.com/content/pdf/

10.1007/s13389-020-00229-4.pdf .

Ueno:2021:MCS

[253] Rei Ueno, Junk o T ak ahashi, Y u ic hi

Ha y ashi, and Naofumi Homma. A

metho d for constructing sliding windo ws

leak from noisy cac he timing informa-

tion. Journal of Crypto gr aphic Engi-

ne ering, 11(2):161–170, June 2021. CO-

DEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-020-00230-x; https:

//link.springer.com/content/pdf/

10.1007/s13389-020-00230-x.pdf .

Kamel:2021:SCA

[254] Dina Kamel, Da vide Bellizia, Olivier

Bronc hain, and F ran¸ cois-Xa vier Stan-

daert. Side-c hannel analysis of a learn-

ing parit y with ph ysical noise pro ces-

sor. Journal of Crypto gr aphic En-

gine ering, 11(2):171–179, June 2021.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-020-00238-3 .

Jacobson:2021:R WK

[255] Mic hael John Jacobson, Jr. and Prab-

hat Kush w aha. Remo v able w eak k eys

for discrete logarithm-based cryptog-

raph y . Journal of Crypto gr aphic En-

gine ering, 11(2):181–195, June 2021.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-020-00250-7 .

Heydemann:2021:CEA

[256] Karine Heydemann and Letitia Li. Cor-

rection to: Editorial ab out PR

OOFS

2019. Journal of Crypto gr aphic Engi-

ne ering, 11(2):197, June 2021. CO-

DEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-021-00266-7; https:

//link.springer.com/content/pdf/

10.1007/s13389-021-00266-7.pdf. See

[248 ].

Chang:2021:ASI

[257] Chip-Hong Chang, Daniel E. Holcom b,

Ulric h R ¨ uhrmair, and P atric k Sc hau-

mon t. The ASHES 2019 sp ecial issue at

JCEN. Journal of Crypto gr aphic Engi-

ne ering, 11(3):199–200, Septem b er 2021.

CODEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-021-00270-x; https:

//link.springer.com/content/pdf/

10.1007/s13389-021-00270-x.pdf .

Shiozaki:2021:SEA

[258] Mitsuru Shiozaki and T ak eshi F u-

jino. Simple electromagnetic analy-

sis attac k based on geometric leak on

ASIC implemen tation of ring-oscillator

PUF. Journal of Crypto gr aphic En-

gine ering, 11(3):201–212, Septem b er

2021. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-020-00240-9 .

Zhang:2021:NTG

[259] Y uqiao Zhang, Ayush Jain, Pinc hen Cui,

Ziqi Zhou, and Ujjw al Guin. A no v el

top ology-guided attac k and its coun-

termeasure to w ards secure logic lo c k-

ing. Journal of Crypto gr aphic En-

gine ering, 11(3):213–226, Septem b er

2021. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-020-00243-6 .

Gu:2021:LSC

[260] Chongy an Gu, Chip-Hong Chang,

W eiqiang Liu, Neil Hanley

, Jac k

Misk elly

, and M´ aire O’Neill. A large-

scale comprehensiv e ev aluation of single-

slice ring oscillator and PicoPUF bit

cells on 28-nm Xilinx FPGAs. Jour-

nal of Crypto gr aphic Engine ering, 11

(3):227–238, Septem b er 2021. CO-

DEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-020-00244-5; https:

//link.springer.com/content/pdf/

10.1007/s13389-020-00244-5.pdf .

Bandara:2021:A CD

[261] Sahan Bandara and Mic hel A. Kinsy .

Adaptiv e cac hes as a defense mec h-

anism against cac he side-c hannel at-

tac ks. Journal of Crypto gr aphic En-

gine ering, 11(3):239–255, Septem b er

2021. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-020-00246-3 .

Un terstein:2021:SSU

[262] Florian Un terstein, Nisha Jacob, Neil

Hanley

, Chongy an Gu, and Johann

Heyszl. SCA secure and up datable

crypto engines for FPGA SoC bitstream

decryption: extended v ersion. Jour-

nal of Crypto gr aphic Engine ering, 11

(3):257–272, Septem b er 2021. CO-

DEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-020-00247-2; https:

//link.springer.com/content/pdf/

10.1007/s13389-020-00247-2.pdf .

Ramezanp our:2021:FIM

[263] Keyv an Ramezanp our, P aul Ampadu,

and William Diehl. F ault in tensit y map

analysis with neural net w ork k ey dis-

tinguisher. Journal of Crypto gr aphic

Engine ering, 11(3):273–288, Septem b er

2021. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-020-00249-0 .

Nashimoto:2021:LCD

[264] Sho ei Nashimoto, Daisuk e Suzuki,

Noriyuki Miura, T atsuy a Mac hida, Ko-

hei Matsuda, and Mak oto Nagata. Lo w-

cost distance-sp o ofing attac k on FMCW

radar and its feasibilit y study on coun-

termeasure. Journal of Crypto gr aphic

Engine ering, 11(3):289–298, Septem b er

2021. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-020-00252-5 .

Azriel:2021:SAM

[265] Leonid Azriel, Julian Sp eith, Nils Al-

bartus, Ran Ginosar, Avi Mendelson,

and Christof P aar. A surv ey of al-

gorithmic metho ds in IC rev erse en-

gineering. Journal of Crypto gr aphic

Engine ering, 11(3):299–315, Septem b er

2021. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-021-00268-5 .

Ho w e:2021:EPI

[266] James Ho w e, Marco Martinoli, Elisa-

b eth Osw ald, and F rancesco Regazzoni.

Exploring parallelism to impro v e the

p erformance of F ro doKEM in hardw are.

Journal of Crypto gr aphic Engine ering,

11(4):317–327, No v em b er 2021. CO-

DEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-021-00258-7; https:

//link.springer.com/content/pdf/

10.1007/s13389-021-00258-7.pdf .

P erin:2021:ICS

[267] Lucas P andolfo P erin, Gusta v o Zam-

b onin, Ricardo Cust´ odio, Lucia Moura,

and Daniel P anario. Impro v ed constan t-

sum enco dings for hash-based signa-

tures. Journal of Crypto gr aphic En-

gine ering, 11(4):329–351, No v em b er

2021. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-021-00264-9 .

T rouc hkine:2021:EFI

[268] Thomas T rouc hkine, S ´ ebanjila Kevin

Buk asa, Mathieu Escouteloup, Ro-

nan Lashermes, and Guillaume Bouf-

fard. Electromagnetic fault injec-

tion against a complex CPU, to w ard

new micro-arc hitectural fault mo d-

els. Journal of Crypto gr aphic En-

gine ering, 11(4):353–367, No v em b er

2021. CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-021-00259-6 .

Mittmann:2021:T AL

[269] Johannes Mittmann and W erner Sc hindler.

Timing attac ks and lo cal timing at-

tac ks against Barrett’s mo dular m ul-

tiplication algorithm. Journal of

Crypto gr aphic Engine ering, 11(4):369–

397, No v em b er 2021. CODEN

???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-020-00254-3; https:

//link.springer.com/content/pdf/

10.1007/s13389-020-00254-3.pdf .

Ba jard:2021:MFP

[270] Jean Claude Ba jard and Sylv ain

Duquesne. Mon tgomery-friendly primes

and applications to cryptograph y .

Journal of Crypto gr aphic Engine er-

ing, 11(4):399–415, No v em b er 2021.

CODEN ???? ISSN 2190-8508

(prin t), 2190-8516 (electronic). URL

http://link.springer.com/article/

10.1007/s13389-021-00260-z .

Lom bardia:2021:SSL

[271] Sergio Rold´ an Lom bard ´ ıa, F atih Balli,

and Subhadeep Banik. Six shades

ligh ter: a bit-serial implemen ta-

tion of the AES family

. Jour-

nal of Crypto gr aphic Engine ering, 11

(4):417–439, No v em b er 2021. CO-

DEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL http:

//link.springer.com/article/10.

1007/s13389-021-00265-8; https:

//link.springer.com/content/pdf/

10.1007/s13389-021-00265-8.pdf .

Molteni:2022:R CR

[272] Maria Chiara Molteni and Vittorio Za-

ccaria. A relation calculus for reason-

ing ab out t-probing securit y . Journal of

Crypto gr aphic Engine ering, 12(1):1–14,

April 2022. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-022-00286-

x .

Bozilo v:2022:OTI

[273] Dusan Bozilo v, Mirosla v Knezevi ´ c, and

V en tzisla v Nik o v. Optimized thresh-

old implemen tations: securing crypto-

graphic accelerators for lo w-energy and

lo w-latency applications. Journal of

Crypto gr aphic Engine ering, 12(1):15–51,

April 2022. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-021-00276-

5 .

Caforio:2022:MSV

[274] Andrea Caforio, F atih Balli, and Sub-

hadeep Banik. Melting SNO

W-V: im-

pro v ed ligh t w eigh t arc hitectures. Jour-

nal of Crypto gr aphic Engine ering, 12

(1):53–73, April 2022. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL https://link.springer.

com/article/10.1007/s13389-020-

00251-6 .

Ouladj:2022:SAP

[275] Maamar Ouladj, Sylv ain Guilley

, and

F arid Mokrane. Sp ectral approac h

Kundu:2022:F AP

[297] An up Kumar Kundu, Aik ata, Ba-

nashri Karmak ar, and Dhiman Saha.

F ault analysis of the PRINCE fam-

ily of ligh t w eigh t ciphers. Journal of

Crypto gr aphic Engine ering, 12(4):475–

494, No v em b er 2022. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL https://link.springer.

com/article/10.1007/s13389-022-

00290-1 .

Mukherjee:2022:CSP

[298] Rijo y Mukherjee, Sree Ranjani Ra jen-

dran, and Ra jat Subhra Chakrab ort y .

A comprehensiv e surv ey of ph ysical

and logic testing tec hniques for Hard-

w are T ro jan detection and prev en-

tion. Journal of Crypto gr aphic En-

gine ering, 12(4):495–522, No v em b er

2022. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-022-00295-

w .

Wiemers:2023:IRS

[299] Andreas Wiemers and Johannes Mittmann.

Impro ving recen t side-c hannel attac ks

against the DES k ey sc hedule. Jour-

nal of Crypto gr aphic Engine ering, 13

(1):1–17, April 2023. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL https://link.springer.

com/article/10.1007/s13389-021-

00279-2 .

Cicek:2023:NR W

[300] Ihsan Cicek and Ahmad Al Khas. A

new read-write collision-based SRAM

PUF implemen ted on Xilinx FPGAs.

Journal of Crypto gr aphic Engine ering,

13(1):19–36, April 2023. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL https://link.springer.

com/article/10.1007/s13389-021-

00281-8 .

Rob ert:2023:FMM

[301] Jean-Marc Rob ert and P ascal V ´ eron.

F aster m ultiplication o v er F

2

[X ] us-

ing A

VX512 instruction set and VP-

CLMULQDQ instruction. Journal of

Crypto gr aphic Engine ering, 13(1):37–55,

April 2023. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-021-00278-

3 .

A ttias:2023:RMM

[302] Vidal A ttias, Luigi Vigneri, and V as-

sil Dimitro v. Rethinking mo du-

lar m ulti-exp onen tiation in real-w orld

applications. Journal of Crypto-

gr aphic Engine ering, 13(1):57–70, April

2023. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-022-00287-

w .

Giron:2023:PQH

[303] Alexandre Augusto Giron, Ricardo

Cust´ odio, and F rancisco Ro dr ´ ıguez-

Henr ´ ıquez. P ost-quan tum h ybrid

k ey exc hange: a systematic map-

ping study

. Journal of Crypto-

gr aphic Engine ering, 13(1):71–88, April

2023. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-022-00288-

9.

Adj:2023:KBS

[304] Gora Adj, Jes ´ us-Ja vier Chi-Dom ´ ınguez,

and F rancisco Ro dr ´ ıguez-Henr ´ ıquez.

Karatsuba-based square-ro ot V ´ elu’s

form ulas applied to t w o isogen y-

based proto cols. Journal of Crypto-

gr aphic Engine ering, 13(1):89–106, April

2023. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-022-00293-

y .

Nadikuda:2023:LA T

[305] Pradeep Kumar Goud Nadikuda and

Lakshmi Boppana. Lo w area-time

complexit y p oin t m ultiplication arc hi-

tecture for ECC o v er GF(2 m

) using

p olynomial basis. Journal of Cryp-

to gr aphic Engine ering, 13(1):107–123,

April 2023. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-022-00302-

0 .

Koshelev:2023:SMT

[306] Dmitrii Koshelev. Subgroup mem-

b ership testing on elliptic curv es via

the T ate pairing. Journal of Cryp-

to gr aphic Engine ering, 13(1):125–128,

April 2023. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-022-00296-

9. See correction [338].

Masure:2023:SCA

[307] Lo ¨ ıc Masure and R ´ emi Strullu. Side-

c hannel analysis against ANSSI’s pro-

tected AES implemen tation on ARM:

end-to-end attac ks with m ulti-task learning. Journal of Crypto gr aphic Engi-

ne ering, 13(2):129–147, June 2023. CO-

DEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL https:

//link.springer.com/article/10.

1007/s13389-023-00311-7 .

W erner:2023:EEA

[308] Vincen t W erner, Lauren t Maingault,

and Marie-Laure P otet. An end-to-

end approac h to iden tify and exploit

m ulti-fault injection vulnerabilities on

micro con trollers. Journal of Cryp-

to gr aphic Engine ering, 13(2):149–165,

June 2023. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-022-00292-

z .

P eng:2023:SNP

[309] Bo-Y uan P eng, Adrian Marotzk e,

Ming-Han Tsai, Bo-Yin Y ang, and

Ho-Lin Chen. Streamlined NTR U

prime on FPGA. Journal of Cryp-

to gr aphic Engine ering, 13(2):167–186,

June 2023. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-022-00303-

z .

Debnath:2023:MIM

[310] Sumit Kumar Debnath, Sihem Mes-

nager, Vik as Sriv asta v a, Saibal Ku-

mar P al, and Nib edita Kundu. Mul-

IBS: a m ultiv ariate iden tit y-based signa-

ture sc heme compatible with IoT-based

NDN arc hitecture. Journal of Cryp-

to gr aphic Engine ering, 13(2):187–199,

June 2023. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-022-00308-

8 .

Joshi:2023:SSP

[311] Priy ank a Joshi and Bo dhisat w a Mazum-

dar. SPSA: Semi-p ermanen t stuc k-at

fault analysis of AES Rijndael SBo x.

Journal of Crypto gr aphic Engine ering,

13(2):201–222, June 2023. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL https://link.springer.

com/article/10.1007/s13389-022-

00301-1 .

Cui:2023:CEL

[312] Y axin Cui, Hong Xu, Lin T an, Hua-

jin Chen, and W enfeng Qi. Con-

struction of equiv alen t linear trails

and m ultiple linear attac k on reduced-

round GIFT-64. Journal of Cryp-

to gr aphic Engine ering, 13(2):223–234,

June 2023. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-022-00298-

7 .

Luengo:2023:STS

[313] Elena Almaraz Luengo, Bittor Ala ~ na

Oliv ares, Luis Ja vier Garc ´ ıa Villalba,

Julio Hernandez-Castro, and Darren

Hurley-Smith. StringENT test suite:

ENT battery revisited for efficien t P

v alue computation. Journal of Cryp-

to gr aphic Engine ering, 13(2):235–249,

June 2023. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-023-00313-

5 .

Koseki:2023:HES

[314] Ryusuk e Koseki, Akira Ito, Rei Ueno,

Mehdi Tib ouc hi, and Naofumi Homma.

Homomorphic encryption for sto c has-

tic computing. Journal of Cryp-

to gr aphic Engine ering, 13(2):251–263,

June 2023. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-022-00299-

6 .

Salam:2023:DF A

[315] Iftekhar Salam, W ei-Ch uen Y au,

Rapha ¨ el C.-W. Phan, and Josef

Pieprzyk. Differen tial fault attac ks on

the ligh t w eigh t authen ticated encryp-

tion algorithm CLX-128. Journal of

Crypto gr aphic Engine ering, 13(3):265–

281, Septem b er 2023. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL https://link.springer.

com/article/10.1007/s13389-023-

00326-0 .

LeGro w:2023:FMF

[316] Jason T. LeGro w. A faster metho d

for fault attac k resistance in static/

ephemeral CSIDH. Journal of Cryp-

to gr aphic Engine ering, 13(3):283–294,

Septem b er 2023. CODEN ???? ISSN

2190-8508 (prin t), 2190-8516 (elec-

tronic). URL https://link.springer.

com/article/10.1007/s13389-023-

00318-0 .

Alv es:2023:PHT

[317] P edro Geraldo M. R. Alv es, Jheyne N.

Ortiz, and Diego F. Aranha. P er-

formance of hierarc hical transforms

in homomorphic encryption: a case

study on logistic regression infer-

ence. Journal of Crypto gr aphic En-

gine ering, 13(3):295–310, Septem b er

2023. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-023-00325-

1 .

Kerkhof:2023:NGL

[318] Maik el Kerkhof, Lic hao W u, Guil-

herme P erin, and Stjepan Picek.

No (go o d) loss no gain: system-

atic ev aluation of loss functions in

deep learning-based side-c hannel anal-

ysis. Journal of Crypto gr aphic En-

gine ering, 13(3):311–324, Septem b er

2023. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-023-00320-

6 .

Salomon:2023:MLP

[319] Dor Salomon and Itamar Levi. MaskSIMD-

lib: on the p erformance gap of a

generic C optimized assem bly and wide

v ector extensions for mask ed soft w are

with an Ascon-p test case. Journal of

Crypto gr aphic Engine ering, 13(3):325–

342, Septem b er 2023. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL https://link.springer.

com/article/10.1007/s13389-023-

00322-4 .

Arshad:2023:ABE

[320] Hamed Arshad, P ablo Picazo-Sanc hez,

Christian Johansen, and Gerardo

Sc hneider. A ttribute-based encryption

with enforceable obligations. Journal of

Crypto gr aphic Engine ering, 13(3):343–

371, Septem b er 2023. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL https://link.springer.

com/article/10.1007/s13389-023-

00317-1 .

Ba jard:2023:FVP

[321] Jean-Claude Ba jard, Kazuhide F ukushima,

Thomas Plan tard, and Arnaud Sipasseuth.

F ast v erification and public k ey storage

optimization for unstructured lattice-

based signatures. Journal of Cryp-

to gr aphic Engine ering, 13(3):373–388,

Septem b er 2023. CODEN ???? ISSN

2190-8508 (prin t), 2190-8516 (elec-

tronic). URL https://link.springer.

com/article/10.1007/s13389-023-

00309-1 .

Chang:2023:ASI

[322] Chip-Hong Chang, Stefan Katzen-

b eisser, Deb deep Mukhopadh y a y , and

Ulric h R ¨ uhrmair. The ASHES 2021

sp ecial issue at JCEN. Journal of

Crypto gr aphic Engine ering, 13(4):389–

390, No v em b er 2023. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL https://link.springer.

com/article/10.1007/s13389-023-

00338-w .

Deutsc h b ein:2023:IAI

[323] Calvin Deutsc h b ein, Andres Meza,

F rancesco Restuccia, Ry an Kastner,

and Cyn thia Sturton. Isadora: auto-

mated information-flo w prop ert y gen-

eration for hardw are securit y v erifica-

tion. Journal of Crypto gr aphic En-

gine ering, 13(4):391–407, No v em b er

2023. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-022-00306-

w .

V asselle:2023:SD A

[324] Aur ´ elien V asselle, Hugues Thieb eauld,

and Philipp e Maurine. Spatial dep en-

dency analysis to extract information

from side-c hannel mixtures: extended

v ersion. Journal of Crypto gr aphic

Engine ering, 13(4):409–425, No v em b er

2023. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-022-00307-

9 .

Kuro da:2023:P AN

[325] Kunihiro Kuro da, Y uta F ukuda, Kota

Y oshida, and T ak eshi F ujino. Practi-

cal asp ects on non-profiled deep-learning

side-c hannel attac ks against AES soft-

w are implemen tation with t w o t yp es

of masking coun termeasures includ-

ing RSM. Journal of Crypto gr aphic

Engine ering, 13(4):427–442, No v em b er

2023. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-023-00312-

6 .

Ngo:2023:SCA

[326] Kalle Ngo, Elena Dubro v a, and Thomas

Johansson. A side-c hannel attac k on

a mask ed and sh uffled soft w are im-

plemen tation of Sab er. Journal of

Crypto gr aphic Engine ering, 13(4):443–

460, No v em b er 2023. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL https://link.springer.

com/article/10.1007/s13389-023-

00315-3 .

Imran:2023:HSS

[327] Malik Imran, F elip e Almeida, An-

drea Basso, Sujo y Sinha Ro y , and

Sam uel P agliarini. High-sp eed SABER

k ey encapsulation mec hanism in 65nm

CMOS. Journal of Crypto gr aphic En-

gine ering, 13(4):461–471, No v em b er

2023. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-023-00316-

2 .

Komissaro v:2023:SAA

[328] Ron y Komissaro v, Sharon V aisman, and

Avishai W o ol. Sp o ofing attac ks against

v ehicular FMCW radar. Journal of

Crypto gr aphic Engine ering, 13(4):473–

484, No v em b er 2023. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL https://link.springer.

com/article/10.1007/s13389-023-

00321-5 .

Krac henfels:2023:T AD

[329] Thilo Krac henfels, Jean-Pierre Seifert,

and Shahin T a jik. T ro jan a w ak ener: de-

tecting dorman t malicious hardw are us-

ing laser logic state imaging (extended

v ersion). Journal of Crypto gr aphic

Engine ering, 13(4):485–499, No v em b er

2023. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-023-00323-

3 .

Ob erhansl:2024:UIS

[330] F elix Ob erhansl, Tim F ritzmann,

Thomas P¨ opp elmann, Debapriy a Basu

Ro y , and Georg Sigl. Uniform in-

struction set extensions for m ultipli-

cations in con temp orary and p ost-

quan tum cryptograph y . Journal of

Crypto gr aphic Engine ering, 14(1):1–18,

April 2024. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-023-00332-

2.

Kumar:2024:RNC

[331] Sat y am Kumar, Sandip Kumar Mon-

dal, San tan u Sark ar, T ak anori Isob e,

An ubhab Baksi, and Avishek Ad-

hik ari. Restricted near collision at-

tac k on Plan tlet. Journal of Crypto-

gr aphic Engine ering, 14(1):19–34, April

2024. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-023-00336-

y .

Rib eiro:2024:SPQ

[332] Leonardo A. D. S. Rib eiro, Jos ´ e P aulo

da Silv a Lima, Ruy J. G. B. de Queiroz,

Amirton B. Chagas, Jos ´ e R. R. Ju-

nior, Jon ysb erg P

. Quin tino, F abio

Q. B. da Silv a, and Andr ´ e L. M. San-

tos. SABER p ost-quan tum k ey en-

capsulation mec hanism (KEM): ev al-

uating p erformance in ARM and x64

arc hitectures. Journal of Crypto-

gr aphic Engine ering, 14(1):35–41, April

2024. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-023-00337-

x .

Cai:2024:ENA

[333] Shiping Cai, Zhi Hu, Zheng-An Y ao,

and Chang-An Zhao. The elliptic net

algorithm revisited. Journal of Crypto-

gr aphic Engine ering, 14(1):43–55, April

2024. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-022-00304-

y .

Shao:2024:DSV

[334] Cuiping Shao, Dongy an Zhao, Huiyun

Li, Song Cheng, Sh unxian Gao, and

Liuqing Y ang. Detection of secu-

rit y vulnerabilities in cryptographic

ICs against fault injection attac ks

based on compressed sensing and

basis pursuit. Journal of Crypto-

gr aphic Engine ering, 14(1):57–70, April

2024. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-023-00324-

2 .

Marc hiori:2024:PRF

[335] D ´ unia Marc hiori, Ricardo Cust´ odio,

Daniel P anario, and Lucia Moura. Prob-

abilistic ro ot finding in co de-based

cryptograph y . Journal of Crypto-

gr aphic Engine ering, 14(1):71–85, April

2024. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-023-00329-

x .

Gurler:2024:CGL

[336] Elif Ozba y Gurler and Huseyin Hisil.

Complete group la w for gen us 2 Jaco-

bians on Jacobian co ordinates. Jour-

nal of Crypto gr aphic Engine ering, 14

(1):87–101, April 2024. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL https://link.springer.

com/article/10.1007/s13389-024-

00351-7 .

Joshi:2024:DRK

[337] Priy ank a Joshi and Bo dhisat w a Mazum-

dar. Deep round k ey reco v ery at-

tac ks and coun termeasure in p ersis-

ten t fault mo del: a case study on

GIFT and KLEIN. Journal of Cryp-

to gr aphic Engine ering, 14(1):103–125,

April 2024. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-024-00349-

1 .

Koshelev:2024:CSM

[338] Dmitrii Koshelev. Correction to: Sub-

group mem b ership testing on elliptic

curv es via the T ate pairing. Jour-

nal of Crypto gr aphic Engine ering, 14

(1):127–128, April 2024. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL https://link.springer.

com/article/10.1007/s13389-023-

00331-3. See [306].

Zhang:2024:EAP

[339] F an Zhang. Editorial ab out PR

OOFS

2021. Journal of Crypto gr aphic Engi-

ne ering, 14(1):129, April 2024. CO-

DEN ???? ISSN 2190-8508 (prin t),

2190-8516 (electronic). URL https:

//link.springer.com/article/10.

1007/s13389-023-00345-x .

Cheng:2024:TFB

[340] W ei Cheng, Yi Liu, Sylv ain Guilley

, and

Olivier Rioul. T o w ard finding b est lin-

ear co des for side-c hannel protections

(extended v ersion). Journal of Cryp-

to gr aphic Engine ering, 14(1):131–145,

April 2024. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-022-00305-

x .

Lacom b e:2024:CSA

[341] Guilhem Lacom b e, Da vid F eliot, Eti-

enne Bo espflug, and Marie-Laure P otet.

Com bining static analysis and dynamic

sym b olic execution in a to olc hain to de-

tect fault injection vulnerabilities. Jour-

nal of Crypto gr aphic Engine ering, 14

(1):147–164, April 2024. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL https://link.springer.

com/article/10.1007/s13389-023-

00310-8 .

Asano:2024:SBE

[342] T amon Asano and T ak eshi Suga w ara.

Sim ulation-based ev aluation of bit-

in teraction side-c hannel leak age on

RISC-V: extended v ersion. Journal

of Crypto gr aphic Engine ering, 14(1):

165–180, April 2024. CODEN ????

ISSN 2190-8508 (prin t), 2190-8516 (elec-

tronic). URL https://link.springer.

com/article/10.1007/s13389-023-

00319-z .

Guillen:2024:AF C

[343] Luis Guillen. The asymmetric fiv e-card

tric k: w orking with v ariable enco ding in

card-based proto cols. Journal of Cryp-

to gr aphic Engine ering, 14(2):181–192,

June 2024. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-023-00333-

1 .

Sideris:2024:HAD

[344] Argyrios Sideris, Theo dora Sanida, and

Minas Dasygenis. Hardw are acceleration

design of the SHA-3 for high throughput

and lo w area on FPGA. Journal of Cryp-

to gr aphic Engine ering, 14(2):193–205,

June 2024. CODEN ???? ISSN 2190-

8508 (prin t), 2190-8516 (electronic).

URL https://link.springer.com/

article/10.1007/s13389-023-00334-

0 .

Viera:2024:TFM

[345] Raphael Viera, Jean-Max Dutertre,

Ro drigo Silv a Lima, Matthieu P om-