A Complete Bibliograph y of A

CM T r ansactions on

Privacy and Se curity (TOPS)

Nelson H. F. Beeb e

Univ ersit y of Utah

Departmen t of Mathematics, 110 LCB

155 S 1400 E RM 233

Salt Lak e Cit y , UT 84112-0090

USA

T el: +1 801 581 5254

E-mail: beebe@math.utah.edu, beebe@acm.org,

beebe@computer.org (In ternet)

WWW URL: https://www.math.utah.edu/~beebe/

16 April 2025

V ersion 1.25

Title w ord cross-reference

#Prett yFlyF orA WiFi [BBEM21].

B

3

[GCY

+

23]. K [SCL

+

17, CHMM22].

-Means [SCL

+

17]. -Nearest [CHMM22].

2.0 [HKW25, NVM

+

17].

5G [SM24].

Abstract [AM21, GM18]. Accelerate

[BMN

+

22]. Access

[BCLR22, BFT25, CHK24, IM22].

Accompan ying [HKW25]. Accoun t

[CGG

+

24]. Accoun table [FMJS22].

Accurate [RP

A16, SBP21]. Acoustic

[dGBSS22]. Across [MJA

+

18, W ag23].

Action [RSR23]. Activ e [SW AS

+

23].

Adapted [BKSR24]. Adaptiv e

[A CA

+

24, AHF23, CHK24, HZL21, NKS

+

19].

Adblo c king [LEMS25]. Administrativ e

[BFT25]. Adv ersarial

[BBG

+

23, CSL

+

24, DCB

+

21, D WL

+

25,

HWB25, HGP

+

25, KSG

+

25, ODZ

+

24, PK24,

QGS

+

22, SBBR19, URK23, WYW

+

23,

YTF

+

20, YZC

+

25, ZZYY23, CGG

+

24].

Adv erSP

AM [CGG

+

24]. Adv ertising

[BK

¨

O20]. Advice [MM23]. Against

[D WL

+

25, HKHWH23, HWB25, HZL21,

LIKB23, MT24, PPK

+

18, VWMV23,

WD A

+

24, GCY

+

23, HHGC24, PK24,

QGS

+

22, ZZYY23]. agen t

[AHF23, HWZ

+

23, WW

G25]. Ages [W ag23].

Aggregation [A CA

+

24, LSWR22].

Agitated [PK24]. Agnostic [OB22].

1

Agreemen t [CE ¸

CE19]. AI

[A WK23, VDMC24]. AI-Driv en [A

WK23].

Air [dGBSS22]. Air-Gapp ed [dGBSS22].

Alert [LSWR22]. Algorithms [ZLD

+

24].

Allo cation [RMSB17]. Along [STT17].

Alpha [MV18]. Amandroid [WR

OR18].

Amazon [EJL

+

23]. among [MCvO25].

Analyses [HWS

+

23]. Analysing [IMT

+

20].

Analysis

[APSA24, AKM

+

21, BBV23, BCLR22,

BDG18, BA O

+

21, CPC

+

18, CNA

+

23,

DCD

+

25, D

ABK22, HKW25, JK21,

KKHM23, MGSPL17, NS22, OvdHLK22,

OBC

+

17, PB22, RBS

+

17, SCR

V20, SNKK20,

SRRM18, V

CT21, WR

OR18, EH24].

Analytic [BR25]. Analytical [CE ¸

CE19].

Analyzer [DBR23]. Analyzing

[AM21, SBP21]. Anc hor

[WYW

+

23, KYREV19]. Android

[AKM

+

21, BZLM25, CHK24, D

ABK22,

MVBK21, OMA

+

19, RPD

+

25, WR

OR18,

YTF

+

18]. Anomaly [A CA

+

24].

Anon ymization

[BJJA22, HCF23, MO W

+

21]. An ti

[SMA18]. An ti-Virtual [SMA18].

An tiViruses [BMN

+

22]. Apac he [BJJA22].

App [CL

TY25, BMPS21]. Application

[BBG

+

23, SA

G23, SS24]. Applications

[DBR23, GKM16, KMY24, LAK

+

22,

RBS

+

17, SPN

+

23]. Approac h

[BJJA22, CZY

+

22, CNA

+

23, LIKB23,

LMMV20, LCSF18, MO W

+

21, OMA

+

23,

ODZ

+

24, OEG

+

19, SCL

+

17]. Approac hes

[CAL

+

21]. Appro ximate [MGSPL17].

Apps [WR

OR18]. APT [ODZ

+

24].

Arc hitecture

[APS

+

24, KB25, NVM

+

17, SVS

+

24].

Arc hitectures [BCLR22]. area [SNKK20].

Arm [DCD

+

25, KYCP19]. ArmSp y

[DCD

+

25]. ASR [PK24]. Assessing

[A GK23]. Assessmen t

[GAHD23, OBF24, V

CRS23]. Assessmen ts

[EJL

+

23]. Assistan t [BDBM23].

A TT&CK [A

GK23]. A ttac k

[BMSD21, D WL

+

25, K CS

+

23, MT24,

MGSPL17, SL25, SYRJ17, YLJW25,

YTF

+

18, YZC

+

25, SM24]. A ttac ks

[AMO21, A

WK23, A

TR20, AS20, BR23,

BBEM21, CAL

+

21, CO22, CVW

+

21,

DCB

+

21, DMIP20, EH24, GL18, GCY

+

23,

HKHWH23, HWS

+

23, HWB25, HHGC24,

HZL21, KSG

+

25, KHV20, LMMV20,

LCSF18, MSSK16, PMP

+

23, QGS

+

22,

QPL

+

22, SYB

+

25, URK23, VWMV23,

WHR

+

22, WYW

+

23, ZZYY23]. A tten tion

[CSC

+

23, KPFH20]. A tten tional [LDT

+

23].

A ttestation [HKL

+

21, WPR19]. A ttribute

[GL18, RF20, ZJK

+

22]. A ttribute-based

[ZJK

+

22]. A ttribute-supp orting [RF20].

Audio [MGN

+

17, PK24]. Audit [YL V

+

19].

Auditing [BKH

+

23, MJA

+

18]. Auditory

[MGN

+

17]. Augmen ted [LAK

+

22].

Augmen ting [A

V18, CL

TY25].

authen ticated [JJK

+

21]. Authen tication

[A V18, AAK

+

21, A CFH

+

23, CHK24,

CHK

+

20, FFK

+

22, GAB24, HKHWH23,

JK21, KHV20, MRS

+

17, MM23, NRS20,

SCR V20, SMS24, SRRM18, WJTL23,

W AK

+

19, ZAK

+

21, ZJK

+

22]. Authorities

[DK C16]. Authorization [CEG

+

22, RF20].

Authorship [AAMN21, ODZ

+

24]. AutoFR

[LEMS25]. Automated

[BCLR22, EJL

+

23, LEMS25, PB22].

Automatic [CZY

+

22, EBJ

+

23].

Automatically [SBP21]. Automation

[SW AS

+

23]. Automotiv e [SGK

+

24].

Autonomous [D WL

+

25]. AutoProfile

[PB22]. Av erage [BBZ25]. a w are

[CHK24, HCF23, AAK

+

21].

Bac kdo or

[GCY

+

23, HHGC24, SYB

+

25, YLJW25].

Balance [QWK24]. Balancing [HOT23].

Band [NRS20]. Bandwidth [HYG20].

Banking [CPC

+

18, RBS

+

17]. Based

[AKM

+

21, BFT25, HWB25, HZL21, IM22,

JP19, KSG

+

25, MGN

+

17, OvdHLK22,

PSZ18, RP

A16, SZ24, SNCK18, TSH17,

WJTL23, WL20, AMO21, A CA

+

24, AJP23,

BR23, BK

¨

O20, CSC

+

23, DCD

+

25, DMIP20,

GAB24, LMMV20, QPL

+

22, SVS

+

24,

SKSE22, SMS24, WW

G25, YTF

+

18,

ZJK

+

22]. Beacon [VWMV23]. Beam

[NKS

+

19]. Beautiful [SSSB22]. Beha vior

[RP A16, SYRJ17]. Beha vior-Based

[RP A16]. Beha vioral [OMA

+

19, ZAK

+

21].

Benefits [MM23]. Best [BBV23]. Beta

[MV18]. Better [CHK

+

20]. b et w een

[BDBM23]. Bey ond

[URK23, SM24, D

ABK22]. Bi [CEG

+

25].

Bi-ob jectiv e [CEG

+

25]. Bias [HSHC20].

bile [RBS

+

17]. Binaries [ASWD18, P

A21].

Binary [CSS

+

22, DBR23, LDT

+

23, SA

G23].

Binsec [DBR23]. Binsec/Rel [DBR23].

Biometric [GAB24, HKHWH23, SRRM18].

Biometrics [ERLM16]. Bit [SS24]. Bitcoin

[EH24]. Blac k

[GCY

+

23, IM22, KSG

+

25, YZC

+

25].

Blac k-Bo x

[IM22, KSG

+

25, GCY

+

23, YZC

+

25]. Blind

[CL TY25]. Blo c k c hain [BR

GL24]. Blo wup

[HYG20]. Blue [SHE

+

21]. Blueto oth

[A TR20]. Bo ost [SM24]. Bounding

[DD W22]. Bo x

[IM22, KSG

+

25, GCY

+

23, YZC

+

25].

Brain w a v e [A CFH

+

23]. Branc h [BDG18].

Branc hless [RBS

+

17]. Brazilian

[BA O

+

21]. Breac h [KKHM23]. Break

[PHR

+

20, YTF

+

20]. Breakp oin ts

[BMN

+

22]. Brib ery [EH24]. Bro wser

[MSSK16]. Bugs [AHSM21]. Build

[PHR

+

20]. Building [OMA

+

19].

C3PO [SKSE22]. Caller [WD A

+

24]. Can

[D WL

+

25]. Capital [KKHM23]. Captc has

[YTF

+

20, MGN

+

17]. Cardinalit y

[FMJS22]. Case [AS20, BBV23]. Category

[BFT25]. Category-Based [BFT25]. CBAs

[HHGC24]. cen tered [ZBK

+

23].

Cen tralised [NCAI25]. Cen tralized

[KYREV19]. Certificate [DK

C16].

Certificates [DK

C16]. Chain [IMT

+

20].

Chains [OMA

+

19]. Challenges [MRS

+

17].

Channel [MT24, SZ24]. Channels

[ZAK

+

21]. Character [HHGC24].

Character-lev el [HHGC24].

Characterizing [IOF

+

17, R VS

+

18].

Chec ksums [MCC

+

21]. Chinese

[HHGC24, YZC

+

25]. Choices [CHK

+

20].

Ciphers [BM18]. Class

[CGG

+

16, EBJ

+

23, P o w19].

Class-Indep enden t [CGG

+

16].

Classification [EBJ

+

23]. Classifier [SS24].

clic ks [SHE

+

21]. Clien t [HYG20]. Clinical

[LCSF18]. Close [UPGB18]. Cloud

[BCLR22, BCK17, CL

TY25, MJA

+

18,

RSR23, SKSE22]. Cloud-based [SKSE22].

Clustering [SCL

+

17]. Co de [A CV

+

20,

AAMN21, AM21, PPK

+

18, RPD

+

25].

Co ding [BR23]. Cognitiv e [ZAK

+

21].

Com bining [FZS25, SGK

+

24].

Commercial [OEG

+

19, YZC

+

25].

Commonly [A

WK23]. Comm unication

[L YS23]. Comparison [DBB23]. Compiler

[ZBA18]. Complexit y [BBG

+

23].

comp onen t [WR

OR18]. Comp onen ts

[QPL

+

22]. Comp onen ts-based [QPL

+

22].

Comp osabilit y [BBG

+

23]. Comp osition

[HMB23]. Comprehensiv e [BBZ25].

Compromised [CNA

+

23]. Compromising

[BM18]. Computation

[AK22, BBZ25, BR

GL24, BDST22, FFK

+

22].

Computer [A

WK23, LCSF18]. Computing

[ZD18]. Conduct [BR23]. Confiden tialit y

[SKSE22]. Confiden tialit y-preserving

[SKSE22]. Configurable [SW AS

+

23].

Configurations [CGDB24]. Consensus

[HWZ

+

23]. Consistency [BCK17].

Constan t [DBR23, HYG20].

Constan t-Time [DBR23]. Constrained

[CO22, GWXY23, WHR

+

22]. Constrain ts

[BZLM25, CGG

+

16]. Consumer

[APSA24, A CFH

+

23, DBB23, NKS

+

19].

Con tact [HWS

+

23]. Con ten t [W ag23].

Con testing [PHR

+

20]. Con text [BMSD21].

Con textual [MSSK16]. Con tin uous

[AAK

+

21, SKSE22]. Con tract [OMA

+

23].

Con trol

[AHF23, APS

+

24, AS20, BCLR22, BFT25,

BDG18, CGDB24, CHK24, GAHD23, IM22,

KP18, LMM23, NS22, RP

A16].

Con trollable [CSA

+

21]. Con v olution

[LDT

+

23]. Copro cessor [BMN

+

22]. Cost

[NVM

+

17, HWS

+

23]. Costs [MM23].

Coun ters [BM18]. Co v er [ZCL

+

25]. CPE

[SMGS24]. Crac king [GAS

+

16]. Crash

[BN24, HSHC20]. Cried [SNKK20].

Critical

[BBV23, KKHM23, OBC

+

17, SNKK20].

Cross [BMPS21, VDMC24, WYW

+

23].

Cross-app [BMPS21]. Cross-Language

[VDMC24]. Cross-Net w ork [WYW

+

23].

Cro wdPriv acy [WL20]. Cro wdsourced

[WL20]. Cryptographic [BCLR22]. CVE

[SMGS24]. CWE [SMGS24].

CWE-CVE-CPE [SMGS24]. Cyb er

[A GK23, BR25, HZL21, LMMV20, MM22,

SHE

+

21, SGK

+

24]. Cyb er-Ph ysical

[A GK23, LMMV20]. Cyb ersecurit y

[BKSR24, MC21]. Cycle [SB18].

CySecBER

T [BKSR24].

D [SZC20]. D-GEF [SZC20]. D ADS

[WPR19]. Daily [UPGB18]. Dark

[RPD

+

25, SZC20]. Data

[AMO21, BJJA22, BR

GL24, BMSD21,

dGBSS22, CAL

+

21, CNA

+

23, CHMM22,

FFK

+

22, IF22, KP18, KKHM23, OGNS16,

P o w19, WR

OR18, WL20, ZBA18, ZKL23].

Data-Driv en [CNA

+

23]. Data-orien ted

[CAL

+

21]. Database [YL V

+

19, RF20].

Dataflo w [FFK

+

22]. Dataset [UPGB18].

Datasets [CVW

+

21]. Deadly [DMIP20].

Dealing [LSWR22]. Debiasing [ODZ

+

24].

Debugging [BDG18]. Decen tralization

[JP19]. Decen tralized

[BR GL24, L

YS23, WPR19]. Deception

[SW AS

+

23]. Decision [ALR

+

22, SHE

+

21].

Deep

[AAMN21, A CA

+

24, D

ABK22, DK

C16,

HWB25, HGP

+

25, WW

G25, HGP

+

25].

Deepfak e [FZS25, WML

+

24, TYH

+

24].

DEEPF

AKER [WML

+

24]. DeepMark

[TYH

+

24]. Defend [MT24]. Defending

[HWB25, LIKB23, VWMV23]. Defense

[CAL

+

21, HZL21, PMP

+

23, QGS

+

22,

YZC

+

25]. Defenses [DSS

+

23]. Defined

[KB25, KYREV19]. Deletion [RSR23].

DELM [A CA

+

24]. Denial [BMA

+

22].

Denial-of-Service [BMA

+

22]. Design

[MC21, AHF23]. Designing [WY21].

Desktops [BP20]. Detect [NK

GY20].

Detecting [AMO21, GAS

+

16, IOF

+

17,

KH23, KMY24, OMA

+

19]. Detection

[A CA

+

24, AJP23, BBEM21, BZLM25,

CSC

+

23, CVW

+

21, D

ABK22, DCB

+

21,

DK C16, FZS25, K CS

+

23, KNGK25,

LDT

+

23, PMP

+

23, SBP21, SL25, SYRJ17,

TYH

+

24, WML

+

24]. Detectors [SNKK20].

Dev elop er [SGA19]. Dev elopmen t

[MC21, PHR

+

20]. Device [WPR19].

Devices

[A CFH

+

23, CNA

+

23, NVM

+

17, OvdHLK22].

DeviceW atc h [CNA

+

23]. Diac hronic

[SZC20]. Diagnostics [BMSD21].

Differences [FZS25, MCvO25].

Differen tial [BOMiK25, ZCL

+

25].

Differen tially

[CHMM22, R

CBK19, SCL

+

17, ZKL23].

Digital [MC21]. Dilemma [KPFH20].

Dimension [PFB19]. Dimensional

[BJJA22]. Disclosure [BBZ25, MCvO25].

Disco v ering [BMA

+

22]. Disco v ery

[HWS

+

23]. Discriminativ e [BP20].

Disease [AJP23]. Distance [DD

W22].

Distance-Bounding [DD

W22].

Distributed [FMJS22, GAHD23, KP18,

SPN

+

23, YLJW25]. Distribution [CSL

+

24].

Div e [D

ABK22]. DNS [NK

GY20]. Do es

[BA O

+

21]. Domain [BZY

+

25, BKSR24,

BZLM25, CSL

+

24, FZS25, LSWR22, P o w19].

Domain-Adapted [BKSR24].

Domain-indep enden t [LSWR22].

Domains [NK

GY20, RP

A16]. Don’t

[AL16, BCK17]. Do wngrade [A

TR20].

Do wnloads [MCC

+

21]. DP [ZCL

+

25].

DP-P oison [ZCL

+

25]. DREBIN

[D ABK22]. Driv en [A

WK23, BMSD21,

CSL

+

24, CNA

+

23, SPN

+

23]. Driving

[D WL

+

25]. Drones

[BBEM21, NKS

+

19, SNCK18]. Dynamic

[AM21, CE ¸

CE19, CSA

+

21, CSS

+

22].

Ea v esdropping [CCC

+

19]. Ecosystem

[R VS

+

18]. Edge [AHB23, QGS

+

22]. Effect

[BZY

+

25]. Effectiv e [SBP21].

Effectiv eness [A

WK23]. Effects [KPFH20].

Efficien t [AJP23, AK22, ASWD18, CSL

+

24,

CSC

+

23, CL

TY25, GAB24, HWS

+

23,

KKK

+

18, KYCP19, MGSPL17, RP

A16,

RF20, ZZYY23]. EI-MTD [QGS

+

22].

Election [OBC

+

17]. Email [RAD

+

19].

Em b edded [BMSD21]. Em b edding

[SZC20, WYW

+

23]. Em b eddings

[BOMiK25]. Emerging [SZC20]. Empirical

[QPL

+

22]. Encla v e [SPN

+

23]. Encla v es

[CSS

+

22]. Encoun ters [DBB23].

Encrypted [CSC

+

23, FFK

+

22, PPT22].

Encryption

[CL TY25, CSA

+

21, KKK

+

18, PRSV17].

End [CL

TY25, JJK

+

21, SPN

+

23].

End-to-End [SPN

+

23, JJK

+

21].

End-to-Same-End [CL

TY25]. Energy

[AJP23, A

TR20]. Enforcemen t

[BCLR22, LMM23]. Engagemen t

[KPFH20]. Engineering [SGA19]. English

[YZC

+

25]. Enhanced [DCD

+

25, KSG

+

25].

Enhancing [BDG18, WJTL23]. Ensem ble

[A CA

+

24]. Ensuing [APS

+

24]. En terprise

[DBB23]. En vironmen t [MRS

+

17, ZD18].

En vironmen ts [CO22, DBB23, EJL

+

23].

Episo dic [W AK

+

19]. Erasure [DBR23].

ErsatzP assw ords [GAS

+

16]. Euler

[KH23]. Ev al [AM21]. Ev aluating

[APS

+

17, W ag17, WJTL23]. Ev aluation

[AKM

+

21, A CFH

+

23, CPC

+

18, DCB

+

21,

GAHD23, MC21, WML

+

24]. Ev asion

[CO22]. Ev e [ERLM16]. Ev en t [SPN

+

23].

Ev en t-driv en [SPN

+

23]. Evil [AM21].

Ev olutionary [WY21]. Example

[OBC

+

17]. Examples

[HWB25, PK24, SBBR19]. Exc hange

[AK22, JJK

+

21]. EXEmples [DCB

+

21].

Exfiltration [dGBSS22]. Exhaustion

[MT24]. Existence [CEG

+

22]. Existing

[CAL

+

21]. Exp erimen tal

[DCB

+

21, OBF24]. Exp erimen ts

[CEG

+

22]. Explainable

[LDT

+

23, ODZ

+

24]. Exploitable [KMY24].

Exploitation [CAL

+

21, KNGK25].

Exploiting

[KSG

+

25, P

A21, URK23, ZAK

+

21].

Explorativ e [D

ABK22]. Exploring

[A CKP22, LAK

+

22]. Exp osing [ERLM16].

Exp osure [WL20]. Extended [OMA

+

19].

Extension [PSZ18]. Extensiv e [JK21].

Extreme [EBJ

+

23]. Ey e

[ERLM16, SRRM18]. Ey es [ZLD

+

24].

F ace [QPL

+

22]. F aceb o ok [IOF

+

17].

F acial [QPL

+

22, WML

+

24]. F actor

[SCR

V20, JK21, JJK

+

21, SMS24].

F actorisation [SL25]. F actorization

[EBJ

+

23, KKK

+

18]. F actors [LCSF18].

F air [AK22]. F amilies [EBJ

+

23]. F amily

[HKW25]. F

API [HKW25]. F ar [DD

W22].

F arms [IOF

+

17]. F ast [PRSV17, SRRM18].

F easible [CO22]. F eature

[AAMN21, A CA

+

24, BZLM25]. F eatures

[BP20, GAHD23]. F ederated

[L YS23, SYB

+

25, YLJW25, ZCL

+

25].

F eedbac k [AS20]. F eedforw ard [AS20].

FENCE [CO22]. File [CE ¸

CE19]. Filter

[LEMS25]. Filtering [KSG

+

25]. FIMCE

[ZD18]. Financial [BA O

+

21]. Finding

[AHSM21, HSHC20]. Fine [DCD

+

25].

Fine-grained [DCD

+

25]. Fingerprin ting

[HWB25, K CS

+

23, SNCK18, TSH17].

Fingerprin ts [AMO21, MSSK16]. Fire

[BMPS21]. Fit [BA O

+

21]. Fix [PHR

+

20].

Flexible [HKL

+

21, MT24]. Flexic hain

[MT24]. Flo o ding [LSWR22]. Flo w

[BDG18, CGDB24, SVS

+

24, WR

OR18,

GM18]. F o cused [AKM

+

21]. F ollo w

[SGA19]. F ollo wing [NK

GY20]. F orensics

[OB22, OBF24, PFB19]. F ormal [BCLR22,

HKW25, JK21, LMMV20, SCR

V20].

F orw ard [BN24]. F

OSS [ASWD18].

F OSSIL [ASWD18]. F our [RAD

+

19].

F ramew ork [AJP23, A

GK23, BDST22,

CHK24, GM18, GAHD23, HYG20, HGP

+

25,

IF22, SZC20, SBBR19, STT17, TYH

+

24,

V CRS23, WR

OR18]. F raud

[CPC

+

18, PMP

+

23]. F requency

[CSL

+

24, FZS25, P o w19]. F riendly

[BMPS21]. F ully [KKK

+

18, ZD18].

F unction [A

CKP22, GWXY23].

F unctionalit y [ODZ

+

24].

F unctionalit y-Debiasing [ODZ

+

24].

F unctions [ASWD18, KMY24]. F uture

[EH24]. F uzzing [BMA

+

22].

Game

[MC21, OEG

+

19, STT17, YL V

+

19, ZJK

+

22].

Game-Theoretic [OEG

+

19, STT17].

Games [A

CKP22, STT17]. Gapp ed

[dGBSS22]. Gatew a ys [R VS

+

18]. GEF

[SZC20]. General

[HWZ

+

23, SBBR19, WR

OR18, ZBA18].

General-Purp ose [ZBA18]. Generalized

[GWXY23]. Generating [CVW

+

21, MM22].

Generation [HGP

+

25, LEMS25, PB22,

VDMC24, WW

G25]. Generativ e [YTF

+

20].

Generators [HSHC20]. Genomic

[HAHT17, HOT23, W ag17]. GGM

[GWXY23]. Global [MRS

+

17]. Go ogle

[AL16]. Go v ernmen t [OEG

+

19].

GPLADD [OEG

+

19]. GPS

[KNGK25, NKS

+

19]. Gradien t [KSG

+

25].

Gradien t-Based [KSG

+

25]. Gradien ts

[URK23]. grained [DCD

+

25]. Graph

[CNA

+

23, LDT

+

23, L

YS23, MGSPL17,

NK GY20, RF20, SZC20, WW

G25, ZPK18,

ZZYY23]. Graph-database [RF20].

Graph-Inference [CNA

+

23]. Graphs

[HCF23, SMGS24]. Grids [KNGK25].

Group [BK

¨

O20, CE ¸

CE19, CDNW24].

Group-based [BK

¨

O20]. Group-k ey

[CE ¸

CE19]. Guaran tees [APS

+

17]. Guided

[BMA

+

22]. Gyroscop es [SNCK18].

GyrosFinger [SNCK18].

Habituation [KPFH20]. Hac k er [SZC20].

Handling [SMA18]. Hardw are

[AMO21, SVS

+

24]. Hardw are-based

[AMO21]. Hardw are-orien ted [SVS

+

24].

Hazy [ZLD

+

24]. Head

[CSC

+

23, CDNW24, SHE

+

21]. Healthcare

[AJP23]. here [SHE

+

21]. Heterogeneous

[SPN

+

23, WD A

+

24]. Hidden [LAK

+

22].

Hierarc hical

[CGG

+

16, EBJ

+

23, GWXY23, OGNS16].

High [SVS

+

24]. High-sp eed [SVS

+

24].

hijac king [NKS

+

19]. History [CSL

+

24].

History-Driv en [CSL

+

24]. HOL [HMB23].

Homomorphic [KKK

+

18]. HotF uzz

[BMA

+

22]. HTML5 [DMIP20]. Human

[LCSF18, OBC

+

17, ZBK

+

23].

Human-cen tered [ZBK

+

23].

Human-In tensiv e [OBC

+

17]. Hun ting

[P o w19]. Hybrid

[BJJA22, R

CBK19, SCL

+

17].

Iceb erg [AHSM21]. ID [WD A

+

24].

Iden tification

[AAMN21, BP20, BZLM25, GAHD23].

Iden tifying [ASWD18, CNA

+

23, SZC20]. if

[SHE

+

21]. I’m [AL16]. Im balance

[BDBM23, EBJ

+

23]. Imm unit y [SM24].

Implemen tation [KYCP19].

Implemen ting [ZBA18]. Implications

[CHK

+

20]. Implicit [IMT

+

20]. Impro v e

[OBC

+

17]. Impro v ed [MGN

+

17].

Impro ving [ZJK

+

22]. Imputation

[CHMM22]. Incomplete [SA

G23].

Inconsistencies [OBF24]. Indep enden t

[BK

¨

O20, CGG

+

16, LSWR22]. Industrial

[LMM23]. Inference [CNA

+

23, DCD

+

25,

GL18, MGSPL17, NK

GY20, VWMV23].

Information [A

CKP22, BBZ25, CGDB24,

NCAI25, AAK

+

21]. Proto cols

[CE ¸

CE19, DD

W22, HKW25, JK21, SS24].

Pro viders [BK

¨

O20]. Pro viding [CHK

+

20].

Pro visioning [APSA24]. Pro ximit y

[APS

+

17, WHR

+

22]. Pro xy [PRSV17].

PRShare [IF22]. Pseudorandom

[GWXY23]. Public [BM18, R VS

+

18].

Publish [PRSV17, WL20].

Publish/Subscrib e [PRSV17]. Publishing

[OGNS16]. Pump [WJTL23]. Purp ose

[ZBA18]. Purp oses [BDG18].

Qualit y [MM22]. Quan tifying

[HAHT17, KSG

+

25, OEG

+

19].

Quan titativ e [HWS

+

23]. Quan tum

[HSHC20]. Queries [HOT23, RF20]. Query

[NS22, SKSE22, ZZYY23]. Query-efficien t

[ZZYY23]. Query-Set-Size [NS22].

Random [HSHC20]. Range [HOT23].

RansomShield [LIKB23]. Ransom w are

[LIKB23]. Re [PRSV17]. Re-Encryption

[PRSV17]. Real

[BKH

+

23, BBEM21, BMN

+

22, KNGK25,

KMY24, WJTL23, ZKL23]. Real-Time

[BKH

+

23, BMN

+

22, ZKL23]. Real-W orld

[KNGK25, WJTL23, BBEM21, KMY24].

Realit y [LAK

+

22]. ReBA

C [RF20].

Recognition [CZY

+

22, YZC

+

25].

Recognize [ZLD

+

24]. Recommendation

[KKK

+

18]. Recommenders [SL25].

Record [R

CBK19, V

CRS23]. Records

[R CBK19]. Reco v ery [BN24]. Redesign

[SMS24]. Redressing [BDBM23]. Refine

[SGK

+

24]. Reflexiv e [SRRM18].

Reinforcemen t

[HGP

+

25, QWK24, WW

G25]. Rel [DBR23].

related [BR23]. Relations [SMGS24].

Relationship [IM22]. Relationship-Based

[IM22]. Release [ZKL23]. Reliable

[LRRE23]. Remote [APSA24, HKL

+

21].

Renew abilit y [A CV

+

20]. Repla y

[SRRM18]. Repla y-Resistan t [SRRM18].

Represen tation [ODZ

+

24]. Rescue

[TSH17]. Resilience [AHF23].

Resilience-b y-design [AHF23]. Resilien t

[ASWD18, HWZ

+

23, JP19, ZAK

+

21].

Resistan t [SRRM18]. Resource [RMSB17].

Resources [IMT

+

20]. Reuse [PPK

+

18].

Revisiting [HKHWH23, KNGK25]. Risk

[A GK23, CHK24, OvdHLK22, SHE

+

21,

WJTL23]. Risk-a w are [CHK24].

Risk-Based [WJTL23]. Risks

[DBB23, DMIP20, HAHT17, LAK

+

22].

Robust [AAMN21, BZLM25, PK24,

TYH

+

24, YLJW25]. Rogue [DK

C16]. Role

[CEG

+

25]. Rule [LEMS25]. Run time

[LMM23].

Safe [D WL

+

25, KYCP19, NKS

+

19].

Safe-hijac king [NKS

+

19]. Salary [BBZ25].

SAM [ZZYY23]. Same [CL

TY25].

Samples [UPGB18]. Sancus [NVM

+

17].

Satisfiabilit y [CGG

+

16]. Scalabilit y

[CE ¸

CE19]. Scalable

[KH23, PSZ18, TYH

+

24]. Scale

[V CT21, WJTL23, AAMN21, DMIP20].

Sc heme [GAB24]. Sc hemes [ZAK

+

21].

Scores [D

ABK22]. Script [MSSK16]. SDN

[KB25]. Searc hable [CSA

+

21]. Searc hing

[HSHC20]. Secret [DBR23, YLJW25].

Secret-Erasure [DBR23]. Secure

[AJP23, AK22, BBZ25, BR

GL24, BN24,

BMN

+

22, CE ¸

CE19, EH24, GKM16, LRRE23,

PHR

+

20, PPT22, RAD

+

19, SSSB22, ZBA18].

Securit y [APSA24, AHSM21, AKM

+

21,

BZY

+

25, BBV23, BN24, BDG18, CPC

+

18,

CZY

+

22, CHK

+

20, DBR23, EJL

+

23,

GWXY23, HKHWH23, HKW25, HOT23,

JJK

+

21, KYREV19, KYCP19, LSWR22,

LMM23, LCSF18, MBG

+

21, MVBK21,

NRS20, NVM

+

17, OBC

+

17, R VS

+

18,

RMSB17, SPN

+

23, SNKK20, SHE

+

21,

SGK

+

24, WW

G25, WR

OR18, WJTL23].

Securit y-F o cused [AKM

+

21]. See

[ZLD

+

24]. Selection [EBJ

+

23, SM24].

Selections [PPT22]. Self [CSC

+

23].

Self-A tten tion [CSC

+

23]. SELin ux

[CGDB24]. Seman tic [V

CT21]. Semi

[EBJ

+

23]. Semi-Sup ervised [EBJ

+

23].

Sensor

[AMO21, DMIP20, K CS

+

23, SNKK20].

Sensor-based [DMIP20]. Sensors

[K CS

+

23]. Sen tence [BOMiK25].

Separating [R

CBK19]. Separation

[KYCP19]. Sequen tial [ZKL23]. Serv er

[A V18, HYG20]. Service

[BMA

+

22, WJTL23]. Services

[APS

+

17, EJL

+

23, JP19, VWMV23, WL20].

Set [FMJS22, NS22, PSZ18]. Sev en

[DMIP20]. SGX [CSS

+

22]. Sharing

[CE ¸

CE19, IF22, YLJW25].

Sharing-Inspired [YLJW25]. Shift [SL25].

Side [RPD

+

25, SZ24, ZAK

+

21].

Side-c hannel [SZ24]. Siege [PMP

+

23].

Sigh t [LAK

+

22]. Sign [MCvO25, SCR

V20].

Sign-On [SCR

V20]. Signatures

[CDNW24, SS24]. SIM [APSA24]. Single

[SCR

V20]. Sins [DMIP20]. Size

[BA O

+

21, NS22]. Sk etc h [SVS

+

24].

Sk etc h-based [SVS

+

24]. Skyp e [CCC

+

19].

Slice [SM24]. SL

V [A

V18]. Smart

[BMSD21, OMA

+

23]. Smartphone

[KHV20, MBG

+

21]. Smartphones

[CHK

+

20]. Smok e [SNKK20]. SMS

[R VS

+

18]. So cial

[BK

¨

O20, CGG

+

24, GL18, WYW

+

23].

So c k et [JTG

+

18]. Soft w are [A CV

+

20,

KB25, KYREV19, SGA19, SMA18].

Soft w are-Defined [KB25, KYREV19].

SoK [CZY

+

22, ZBK

+

23]. Solicitous

[OMA

+

23]. Solutions [GAHD23]. Sound

[AM21, SMS24, VDMC24]. Sound-based

[SMS24]. Sound-squatting [VDMC24].

Soundness [AKM

+

21]. Space [BZLM25].

SP am [CGG

+

24]. Span [SYRJ17]. SP Arc h

[SVS

+

24]. Spark [BJJA22]. Spatial

[BMA

+

22]. Sp ecifying [CGDB24].

Sp ectrum [K CS

+

23]. Sp eec h

[CZY

+

22, YZC

+

25]. sp eed [SVS

+

24].

Sphinx [CDNW24]. Sphinx-in-the-Head

[CDNW24]. Sp o ofing

[KNGK25, NKS

+

19, WD A

+

24]. squatter

[VDMC24]. squatting [VDMC24]. SSO

[MCvO25]. Stage [HZL21, CHK24].

Standardization [HKW25]. Stateful

[HMB23]. Static [AKM

+

21]. Statistical

[HKHWH23, SA

G23]. Stealth y

[D WL

+

25, NK

GY20, SM24]. Storage

[CL TY25]. Stores [BCK17]. Strategies

[PMP

+

23]. Streams [PPT22]. Strength

[W ag17]. Strong [WY21]. Structure

[HWZ

+

23]. Study

[BBZ25, BBV23, CZY

+

22, DMIP20, IMT

+

20,

MCC

+

21, QPL

+

22, RSR23, RAD

+

19].

Subscrib e [PRSV17]. Suites [WY21].

Sup ervised [BR23, EBJ

+

23]. Supp ort

[ZBA18]. supp orting [RF20]. Surv ey

[DCB

+

21]. Susceptibilit y [ZBK

+

23].

Sw arms [WPR19]. Sym b olic

[DBR23, DD

W22]. sym bSOD A

[SW AS

+

23]. Symmetric

[CDNW24, CSA

+

21]. Synopses [R

CBK19].

Syn thetic [CVW

+

21]. System

[ASWD18, BKH

+

23, CPC

+

18, FSC

+

18,

KYCP19, PK24, SNKK20]. Systematic

[AKM

+

21, DBB23, KKHM23]. Systemic

[DBB23]. Systems [AHF23, APS

+

24,

A GK23, BKH

+

23, CE ¸

CE19, CZY

+

22,

HKHWH23, HWZ

+

23, IM22, KP18, LIKB23,

LMMV20, LMM23, OEG

+

19, PRSV17,

QPL

+

22, WD A

+

24, YZC

+

25, ZD18].

T ablets [BP20]. T arget [QGS

+

22].

T argets [WHR

+

22]. task [LDT

+

23].

T axonom y [MM22]. T ec hniques

[AKM

+

21, A CFH

+

23, CAL

+

21, SMA18].

T ec hnological [LCSF18]. TEEs [SPN

+

23].

T elecomm unication [WD A

+

24].

T emp oral [BMA

+

22, KH23, PFB19].

T erminator [BMN

+

22]. T erms [BZY

+

25].

T ext [YTF

+

20]. T exture [FZS25, TSH17].

Theft [P o w19]. Theoretic

[OEG

+

19, STT17]. Theory

[CEG

+

22, DSS

+

23, YL V

+

19, ZJK

+

22].

Thermal [A

WK23]. ThermoSecure

[A WK23]. Things [RMSB17]. Think

[EH24]. Thinking [SHE

+

21]. Third

[IMT

+

20]. Third-part y [IMT

+

20]. Threat

[BR25, MM22, SMGS24]. Threats

[ERLM16, SZC20, SGK

+

24]. Time

[AS20, BKH

+

23, BMN

+

22, DBR23, HCF23,

L YS23, PPK

+

18, ZKL23]. Time-a w are

[HCF23]. Time-v arying [L

YS23]. Timely

[MCvO25]. Tip [AHSM21]. TLS

[A V18, CSC

+

23]. TLS-MHSA [CSC

+

23].

T omograph y [QWK24]. T o ols [RAD

+

19].

T op ology [HWZ

+

23]. T or [JTG

+

18]. T race

[MO W

+

21]. T races [NK

GY20, STT17].

T rac king [ODZ

+

24, RP

A16, SNCK18].

T ractor [NKS

+

19]. T rade [BCLR22].

T rade-off [BCLR22]. T radecraft [BR25].

T raffic [A CA

+

24, AHF23, CSC

+

23,

CVW

+

21, HWB25]. T raffic-based

[A CA

+

24]. T rain [MSSK16]. trained

[HHGC24]. T raining [ALR

+

22].

T ra jectory [D WL

+

25]. T ransactions

[EH24]. T ransfer [AS20]. T ranslation

[CSS

+

22]. T ransp ort [JTG

+

18]. T rees

[ALR

+

22, GWXY23]. T rial [LCSF18]. T rim

[AS20]. T rust [APS

+

24, BMSD21, BCK17,

IMT

+

20, KB25, OEG

+

19]. T rusted

[DK C16]. T rust w orth y [NCAI25]. Tw eens

[MC21]. Tw o [JJK

+

21, SMS24].

Tw o-factor [JJK

+

21, SMS24]. T yp e

[CCC

+

19]. T yping [BP20].

Unattended [QPL

+

22]. Unco v ering

[SMGS24]. Understanding

[BBZ25, BDBM23, MGN

+

17]. Unified

[MM22, WML

+

24]. Unifying [GM18].

Univ ersal [BBG

+

23]. Unlink abilit y

[ZJK

+

22]. Unlo c k [MBG

+

21].

Un traceable [NCAI25]. Up dates

[LRRE23]. Usabilit y

[A CFH

+

23, CHK

+

20, RAD

+

19]. Usage

[APS

+

24, GAHD23, KP18]. Use

[MCC

+

21, SGA19]. Used [A

WK23]. Useful

[WL20]. User

[BP20, GWXY23, KPFH20, W AK

+

19].

Users [BDBM23, NRS20, RSR23]. Using

[AMO21, A

GK23, BBV23, BK

¨

O20,

BMN

+

22, dGBSS22, DK

C16, ERLM16,

FFK

+

22, GAS

+

16, HZL21, LSWR22,

MSSK16, QWK24, RAD

+

19, SL25, SS24,

WY21, W AK

+

19, YTF

+

20, BR

GL24,

KYCP19, PK24]. Utilit y

[A CKP22, MO W

+

21]. Utilizing [BM18].

V A CCINE [SM24]. V alued [CEG

+

22].

v arying [L

YS23]. V ector [SL25]. V endors

[BDBM23]. V eriBin [ODZ

+

24]. V erifiable

[SW AS

+

23, ZPK18]. V erification

[A V18, DD

W22, MCC

+

21, OMA

+

23,

ODZ

+

24, QPL

+

22, WD A

+

24]. V erify

[BCK17]. V erifying [CGDB24]. V ersion

[OMA

+

19]. V etting [WR

OR18]. Via

[NK GY20, EBJ

+

23, KKK

+

18, K CS

+

23,

KH23, LMM23, YL V

+

19]. Video

[DCD

+

25, TYH

+

24, YTF

+

18].

Video-based [DCD

+

25, YTF

+

18]. view

[MO W

+

21]. Virtual

[BDBM23, MJA

+

18, OB22, SMA18].

VirusT otal [SBP21]. Visualization

[LIKB23]. V oice [CCC

+

19]. V oice-o v er-IP

[CCC

+

19]. V ulANalyzeR [LDT

+

23].

VULCON [FSC

+

18]. V ulnerabilities

[BMA

+

22, QPL

+

22, SMS24]. V ulnerabilit y

[BZLM25, EH24, FSC

+

18, KSG

+

25,

LDT

+

23, OvdHLK22, V

CRS23].

W allets [GWXY23]. W an t [RSR23].

W eak ening [GM18]. W eb [DSS

+

23,

EJL

+

23, MCC

+

21, MCvO25, SZC20].

W ebAPI [DMIP20]. while [ZLD

+

24]. Who

[ZLD

+

24]. Wide [SNKK20]. Wide-area

[SNKK20]. Will [SGA19]. Windo ws

[DCB

+

21]. W olf [SNKK20]. W orkflo w

[CGG

+

16]. W orkload [YL V

+

19]. W orld

[KNGK25, WJTL23, BBEM21, KMY24].

writer [PPT22].

X [VDMC24]. X-squatter [VDMC24]. XSS

[MSSK16].

Zero [APS

+

24, KB25]. Zero-T rust

[APS

+

24, KB25]. ZPredict [SZ24]. ZT

[KB25]. ZT-SDN [KB25]. ZT

A [APS

+

24].

ZT A-IoT [APS

+

24].

References

Acar:2021:LP A

[AAK

+

21] Abbas Acar, Shouk at Ali, Kora y

Karabina, Cengiz Ka ygusuz, Hi-

da y et Aksu, Kemal Akk a y a, and

Selcuk Uluagac. A ligh t w eigh t

Priv acy-Aw are Con tin uous Au-

then tication Proto col — P A CA.

A CM T r ansactions on Privacy

and Se curity (TOPS), 24(4):

24:1–24:28, No v em b er 2021.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3464690 .

Abuhamad:2021:LSR

[AAMN21] Mohammed Abuhamad, T amer

Abuhmed, Da vid Mohaisen, and

Daeh un Ny ang. Large-scale and

robust co de authorship iden tifi-

cation with deep feature learn-

ing. A

CM T r ansactions on Pri-

vacy and Se curity (TOPS), 24

(4):23:1–23:35, No v em b er 2021.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3461666 .

Ahmed:2024:DDE

[A CA

+

24] Mukh tar Ahmed, Jinfu Chen,

Ernest Akpaku, Rexford Nii Ayitey

Sosu, and Ajmal Latif. DELM:

Deep ensem ble learning mo del

for anomaly detection in ma-

licious net w ork traffic-based adaptiv e feature aggregation

and net w ork optimization.

A CM T r ansactions on Privacy

and Se curity (TOPS), 27(4):

32:1–32:??, No v em b er 2024.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3690637 .

Arias-Cabarcos:2023:PUE

[A CFH

+

23] P atricia Arias-Cabarcos, Matin

F allahi, Thilo Habric h, Karen

Sc h ulze, Christian Bec k er, and

Thorsten Strufe. P erformance

and usabilit y ev aluation of

brain w a v e authen tication tec h-

niques with consumer devices.

A CM T r ansactions on Privacy

and Se curity (TOPS), 26(3):

26:1–26:??, August 2023. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3579356 .

Alvim:2022:ILG

[A CKP22] M´ ario S. Alvim, Konstan ti-

nos Chatzik ok olakis, Y usuk e

Ka w amoto, and Catuscia P alamidessi.

Information leak age games: Ex-

ploring information as a utilit y

function. A

CM T r ansactions on

Privacy and Se curity (TOPS),

25(3):20:1–20:36, August 2022.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3517330 .

Abrath:2020:CRN

[A CV

+

20] Bert Abrath, Bart Copp ens,

Jens V an Den Bro ec k, Brec h t

Wyseur, Alessandro Cabutto,

P aolo F alcarin, and Bjorn De

Sutter. Co de renew abilit y

for nativ e soft w are protection.

A CM T r ansactions on Privacy

and Se curity (TOPS), 23(4):

20:1–20:31, August 2020. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3404891 .

Amro:2023:A CR

[A GK23] Ahmed Amro, V asileios Gkiou-

los, and Sokratis Katsik as. As-

sessing cyb er risk in cyb er-

ph ysical systems using the

A TT&CK framew ork. A CM

T r ansactions on Privacy and

Se curity (TOPS), 26(2):22:1–

22:??, Ma y 2023. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3571733 .

Aloufi:2023:PPP

[AHB23] Ran y a Aloufi, Hamed Haddadi,

and Da vid Bo yle. P aralinguistic

priv acy protection at the edge.

A CM T r ansactions on Privacy

and Se curity (TOPS), 26(2):

19:1–19:??, Ma y 2023. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3570161 .

AlMallah:2023:RD A

[AHF23] Ran w a Al Mallah, T alal Halabi,

and Bilal F aro o q. Resilience-

b y-design in adaptiv e m ulti-

agen t traffic con trol systems.

A CM T r ansactions on Privacy

and Se curity (TOPS), 26(3):

40:1–40:??, August 2023. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3592799 .

Alexop oulos:2021:TIM

[AHSM21] Nik olaos Alexop oulos, Sheikh Mah-

bub Habib, Steffen Sc h ulz, and

Max M ¨ uhlh¨ auser. The tip of

the iceb erg: On the merits of

finding securit y bugs. A CM

T r ansactions on Privacy and

Se curity (TOPS), 24(1):3:1–

3:33, Jan uary 2021. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3406112 .

Alex:2023:EES

[AJP23] Sona Alex, Dhanara j K. J., and

Deepthi P . P . Energy effi-

cien t and secure neural net w ork-

based disease detection frame-

w ork for mobile healthcare net-

w ork. A

CM T r ansactions on

Privacy and Se curity (TOPS),

26(3):29:1–29:??, August 2023.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3585536 .

Alp er:2022:OEM

[AK22] Handan Kilin¸ c Alp er and

Alptek˙ ın K ¨ up¸ c ¨ u. Optimally ef-

ficien t m ulti-part y fair exc hange

and fair secure m ulti-part y com-

putation. A

CM T r ansactions on

Privacy and Se curity (TOPS),

25(1):3:1–3:34, F ebruary 2022.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3477530 .

Ami:2021:SMB

[AKM

+

21] Amit Seal Ami, Kaushal Kafle,

Kevin Moran, Adw ait Nadk arni,

and Den ys P osh yv an yk. Sys-

tematic m utation-based ev al-

uation of the soundness of

securit y-fo cused Android static

analysis tec hniques. A CM

T r ansactions on Privacy and

Se curity (TOPS), 24(3):15:1–

15:37, April 2021. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3439802 .

Aongh usa:2016:DLG

[AL16] P´ ol Mac Aongh usa and Dou-

glas J. Leith. Don’t let Go ogle

kno w I’m lonely . A CM T r ans-

actions on Privacy and Se curity

(TOPS), 19(1):3:1–3:??, August

2016. CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic).

Ak a via:2022:PPD

[ALR

+

22] Adi Ak a via, Max Leib o vic h,

Y ehezk el S. Resheff, Ro ey Ron,

Moni Shahar, and Margarita

V ald. Priv acy-preserving deci-

sion trees training and predic-

tion. A

CM T r ansactions on

Privacy and Se curity (TOPS),

25(3):24:1–24:30, August 2022.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (electronic). URL https://dl.acm.

org/doi/10.1145/3517197 .

Arceri:2021:ADC

[AM21] Vincenzo Arceri and Isab ella

Mastro eni. Analyzing dynamic

co de: a sound abstract in ter-

preter for evil ev al. A CM

T r ansactions on Privacy and

Se curity (TOPS), 24(2):10:1–

10:38, F ebruary 2021. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3426470 .

Ahmed:2021:NPD

[AMO21] Ch uadhry Mujeeb Ahmed,

Adit y a P . Math ur, and Mart ´ ın

Oc hoa. NoiSense prin t: De-

tecting data in tegrit y attac ks

on sensor measuremen ts us-

ing hardw are-based fingerprin ts.

A CM T r ansactions on Privacy

and Se curity (TOPS), 24(1):

2:1–2:35, Jan uary 2021. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3410447 .

Argyros:2017:EPG

[APS

+

17] George Argyros, Theofilos P et-

sios, Suphannee Siv ak orn, An-

gelos D. Kerom ytis, and Ja-

son P olakis. Ev aluating the

priv acy guaran tees of lo cation

pro ximit y services. A

CM T r ans-

actions on Privacy and Se cu-

rity (TOPS), 19(4):12:1–12:??,

F ebruary 2017. CODEN ????

ISSN 2471-2566 (prin t), 2471-

2574 (electronic).

Ameer:2024:ZIN

[APS

+

24] Safw a Ameer, Lopam udra Pra-

hara j, Ra vi Sandh u, Smriti

Bhatt, and Maanak Gupta.

ZT A-IoT: a no v el arc hitecture

for zero-trust in IoT systems

and an ensuing usage con trol

mo del. A

CM T r ansactions on

Privacy and Se curity (TOPS),

27(3):22:1–22:??, August 2024.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3671147 .

Ahmed:2024:SA C

[APSA24] Abu Shohel Ahmed, Aleksi P el-

tonen, Mohit Sethi, and T uo-

mas Aura. Securit y analysis

of the consumer remote SIM

pro visioning proto col. A CM

T r ansactions on Privacy and

Se curity (TOPS), 27(3):23:1–

23:??, August 2024. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3663761 .

An w ar:2020:CF C

[AS20] F atima M. An w ar and Mani Sri-

v asta v a. A case for feedforw ard

con trol with feedbac k trim to

mitigate time transfer attac ks.

A CM T r ansactions on Privacy

and Se curity (TOPS), 23(2):

11:1–11:25, Ma y 2020. CO-

DEN ???? ISSN 2471-2566

(prin t), 2471-2574 (electronic).

URL https://dl.acm.org/

doi/abs/10.1145/3382503 .

Alrabaee:2018:FRE

[ASWD18] Saed Alrabaee, P aria Shirani,

Lingyu W ang, and Mourad Deb-

babi. F

OSSIL: A resilien t and

efficien t system for iden tifying

F OSS functions in malw are bi-

naries. A

CM T r ansactions on

Privacy and Se curity (TOPS),

21(2):8:1–8:??, F ebruary 2018.

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/citation.cfm?

id=3175492 .

An tonioli:2020:KND

[A TR20] Daniele An tonioli, Nils Ole Tip-

p enhauer, and Kasp er Ras-

m ussen. Key negotiation do wn-

grade attac ks on Blueto oth

and Blueto oth lo w energy .

A CM T r ansactions on Privacy

and Se curity (TOPS), 23(3):

14:1–14:28, July 2020. CO-

DEN ???? ISSN 2471-2566

(prin t), 2471-2574 (electronic).

URL https://dl.acm.org/

doi/abs/10.1145/3394497 .

Ab dou:2018:SL V

[A V18] Ab delrahman Ab dou and P

. C.

V an Oorsc hot. Serv er lo-

cation v erification (SL

V) and

serv er lo cation pinning: Aug-

men ting TLS authen tication.

A CM T r ansactions on Privacy

and Se curity (TOPS), 21(1):

1:1–1:??, Jan uary 2018. ISSN

2471-2566 (prin t), 2471-2574

(electronic). URL https:/

/dl.acm.org/citation.cfm?

id=3139294.

Botacin:2022:TSC

[BMN

+

22] Marcus Botacin, F rancis B.

Moreira, Philipp e O. A. Na v aux,

Andr ´ e Gr ´ egio, and Marco A. Z.

Alv es. T erminator: a secure

copro cessor to accelerate real-

time An tiViruses using insp ec-

tion breakp oin ts. A

CM T r ans-

actions on Privacy and Se curity

(TOPS), 25(2):9:1–9:34, Ma y

2022. CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3494535 .

Balliu:2021:FF C

[BMPS21] Musard Balliu, Massimo Merro,

Mic hele P asqua, and Mikhail

Shc herbak o v. F riendly fire:

Cross-app in teractions in IoT

platforms. A

CM T r ansac-

tions on Privacy and Se cu-

rity (TOPS), 24(3):16:1–16:40,

April 2021. CODEN ????

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3444963 .

Bhattac harjee:2021:A CE

[BMSD21] Shameek Bhattac harjee, V enk ata

Pra v een Kumar Madha v arapu,

Simone Silv estri, and Sa jal K.

Das. A ttac k con text em b ed-

ded data driv en trust diagnos-

tics in smart metering infras-

tructure. A

CM T r ansactions on

Privacy and Se curity (TOPS),

24(2):9:1–9:36, F ebruary 2021.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3426739 .

Blass:2024:FSC

[BN24] Erik-Oliv er Blass and Guev ara

Noubir. F orw ard securit y with

crash reco v ery for secure logs.

A CM T r ansactions on Privacy

and Se curity (TOPS), 27(1):

3:1–3:??, F ebruary 2024. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3631524 .

Bollegala:2025:MDP

[BOMiK25] Dan ushk a Bollegala, Sh uic hi

Otak e, T omo y a Mac hide, and

Ken ic hi Ka w araba y ashi. A met-

ric differen tial priv acy mec ha-

nism for sen tence em b eddings.

A CM T r ansactions on Privacy

and Se curity (TOPS), 28(2):

20:1–20:??, Ma y 2025. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic).

Belman:2020:DPT

[BP20] Amith K. Belman and Vir V.

Phoha. Discriminativ e p o w er

of t yping features on desk-

tops, tablets, and phones for

user iden tification. A CM

T r ansactions on Privacy and

Se curity (TOPS), 23(1):4:1–

4:36, F ebruary 2020. CO-

DEN ???? ISSN 2471-2566

(prin t), 2471-2574 (electronic).

URL https://dl.acm.org/

doi/abs/10.1145/3377404 .

Bh uiy an:2023:LR C

[BR23] F arzana Ahamed Bh uiy an and

Ak ond Rahman. Log-related

co ding patterns to conduct

p ostmortems of attac ks in su-

p ervised learning-based pro jects.

A CM T r ansactions on Privacy

and Se curity (TOPS), 26(2):

17:1–17:??, Ma y 2023. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3568020 .

Bjurling:2025:CTI

[BR25] Bj¨ orn Bjurling and Shahid

Raza. Cyb er threat in telli-

gence meets the analytic trade-

craft. A

CM T r ansactions on

Privacy and Se curity (TOPS),

28(1):6:1–6:??, F ebruary 2025.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3701299 .

Bernab e-Ro driguez:2024:DPD

[BR GL24] Julen Bernab ´ e-Ro dr ´ ıguez, Al-

b ert Garreta, and Oscar Lage. A

decen tralized priv ate data mar-

k etplace using blo c k c hain and

secure m ulti-part y computation.

A CM T r ansactions on Privacy

and Se curity (TOPS), 27(2):

19:1–19:??, Ma y 2024. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3652162 .

Bostani:2025:LMV

[BZLM25] Hamid Bostani, Zhengyu Zhao,

Zh uoran Liu, and V eelasha

Mo onsam y . Lev el up with

ML vulnerabilit y iden tification:

Lev eraging domain constrain ts

in feature space for robust Android malw are detection. A CM

T r ansactions on Privacy and

Se curity (TOPS), 28(2):17:1–

17:??, Ma y 2025. CODEN ????

ISSN 2471-2566 (prin t), 2471-

2574 (electronic).

Bao:2025:EDT

[BZY

+

25] Y ubing Bao, Jianping Zeng,

Jirui Y ang, Ruining Y ang, and

Zhih ui Lu. The effect of do-

main terms on passw ord secu-

rit y . A CM T r ansactions on

Privacy and Se curity (TOPS),

28(1):9:1–9:??, F ebruary 2025.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3703350 .

Cheng:2021:ETD

[CAL

+

21] Long Cheng, Salman Ahmed,

Hans Liljestrand, Thomas Ny-

man, Haip eng Cai, T ren t

Jaeger, N. Asok an, and Dan-

feng (Daphne) Y ao. Ex-

ploitation tec hniques for data-

orien ted attac ks with exist-

ing and p oten tial defense ap-

proac hes. A

CM T r ansac-

tions on Privacy and Se cu-

rity (TOPS), 24(4):26:1–26:36,

No v em b er 2021. CODEN ????

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3462699 .

Cecconello:2019:STK

[CCC

+

19] Stefano Cecconello, Alb erto

Compagno, Mauro Con ti, Daniele

Lain, and Gene Tsudik. Skyp e

& T yp e: Keyb oard ea v esdrop-

ping in V oice-o v er-IP. A CM

T r ansactions on Privacy and

Se curity (TOPS), 22(4):24:1–

24:??, Decem b er 2019. ISSN

2471-2566 (prin t), 2471-2574

(electronic). URL https:/

/dl.acm.org/citation.cfm?

id=3365366 .

Chen:2024:SHG

[CDNW24] Liqun Chen, Changyu Dong,

Christopher J. P

. Newton, and

Y alan W ang. Sphinx-in-the-

head: Group signatures from

symmetric primitiv es. A CM

T r ansactions on Privacy and

Se curity (TOPS), 27(1):11:1–

11:??, F ebruary 2024. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3638763 .

Can tali:2019:AMS

[CE ¸

CE19] Gok can Can tali, Orhan Ermis,

Mehmet Ufuk ¸

Cagla y an, and

Cem Erso y . Analytical mo dels

for the scalabilit y of dynamic

group-k ey agreemen t proto cols

and secure file sharing systems.

A CM T r ansactions on Pri-

vacy and Se curity (TOPS), 22

(4):20:1–20:??, Decem b er 2019.

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/citation.cfm?

id=3342998 .

Crampton:2022:V AP

[CEG

+

22] Jason Crampton, Eduard Eib en,

Gregory Gutin, Daniel Kara-

p et y an, and Diptapriy o Ma jum-

dar. V alued authorization p ol-

icy existence problem: Theory and exp erimen ts. A CM

T r ansactions on Privacy and

Se curity (TOPS), 25(4):28:1–

28:??, No v em b er 2022. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3528101 .

Crampton:2025:BOO

[CEG

+

25] Jason Crampton, Eduard Eib en,

Gregory Gutin, Daniel Kara-

p et y an, and Diptapriy o Ma-

jumdar. Bi-ob jectiv e optimiza-

tion in role mining. A CM

T r ansactions on Privacy and

Se curity (TOPS), 28(1):5:1–

5:??, F ebruary 2025. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3697833 .

Ceragioli:2024:SVI

[CGDB24] Lorenzo Ceragioli, Letterio Gal-

letta, Pierpaolo Degano, and

Da vid Basin. Sp ecifying and

v erifying information flo w con-

trol in SELin ux configurations.

A CM T r ansactions on Privacy

and Se curity (TOPS), 27(4):

31:1–31:??, No v em b er 2024.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3690636 .

Crampton:2016:WSP

[CGG

+

16] Jason Crampton, Andrei Gagarin,

Gregory Gutin, Mark Jones,

and Magn us W ahlstr¨ om. On

the w orkflo w satisfiabilit y prob-

lem with class-indep enden t con-

strain ts for hierarc hical organi-

zations. A

CM T r ansactions on

Privacy and Se curity (TOPS),

19(3):8:1–8:??, Decem b er 2016.

CODEN ???? ISSN 2471-2566

(prin t), 2471-2574 (electronic).

Concone:2024:AAS

[CGG

+

24] F ederico Concone, Salv atore

Gaglio, Andrea Giammanco,

Giusepp e Lo Re, and Marco

Morana. Adv erSP

AM: Adv er-

sarial SP am accoun t manipula-

tion in online so cial net w orks.

A CM T r ansactions on Privacy

and Se curity (TOPS), 27(2):

15:1–15:??, Ma y 2024. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3643563 .

Cho:2020:SUI

[CHK

+

20] Geumh w an Cho, Jun Ho Huh,

So olin Kim, Junsung Cho,

Heesung P ark, Y enah Lee, Kon-

stan tin Beznoso v, and Hy oung-

shic k Kim. On the securit y

and usabilit y implications of

pro viding m ultiple authen tica-

tion c hoices on smartphones:

The more, the b etter? A CM

T r ansactions on Privacy and

Se curity (TOPS), 23(4):22:1–

22:32, August 2020. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3410155 .

Chen:2024:MMS

[CHK24] Jia yi Chen, Urs Hengartner,

and Hassan Khan. MRAA C:

a m ulti-stage risk-a w are adap-

tiv e authen tication and access

con trol framew ork for Android.

A CM T r ansactions on Privacy

and Se curity (TOPS), 27(2):

17:1–17:??, Ma y 2024. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3648372 .

Clifton:2022:DPN

[CHMM22] Chris Clifton, Eric J. Hanson,

Keith Merrill, and Sha wn Mer-

rill. Differen tially priv ate k -

nearest neigh b or missing data

imputation. A

CM T r ansac-

tions on Privacy and Se cu-

rity (TOPS), 25(3):16:1–16:23,

August 2022. CODEN ????

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3507952 .

Chen:2025:ESE

[CL TY25] Long Chen, Y a-Nan Li, Qiang

T ang, and Moti Y ung. End-

to-same-end encryption: Mo d-

ularly augmen ting an app with

an efficien t, p ortable, and blind

cloud storage. A

CM T r ansac-

tions on Privacy and Se curity

(TOPS), 28(2):14:1–14:??, Ma y

2025. CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic).

Cho o:2023:DDD

[CNA

+

23] Euijin Cho o, Mohamed Nab eel,

Mashael Alsabah, Issa Khalil,

Ting Y u, and W ei W ang. De-

viceW atc h: a data-driv en net-

w ork analysis approac h to iden-

tifying compromised mobile

devices with graph-inference.

A CM T r ansactions on Privacy

and Se curity (TOPS), 26(1):

9:1–9:??, F ebruary 2023. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3558767 .

Chernik o v a:2022:FFE

[CO22] Alesia Chernik o v a and Alina

Oprea. FENCE: F easible ev a-

sion attac ks on neural net w orks

in constrained en vironmen ts.

A CM T r ansactions on Privacy

and Se curity (TOPS), 25(4):

34:1–34:??, No v em b er 2022.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3544746 .

Carminati:2018:SEB

[CPC

+

18] Mic hele Carminati, Mario

P olino, Andrea Con tinella, An-

drea Lanzi, F ederico Maggi, and

Stefano Zanero. Securit y ev alu-

ation of a banking fraud analysis

system. A

CM T r ansactions on

Privacy and Se curity (TOPS),

21(3):11:1–11:??, June 2018.

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/citation.cfm?

id=3178370 .

Cui:2021:PPD

[CSA

+

21] Sh ujie Cui, Xiangfu Song,

Muhammad Rizw an Asghar,

Stev en D. Galbraith, and

Gio v anni Russello. Priv acypreserving dynamic symmet-

ric searc hable encryption with

con trollable leak age. A CM

T r ansactions on Privacy and

Se curity (TOPS), 24(3):18:1–

18:35, April 2021. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3446920 .

Chen:2023:TME

[CSC

+

23] Jinfu Chen, Luo Song, Sai-

h ua Cai, Hao di Xie, Shang

Yin, and Bilal Ahmad. TLS-

MHSA: an efficien t detection

mo del for encrypted malicious

traffic based on m ulti-head self-

atten tion mec hanism. A CM

T r ansactions on Privacy and

Se curity (TOPS), 26(4):44:1–

44:??, No v em b er 2023. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3613960 .

Cao:2024:EHD

[CSL

+

24] Han Cao, Qindong Sun, Y aqi

Li, Rong Geng, and Xiao xiong

W ang. Efficien t history-driv en

adv ersarial p erturbation distri-

bution learning in lo w frequency

domain. A

CM T r ansactions on

Privacy and Se curity (TOPS),

27(1):4:1–4:??, F ebruary 2024.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3632293 .

Cui:2022:DBT

[CSS

+

22] Jinh ua Cui, Sh w eta Shinde,

Sat y aki Sen, Prateek Sax-

ena, and Pinghai Y uan. Dy-

namic binary translation for

SGX encla v es. A

CM T r ans-

actions on Privacy and Se cu-

rity (TOPS), 25(4):32:1–32:??,

No v em b er 2022. CODEN ????

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3532862 .

Cordero:2021:GNT

[CVW

+

21] Carlos Garcia Cordero, Em-

manouil V asilomanolakis, Aid-

mar W ainakh, Max M ¨ uhlh¨ auser,

and Simin Nadjm-T ehrani.

On generating net w ork traffic

datasets with syn thetic attac ks

for in trusion detection. A CM

T r ansactions on Privacy and

Se curity (TOPS), 24(2):8:1–

8:39, F ebruary 2021. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3424155 .

Chen:2022:SMA

[CZY

+

22] Y uxuan Chen, Jiangshan Zhang,

Xuejing Y uan, Shengzhi Zhang,

Kai Chen, Xiaofeng W ang, and

Shanqing Guo. SoK: a mo du-

larized approac h to study the

securit y of automatic sp eec h

recognition systems. A CM

T r ansactions on Privacy and

Se curity (TOPS), 25(3):17:1–

17:31, August 2022. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3510582 .

Daoudi:2022:DDI

[D ABK22] Nadia Daoudi, Kevin Allix,

T ega w end ´ e F ran¸ cois Bissy and ´ e,

and Jacques Klein. A deep

div e inside DREBIN: an ex-

plorativ e analysis b ey ond An-

droid malw are detection scores.

A CM T r ansactions on Privacy

and Se curity (TOPS), 25(2):

13:1–13:28, Ma y 2022. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3503463 .

Dam bra:2023:CSS

[DBB23] Sa vino Dam bra, Leyla Bilge,

and Da vide Balzarotti. A com-

parison of systemic and system-

atic risks of malw are encoun-

ters in consumer and en terprise

en vironmen ts. A

CM T r ansac-

tions on Privacy and Se curity

(TOPS), 26(2):16:1–16:??, Ma y

2023. CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3565362 .

Daniel:2023:BRS

[DBR23] Lesly-Ann Daniel, S ´ ebastien

Bardin, and T amara Rezk. Bin-

sec/Rel: Sym b olic binary an-

alyzer for securit y with appli-

cations to constan t-time and

secret-erasure. A

CM T r ansac-

tions on Privacy and Se curity

(TOPS), 26(2):11:1–11:??, Ma y

2023. CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3563037.

Demetrio:2021:AES

[DCB

+

21] Luca Demetrio, Scott E. Coull,

Battista Biggio, Gio v anni Lago-

rio, Alessandro Armando, and

F abio Roli. Adv ersarial EX-

Emples: a surv ey and exp er-

imen tal ev aluation of practi-

cal attac ks on mac hine learn-

ing for Windo ws malw are detec-

tion. A

CM T r ansactions on Pri-

vacy and Se curity (TOPS), 24

(4):27:1–27:31, No v em b er 2021.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3473039 .

Dai:2025:AEP

[DCD

+

25] Huan Dai, Y uefeng Chen, Yi-

cong Du, Luping W ang, Ziyu

Shao, Hongb o Liu, Y anzhi Ren,

Jiadi Y u, and Bo Liu. Arm-

Sp y++: Enhanced PIN infer-

ence through video-based fine-

grained arm p osture analysis.

A CM T r ansactions on Privacy

and Se curity (TOPS), 28(1):

2:1–2:??, F ebruary 2025. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3696418 .

Deban t:2022:NYF

[DD W22] Alexandre Deban t, St ´ ephanie

Delaune, and Cyrille Wiedling.

So near and y et so far — sym-

b olic v erification of distance-

b ounding proto cols. A CM

T r ansactions on Privacy and

Se curity (TOPS), 25(2):11:1–

11:39, Ma y 2022. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3501402 .

Briseno:2022:IUI

[dGBSS22] Julian de Gortari Briseno,

Ak ash Deep Singh, and Mani

Sriv asta v a. InkFiltration: Us-

ing inkjet prin ters for acous-

tic data exfiltration from air-

gapp ed net w orks. A

CM T r ans-

actions on Privacy and Se curity

(TOPS), 25(2):15:1–15:26, Ma y

2022. CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3510583 .

Dong:2016:DR C

[DK C16] Zheng Dong, Kevin Kane,

and L. Jean Camp. Detec-

tion of rogue certificates from

trusted certificate authorities

using deep neural net w orks.

A CM T r ansactions on Privacy

and Se curity (TOPS), 19(2):

5:1–5:??, Septem b er 2016. CO-

DEN ???? ISSN 2471-2566

(prin t), 2471-2574 (electronic).

Diaman taris:2020:SDS

[DMIP20] Mic halis Diaman taris, F rancesco

Marcan toni, Sotiris Ioannidis,

and Jason P olakis. The sev en

deadly sins of the HTML5 W e-

bAPI: a large-scale study on the

risks of mobile sensor-based at-

tac ks. A

CM T r ansactions on

Privacy and Se curity (TOPS),

23(4):19:1–19:31, August 2020.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

Amalio T elen ti. Quan tifying in-

terdep enden t risks in genomic

priv acy . A CM T r ansactions on

Privacy and Se curity (TOPS),

20(1):3:1–3:??, F ebruary 2017.

CODEN ???? ISSN 2471-2566

(prin t), 2471-2574 (electronic).

Hoang:2023:T AA

[HCF23] Anh-T u Hoang, Barbara Carmi-

nati, and Elena F errari. Time-

a w are anon ymization of kno wl-

edge graphs. A

CM T r ansac-

tions on Privacy and Se curity

(TOPS), 26(2):14:1–14:??, Ma y

2023. CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3565026 .

Hore:2025:DPD

[HGP

+

25] Soum y adeep Hore, Jalal Gha-

dermazi, Diw as P audel, Ankit

Shah, T apas Das, and Nathaniel

Bastian. Deep P ac kGen: a deep

reinforcemen t learning frame-

w ork for adv ersarial net w ork

pac k et generation. A

CM T r ans-

actions on Privacy and Se curity

(TOPS), 28(2):15:1–15:??, Ma y

2025. CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic).

He:2024:CCL

[HHGC24] Xin yu He, F engrui Hao, Tian-

long Gu, and Liang Chang.

CBAs: Character-lev el bac k-

do or attac ks against Chinese

pre-trained language mo dels.

A CM T r ansactions on Privacy

and Se curity (TOPS), 27(3):

24:1–24:??, August 2024. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3678007 .

Habib:2023:RSB

[HKHWH23] Sohail Habib, Hassan Khan,

Andrew Hamilton-W righ t, and

Urs Hengartner. Revisiting the

securit y of biometric authen ti-

cation systems against statis-

tical attac ks. A

CM T r ansac-

tions on Privacy and Se curity

(TOPS), 26(2):21:1–21:??, Ma y

2023. CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3571743 .

Helble:2021:FMR

[HKL

+

21] Sarah C. Helble, Ian D. Kretz,

P eter A. Losco cco, John D.

Ramsdell, P aul D. Ro w e, and

P erry Alexander. Flexible

mec hanisms for remote attesta-

tion. A

CM T r ansactions on Pri-

vacy and Se curity (TOPS), 24

(4):29:1–29:23, No v em b er 2021.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3470535 .

Hosseyni:2025:FSA

[HKW25] P edram Hosseyni, Ralf K ¨ usters,

and Tim W ¨ urtele. F ormal se-

curit y analysis of the Op enID

F API 2.0 family of proto cols:

Accompan ying a standardiza-

tion pro cess. A

CM T r ans-

actions on Privacy and Se-

curity (TOPS), 28(1):4:1–4:??,

F ebruary 2025. CODEN ????

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3699716 .

Hess:2023:SPC

[HMB23] Andreas V. Hess, Sebastian A.

M

¨

Odersheim, and Ac him D.

Bruc k er. Stateful proto col com-

p osition in Isab elle/HOL. A CM

T r ansactions on Privacy and

Se curity (TOPS), 26(3):25:1–

25:??, August 2023. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3577020 .

Hw ang:2023:BSP

[HOT23] Seo y eon Hw ang, Ercan Ozturk,

and Gene Tsudik. Balanc-

ing securit y and priv acy in ge-

nomic range queries. A CM

T r ansactions on Privacy and

Se curity (TOPS), 26(3):23:1–

23:??, August 2023. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3575796 .

Hurley-Smith:2020:QLC

[HSHC20] Darren Hurley-Smith and Julio

Hernandez-Castro. Quan tum

leap and crash: Searc hing

and finding bias in quan tum

random n um b er generators.

A CM T r ansactions on Privacy

and Se curity (TOPS), 23(3):

16:1–16:25, July 2020. CO-

DEN ???? ISSN 2471-2566

(prin t), 2471-2574 (electronic).

URL https://dl.acm.org/

doi/abs/10.1145/3398726 .

Ha yden:2025:D AD

[HWB25] Blak e Ha yden, Timoth y W alsh,

and Armon Barton. De-

fending against deep learning-

based traffic fingerprin ting at-

tac ks with adv ersarial exam-

ples. A

CM T r ansactions on

Privacy and Se curity (TOPS),

28(1):1:1–1:??, F ebruary 2025.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3698591 .

Hagen:2023:CDM

[HWS

+

23] Christoph Hagen, Christian

W einert, Christoph Sendner,

Alexandra Dmitrienk o, and

Thomas Sc hneider. Con tact dis-

co v ery in mobile messengers:

Lo w-cost attac ks, quan titativ e

analyses, and efficien t mitiga-

tions. A

CM T r ansactions on

Privacy and Se curity (TOPS),

26(1):2:1–2:??, F ebruary 2023.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3546191 .

Hou:2023:PPR

[HWZ

+

23] Jian Hou, Jing W ang, Mingyue

Zhang, Zhi Jin, Ch unlin W ei,

and Zuoh ua Ding. Priv acy-

preserving resilien t consensus

for m ulti-agen t systems in a gen-

eral top ology structure. A CM

T r ansactions on Privacy and

Se curity (TOPS), 26(3):34:1–

34:??, August 2023. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3587933 .

Hoang:2020:MSO

[HYG20] Thang Hoang, A ttila A. Y a vuz,

and Jorge Gua jardo. A

m ulti-serv er ORAM framew ork

with constan t clien t bandwidth

blo wup. A

CM T r ansactions on

Privacy and Se curity (TOPS),

23(1):1:1–1:35, F ebruary 2020.

CODEN ???? ISSN 2471-2566

(prin t), 2471-2574 (electronic).

URL https://dl.acm.org/

doi/abs/10.1145/3369108 .

Hu:2021:A CD

[HZL21] Zhisheng Hu, Mingh ui Zh u,

and P eng Liu. Adaptiv e cy-

b er defense against m ulti-stage

attac ks using learning-based

POMDP. A

CM T r ansactions on

Privacy and Se curity (TOPS),

24(1):6:1–6:25, Jan uary 2021.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3418897 .

Idan:2022:PFP

[IF22] Lihi Idan and Joan F eigen-

baum. PRShare: a framew ork

for priv acy-preserving, in teror-

ganizational data sharing. A CM

T r ansactions on Privacy and

Se curity (TOPS), 25(4):29:1–

29:??, No v em b er 2022. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3531225 .

Iy er:2022:LRB

[IM22] P adma v athi Iy er and Amir-

reza Masoumzadeh. Learning

relationship-based access con-

trol p olicies from blac k-b o x sys-

tems. A

CM T r ansactions on

Privacy and Se curity (TOPS),

25(3):22:1–22:36, August 2022.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3517121 .

Ikram:2020:MA C

[IMT

+

20] Muhammad Ikram, Rahat Ma-

so o d, Gareth T yson, Mo-

hamed Ali Kaafar, Noha Loizon,

and Ro y a Ensafi. Measur-

ing and analysing the c hain

of implicit trust: a study of

third-part y resources loading.

A CM T r ansactions on Privacy

and Se curity (TOPS), 23(2):

8:1–8:27, Ma y 2020. CO-

DEN ???? ISSN 2471-2566

(prin t), 2471-2574 (electronic).

URL https://dl.acm.org/

doi/abs/10.1145/3380466 .

Ikram:2017:MCD

[IOF

+

17] Muhammad Ikram, Luc ky On-

wuzurik e, Shehroze F aro o qi,

Emiliano De Cristofaro, Arik

F riedman, Guillaume Jourjon,

Mohammed Ali Kaafar, and

M. Zubair Shafiq. Measur-

ing, c haracterizing, and detect-

ing F aceb o ok lik e farms. A CM

T r ansactions on Privacy and

Se curity (TOPS), 20(4):13:1–

13:??, Octob er 2017. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic).

Jarec ki:2021:TFP

[JJK

+

21] Stanisla w Jarec ki, Mohammed

Jubur, Hugo Kra w czyk, Nitesh

Saxena, and Maliheh Shirv a-

nian. Tw o-factor passw ord-

authen ticated k ey exc hange

with end-to-end securit y . A CM

T r ansactions on Privacy and

Se curity (TOPS), 24(3):17:1–

17:37, April 2021. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3446807 .

Jacomme:2021:EF A

[JK21] Charlie Jacomme and Stev e

Kremer. An extensiv e for-

mal analysis of m ulti-factor au-

then tication proto cols. A CM

T r ansactions on Privacy and

Se curity (TOPS), 24(2):13:1–

13:34, F ebruary 2021. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3440712 .

Jin:2019:RPP

[JP19] Hongyu Jin and P anos P a-

padimitratos. Resilien t priv acy

protection for lo cation-based

services through decen traliza-

tion. A

CM T r ansactions on Pri-

vacy and Se curity (TOPS), 22

(4):21:1–21:??, Decem b er 2019.

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/citation.cfm?

id=3319401 .

Jansen:2018:KKI

[JTG

+

18] Rob Jansen, Matthew T raudt,

John Geddes, Chris W acek,

Micah Sherr, and P aul Syv er-

son. KIST: Kernel-informed

so c k et transp ort for T or. A CM

T r ansactions on Privacy and

Se curity (TOPS), 22(1):3:1–

3:??, Jan uary 2018. ISSN

2471-2566 (prin t), 2471-2574

(electronic). URL https:/

/dl.acm.org/citation.cfm?

id=3278121 .

Katsis:2025:ZSM

[KB25] Charalamp os Katsis and Elisa

Bertino. ZT-SDN: an ML-

p o w ered zero-trust arc hitecture

for soft w are-defined net w orks.

A CM T r ansactions on Privacy

and Se curity (TOPS), 28(2):

23:1–23:??, Ma y 2025. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic).

Kim:2023:LSA

[K CS

+

23] Doh yun Kim, Mangi Cho,

Ho c heol Shin, Jaeho on Kim,

Juh w an Noh, and Y ongdae Kim.

Ligh tb o x: Sensor attac k detec-

tion for photo electric sensors via

sp ectrum fingerprin ting. A CM

T r ansactions on Privacy and

Se curity (TOPS), 26(4):46:1–

46:??, No v em b er 2023. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3615867 .

King:2023:EDN

[KH23] Isaiah J. King and H. Ho wie

Huang. Euler: Detecting net-

w ork lateral mo v emen t via scal-

able temp oral link prediction.

A CM T r ansactions on Privacy

and Se curity (TOPS), 26(3):

35:1–35:??, August 2023. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3588771 .

Khan:2020:MAS

[KHV20] Hassan Khan, Urs Hengartner,

and Daniel V ogel. Mimicry at-

tac ks on smartphone k eystrok e

authen tication. A

CM T r ans-

actions on Privacy and Se-

curity (TOPS), 23(1):2:1–2:34,

F ebruary 2020. CODEN

???? ISSN 2471-2566

(prin t), 2471-2574 (electronic).

URL https://dl.acm.org/

doi/abs/10.1145/3372420 .

Khan:2023:SA C

[KKHM23] Shahary ar Khan, Ily a Kabano v,

Y unk e Hua, and Stuart Mad-

nic k. A systematic analy-

sis of the capital one data

breac h: Critical lessons learned.

A CM T r ansactions on Privacy

and Se curity (TOPS), 26(1):

3:1–3:??, F ebruary 2023. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3546068 .

Kim:2018:EPP

[KKK

+

18] Jinsu Kim, Dongy oung Ko o,

Y una Kim, Hyunso o Y o on, Jun-

bum Shin, and Sungw o ok Kim.

Efficien t priv acy-preserving ma-

trix factorization for recom-

mendation via fully homomor-

phic encryption. A

CM T r ans-

actions on Privacy and Se curity (TOPS), 21(4):17:1–17:??,

Octob er 2018. ISSN 2471-2566

(prin t), 2471-2574 (electronic).

URL https://dl.acm.org/

citation.cfm?id=3212509 .

Kluban:2024:DME

[KMY24] Maryna Kluban, Mohammad

Mannan, and Amr Y oussef. On

detecting and measuring ex-

ploitable Ja v aScript functions in

real-w orld applications. A CM

T r ansactions on Privacy and

Se curity (TOPS), 27(1):8:1–

8:??, F ebruary 2024. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3630253 .

Kim:2025:R GS

[KNGK25] Ch ungh y o Kim, Juh w an Noh,

Esmaeil Ghahremani, and

Y ongdae Kim. Revisiting GPS

sp o ofing in phasor measure-

men t: Real-w orld exploitation

and practical detection in p o w er

grids. A

CM T r ansactions on

Privacy and Se curity (TOPS),

28(2):26:1–26:??, Ma y 2025.

CODEN ???? ISSN 2471-2566

(prin t), 2471-2574 (electronic).

Kelb ert:2018:DUC

[KP18] Florian Kelb ert and Alexan-

der Pretsc hner. Data usage

con trol for distributed systems.

A CM T r ansactions on Privacy

and Se curity (TOPS), 21(3):

12:1–12:??, June 2018. ISSN

2471-2566 (prin t), 2471-2574

(electronic). URL https:/

/dl.acm.org/citation.cfm?

id=3183342.

Karegar:2020:DUE

[KPFH20] F arzaneh Karegar, John S¨ oren

P ettersson, and Simone Fisc her-

H ¨ ubner. The dilemma of user

engagemen t in priv acy notices:

Effects of in teraction mo des and

habituation on user atten tion.

A CM T r ansactions on Privacy

and Se curity (TOPS), 23(1):

5:1–5:38, F ebruary 2020. CO-

DEN ???? ISSN 2471-2566

(prin t), 2471-2574 (electronic).

URL https://dl.acm.org/

doi/abs/10.1145/3372296 .

Karunana y ak e:2025:QEA

[KSG

+

25] Na v een Karunana y ak e, Bhan uk a

Silv a, Y aso d Ginige, Suranga

Seneviratne, and Sanja y Cha wla.

Quan tifying and exploiting ad-

v ersarial vulnerabilit y: Gradien t-

based input pre-filtering for en-

hanced p erformance in blac k-

b o x attac ks. A

CM T r ansac-

tions on Privacy and Se curity

(TOPS), 28(2):24:1–24:??, Ma y

2025. CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic).

Kw on:2019:SEI

[KYCP19] Dongh yun Kw on, Ha y o on Yi,

Y eongpil Cho, and Y unheung

P aek. Safe and efficien t imple-

men tation of a securit y system

on ARM using in tra-lev el priv-

ilege separation. A

CM T r ans-

actions on Privacy and Se cu-

rity (TOPS), 22(2):10:1–10:??,

April 2019. ISSN 2471-2566

(prin t), 2471-2574 (electronic).

URL https://dl.acm.org/

citation.cfm?id=3309698 .

Kreutz:2019:ALC

[KYREV19] Diego Kreutz, Jiangshan Y u,

F ernando M. V. Ramos, and

P aulo Estev es-V erissimo. AN-

CHOR: Logically cen tralized se-

curit y for soft w are-defined net-

w orks. A

CM T r ansactions on

Privacy and Se curity (TOPS),

22(2):8:1–8:??, April 2019. ISSN

2471-2566 (prin t), 2471-2574

(electronic). URL https:/

/dl.acm.org/citation.cfm?

id=3301305 .

Lehman:2022:HPS

[LAK

+

22] Sarah M. Lehman, Abrar S. Al-

ruma yh, Kunal Kolhe, Haibin

Ling, and Chiu C. T an. Hidden

in plain sigh t: Exploring pri-

v acy risks of mobile augmen ted

realit y applications. A CM

T r ansactions on Privacy and

Se curity (TOPS), 25(4):26:1–

26:??, No v em b er 2022. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3524020 .

Lev esque:2018:THF

[LCSF18] F ann y Lalonde L ´ ev esque, So-

nia Chiasson, Anil Soma y a ji,

and Jos ´ e M. F ernandez. T ec h-

nological and h uman factors

of malw are attac ks: A com-

puter securit y clinical trial ap-

proac h. A

CM T r ansactions on

Privacy and Se curity (TOPS),

21(4):18:1–18:??, Octob er 2018.

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/citation.cfm?

id=3210311.

Li:2023:VEB

[LDT

+

23] Litao Li, Stev en H. H. Ding,

Y uan Tian, Benjamin C. M.

F ung, Philipp e Charland, W ei-

han Ou, Leo Song, and Congw ei

Chen. V ulANalyzeR: Explain-

able binary vulnerabilit y detec-

tion with m ulti-task learning

and atten tional graph con v olu-

tion. A

CM T r ansactions on

Privacy and Se curity (TOPS),

26(3):28:1–28:??, August 2023.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3585386 .

Le:2025:AAF

[LEMS25] Hieu Le, Salma Elmalaki,

A thina Mark op oulou, and

Zubair Shafiq. AutoFR: Au-

tomated filter rule generation

for adblo c king. A

CM T r ans-

actions on Privacy and Se cu-

rity (TOPS), 28(1):11:1–11:??,

F ebruary 2025. CODEN ????

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3703836 .

Lac h tar:2023:R V A

[LIKB23] Nada Lac h tar, Duha Ib dah,

Hamza Khan, and An ys Bac ha.

RansomShield: a visualization

approac h to defending mobile

systems against ransom w are.

A CM T r ansactions on Privacy

and Se curity (TOPS), 26(3):

27:1–27:??, August 2023. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (electronic). URL https://dl.acm.

org/doi/10.1145/3579822 .

Lanotte:2023:ICS

[LMM23] Ruggero Lanotte, Massimo

Merro, and Andrei Mun tean u.

Industrial con trol systems se-

curit y via run time enforce-

men t. A

CM T r ansactions on

Privacy and Se curity (TOPS),

26(1):4:1–4:??, F ebruary 2023.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3546579 .

Lanotte:2020:F AP

[LMMV20] Ruggero Lanotte, Massimo

Merro, Andrei Mun tean u, and

Luca Vigan` o. A formal ap-

proac h to ph ysics-based at-

tac ks in cyb er-ph ysical systems.

A CM T r ansactions on Privacy

and Se curity (TOPS), 23(1):

3:1–3:41, F ebruary 2020. CO-

DEN ???? ISSN 2471-2566

(prin t), 2471-2574 (electronic).

URL https://dl.acm.org/

doi/abs/10.1145/3373270 .

Lem bk e:2023:SRN

[LRRE23] James Lem bk e, Sriv atsan Ra vi,

Pierre-Louis Roman, and P atric k

Eugster. Secure and reliable

net w ork up dates. A

CM T r ans-

actions on Privacy and Se-

curity (TOPS), 26(1):8:1–8:??,

F ebruary 2023. CODEN ????

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3556542.

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3401897 .

Noh:2019:TBS

[NKS

+

19] Juh w an Noh, Y ujin Kw on, Y un-

mok Son, Ho c heol Shin, Doh yun

Kim, Jaey eong Choi, and Y ong-

dae Kim. T ractor Beam: Safe-

hijac king of consumer drones

with adaptiv e GPS sp o ofing.

A CM T r ansactions on Privacy

and Se curity (TOPS), 22(2):

12:1–12:??, April 2019. ISSN

2471-2566 (prin t), 2471-2574

(electronic). URL https:/

/dl.acm.org/citation.cfm?

id=3309735 .

Naor:2020:SLU

[NRS20] Moni Naor, Lior Rotem, and

Gil Segev. The securit y of lazy

users in out-of-band authen ti-

cation. A

CM T r ansactions on

Privacy and Se curity (TOPS),

23(2):9:1–9:32, Ma y 2020. CO-

DEN ???? ISSN 2471-2566

(prin t), 2471-2574 (electronic).

URL https://dl.acm.org/

doi/abs/10.1145/3377849 .

Nussbaum:2022:P A Q

[NS22] Ey al Nussbaum and Mic hael

Segal. Priv acy analysis of

query-set-size con trol. A CM

T r ansactions on Privacy and

Se curity (TOPS), 25(4):31:1–

31:??, No v em b er 2022. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3532774 .

No orman:2017:SLC

[NVM

+

17] Job No orman, Jo V an Bulc k,

Jan T obias M ¨ uhlb erg, F rank

Piessens, Pieter Maene, Bart

Preneel, Ingrid V erbau whede,

Johannes G¨ otzfried, Tilo M ¨ uller,

and F elix F reiling. Sancus 2.0:

a lo w-cost securit y arc hitecture

for IoT devices. A

CM T r ans-

actions on Privacy and Se curity

(TOPS), 20(3):7:1–7:??, August

2017. CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic).

Oliv eri:2022:LMM

[OB22] Andrea Oliv eri and Da vide

Balzarotti. In the land of

MMUs: Multiarc hitecture OS-

agnostic virtual memory foren-

sics. A

CM T r ansactions on Pri-

vacy and Se curity (TOPS), 25

(4):27:1–27:??, No v em b er 2022.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3528102 .

Osterw eil:2017:IAI

[OBC

+

17] Leon J. Osterw eil, Matt Bishop,

Heather M. Con b o y , Huong

Phan, Borisla v a I. Simidc hiev a,

George S. Avrunin, Lori A.

Clark e, and Sean P eisert. It-

erativ e analysis to impro v e k ey

prop erties of critical h uman-

in tensiv e pro cesses: an election

securit y example. A

CM T r ans-

actions on Privacy and Se curity

(TOPS), 20(2):5:1–5:??, Marc h

2017. CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic).

Ottmann:2024:EAI

[OBF24] Jenn y Ottmann, F rank Bre-

itinger, and F elix F reiling. An

exp erimen tal assessmen t of in-

consistencies in memory foren-

sics. A

CM T r ansactions on

Privacy and Se curity (TOPS),

27(1):2:1–2:??, F ebruary 2024.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3628600 .

Ou:2024:VMA

[ODZ

+

24] W eihan Ou, Stev en Ding, Mo-

hammad Zulk ernine, Li T ao Li,

and Sarah Labrosse. V eriBin:

a malw are authorship v erifica-

tion approac h for APT trac k-

ing through explainable and

functionalit y-debiasing adv er-

sarial represen tation learning.

A CM T r ansactions on Privacy

and Se curity (TOPS), 27(3):

26:1–26:??, August 2024. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3669901 .

Outkin:2019:GQT

[OEG

+

19] Alexander V. Outkin, Bran-

don K. Eames, Meghan A.

Galiardi, Sarah W alsh, Eric D.

V ugrin, Byron Heersink, Jacob

Hobbs, and Gregory D. Wyss.

GPLADD: Quan tifying trust

in go v ernmen t and commercial

systems: a game-theoretic ap-

proac h. A

CM T r ansactions on

Privacy and Se curity (TOPS),

22(3):18:1–18:??, July 2019.

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/citation.cfm?

id=3326283 .

Ozalp:2016:PPP

[OGNS16] Ismet Ozalp, Mehmet Emre

Gurso y , Mehmet Ercan Nergiz,

and Y ucel Sa ygin. Priv acy-

preserving publishing of hier-

arc hical data. A

CM T r ans-

actions on Privacy and Se-

curity (TOPS), 19(3):7:1–7:??,

Decem b er 2016. CODEN ????

ISSN 2471-2566 (prin t), 2471-

2574 (electronic).

On wuzurik e:2019:MD A

[OMA

+

19] Luc ky On wuzurik e, Enrico

Maricon ti, P anagiotis Andri-

otis, Emiliano De Cristofaro,

Gordon Ross, and Gianluca

Stringhini. MaMaDroid: De-

tecting Android malw are b y

building Mark o v c hains of b e-

ha vioral mo dels (extended v er-

sion). A

CM T r ansactions on

Privacy and Se curity (TOPS),

22(2):14:1–14:??, April 2019.

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/citation.cfm?

id=3313391 .

Otoni:2023:SAS

[OMA

+

23] Ro drigo Otoni, Matteo Marescotti,

Leonardo Alt, P atric k Eugster,

An tti Hyv¨ arinen, and Natasha

Sharygina. A solicitous ap-

proac h to smart con tract v eri-

fication. A

CM T r ansactions on

Privacy and Se curity (TOPS),

26(2):15:1–15:??, Ma y 2023.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3564699 .

Oser:2022:RPI

[OvdHLK22] P ascal Oser, Rens W. v an der

Heijden, Stefan L ¨ uders, and

F rank Kargl. Risk prediction of

IoT devices based on vulnera-

bilit y analysis. A

CM T r ansac-

tions on Privacy and Se curity

(TOPS), 25(2):14:1–14:36, Ma y

2022. CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3510360 .

P apaevripides:2021:EMB

[P A21] Mic halis P apaevripides and

Elias A thanasop oulos. Exploit-

ing mixed binaries. A

CM T r ans-

actions on Privacy and Se-

curity (TOPS), 24(2):7:1–7:29,

F ebruary 2021. CODEN ????

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3418898 .

P agani:2022:A T A

[PB22] F abio P agani and Da vide

Balzarotti. AutoProfile: T o-

w ards automated profile genera-

tion for memory analysis. A CM

T r ansactions on Privacy and

Se curity (TOPS), 25(1):6:1–

6:26, F ebruary 2022. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3485471 .

P agani:2019:ITD

[PFB19] F abio P agani, Oleksii F edoro v,

and Da vide Balzarotti. In-

tro ducing the temp oral di-

mension to memory forensics.

A CM T r ansactions on Privacy

and Se curity (TOPS), 22(2):

9:1–9:??, April 2019. ISSN

2471-2566 (prin t), 2471-2574

(electronic). URL https:/

/dl.acm.org/citation.cfm?

id=3310355 .

P ark er:2020:BIB

[PHR

+

20] James P ark er, Mic hael Hic ks,

Andrew Ruef, Mic helle L.

Mazurek, Da v e Levin, Daniel

V otipk a, Piotr Mardziel, and

Kelsey R. F ulton. Build

it, break it, fix it: Con-

testing secure dev elopmen t.

A CM T r ansactions on Privacy

and Se curity (TOPS), 23(2):

10:1–10:36, Ma y 2020. CO-

DEN ???? ISSN 2471-2566

(prin t), 2471-2574 (electronic).

URL https://dl.acm.org/

doi/abs/10.1145/3383773 .

P ark:2024:TRA

[PK24] Namgyu P ark and Jong Kim.

T o w ard robust ASR system

against audio adv ersarial ex-

amples using agitated logit.

A CM T r ansactions on Privacy

and Se curity (TOPS), 27(2):

20:1–20:??, Ma y 2024. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3661822.

P aladini:2023:FDU

[PMP

+

23] T ommaso P aladini, F rancesco

Mon ti, Mario P olino, Mic hele

Carminati, and Stefano Zanero.

F raud detection under siege:

Practical p oisoning attac ks and

defense strategies. A

CM T r ans-

actions on Privacy and Se cu-

rity (TOPS), 26(4):45:1–45:??,

No v em b er 2023. CODEN ????

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3613244 .

P o w ell:2019:MOH

[P o w19] Brian A. P o w ell. Malicious o v er-

tones: Hun ting data theft in

the frequency domain with one-

class learning. A

CM T r ansac-

tions on Privacy and Se curity

(TOPS), 22(4):22:1–22:??, De-

cem b er 2019. ISSN 2471-2566

(prin t), 2471-2574 (electronic).

URL https://dl.acm.org/

citation.cfm?id=3360469 .

P omonis:2018:KP A

[PPK

+

18] Marios P omonis, Theofilos P et-

sios, Angelos D. Kerom ytis,

Mic halis P olyc hronakis, and

V asileios P

. Kemerlis. Ker-

nel protection against just-in-

time co de reuse. A

CM T r ans-

actions on Privacy and Se curity

(TOPS), 22(1):5:1–5:??, Jan-

uary 2018. ISSN 2471-2566

(prin t), 2471-2574 (electronic).

URL https://dl.acm.org/

citation.cfm?id=3277592 .

P erillo:2022:SSE

[PPT22] Angelo Massimo P erillo, Giusepp e

P ersiano, and Alb erto T rom-

b etta. Secure selections on en-

crypted m ulti-writer streams.

A CM T r ansactions on Privacy

and Se curity (TOPS), 25(1):

7:1–7:33, F ebruary 2022. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3485470 .

P oly ak o v:2017:FPR

[PRSV17] Y uriy P oly ak o v, Kurt Rohloff,

Gy ana Sah u, and Vino d V aikun-

tanathan. F ast pro xy re-

encryption for publish/subscrib e

systems. A

CM T r ansactions on

Privacy and Se curity (TOPS),

20(4):14:1–14:??, Octob er 2017.

CODEN ???? ISSN 2471-2566

(prin t), 2471-2574 (electronic).

Pink as:2018:SPS

[PSZ18] Benn y Pink as, Thomas Sc hnei-

der, and Mic hael Zohner. Scal-

able priv ate set in tersection

based on OT extension. A CM

T r ansactions on Privacy and

Se curity (TOPS), 21(2):7:1–

7:??, F ebruary 2018. ISSN

2471-2566 (prin t), 2471-2574

(electronic). URL https:/

/dl.acm.org/citation.cfm?

id=3154794 .

Qian:2022:MMT

[QGS

+

22] Y aguan Qian, Y ank ai Guo, Qiqi

Shao, Jiamin W ang, Bin W ang,

Zhao quan Gu, Xiang Ling, and

Ch unming W u. EI-MTD: Mo v-

ing target defense for edge in-

telligence against adv ersarial at-

tac ks. A

CM T r ansactions on

Privacy and Se curity (TOPS),

25(3):23:1–23:24, August 2022.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3517806 .

Qin:2022:VUF

[QPL

+

22] Le Qin, F ei P eng, Min Long,

Ragha v endra Ramac handra,

and Christoph Busc h. V ul-

nerabilities of unattended face

v erification systems to facial

comp onen ts-based presen tation

attac ks: an empirical study .

A CM T r ansactions on Privacy

and Se curity (TOPS), 25(1):

4:1–4:28, F ebruary 2022. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3491199 .

Qiao:2024:NIB

[QWK24] Y an Qiao, Kui W u, and Ma-

jid Khabbazian. Non-in trusiv e

balance tomograph y using rein-

forcemen t learning in the ligh t-

ning net w ork. A

CM T r ans-

actions on Privacy and Se cu-

rity (TOPS), 27(1):12:1–12:??,

F ebruary 2024. CODEN ????

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3639366 .

Ruoti:2019:USF

[RAD

+

19] Scott Ruoti, Jeff Andersen,

Luk e Dic kinson, Scott Heid-

brink, T yler Monson, Mark

O’Neill, Ken Reese, Brad

Sp endlo v e, Elham V azirip our,

Justin W u, Daniel Zappala,

and Ken t Seamons. A us-

abilit y study of four secure

email to ols using paired partic-

ipan ts. A

CM T r ansactions on

Privacy and Se curity (TOPS),

22(2):13:1–13:??, April 2019.

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/citation.cfm?

id=3313761 .

Rea v es:2017:MBM

[RBS

+

17] Bradley Rea v es, Jasmine Bo w-

ers, Nolen Scaife, Adam

Bates, Arna v Bhartiy a, P atric k

T ra ynor, and Kevin R. B. But-

ler. Mo(bile) money

, mo(bile)

problems: Analysis of branc h-

less banking applications. A CM

T r ansactions on Privacy and

Se curity (TOPS), 20(3):11:1–

11:??, August 2017. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic).

Rao:2019:HPR

[R CBK19] F ang-Y u Rao, Jianneng Cao,

Elisa Bertino, and Murat

Kan tarcioglu. Hybrid pri-

v ate record link age: Separat-

ing differen tially priv ate syn-

opses from matc hing records.

A CM T r ansactions on Privacy

and Se curity (TOPS), 22(3):

15:1–15:??, July 2019. ISSN

2471-2566 (prin t), 2471-2574

(electronic). URL https:/

/dl.acm.org/citation.cfm?

id=3318462 .

Rizvi:2020:EA G

[RF20] Sy ed Zain Raza Rizvi and Philip

W. L. F ong. Efficien t authoriza-

tion of graph-database queries

in an attribute-supp orting Re-

BA C mo del. A

CM T r ansac-

tions on Privacy and Se cu-

rity (TOPS), 23(4):18:1–18:33,

August 2020. CODEN ????

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3401027 .

Rullo:2017:POS

[RMSB17] An tonino Rullo, Daniele Midi,

Edoardo Serra, and Elisa

Bertino. P areto optimal secu-

rit y resource allo cation for In-

ternet of Things. A

CM T r ans-

actions on Privacy and Se cu-

rity (TOPS), 20(4):15:1–15:??,

Octob er 2017. CODEN ????

ISSN 2471-2566 (prin t), 2471-

2574 (electronic).

Rah barinia:2016:EAB

[RP A16] Babak Rah barinia, Rob erto

P erdisci, and Manos An ton-

ak akis. Efficien t and accu-

rate b eha vior-based trac king

of malw are-con trol domains in

large ISP net w orks. A CM

T r ansactions on Privacy and

Se curity (TOPS), 19(2):4:1–

4:??, Septem b er 2016. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic).

Ruggia:2025:DSN

[RPD

+

25] An tonio Ruggia, Andrea P osse-

mato, Sa vino Dam bra, Alessio

Merlo, Simone Aonzo, and Da-

vide Balzarotti. The dark side of

nativ e co de on Android. A CM

T r ansactions on Privacy and

Se curity (TOPS), 28(2):13:1–

13:??, Ma y 2025. CODEN ????

ISSN 2471-2566 (prin t), 2471-

2574 (electronic).

Ramok apane:2023:WUW

[RSR23] Kop o Marvin Ramok apane,

Jose Suc h, and Aw ais Rashid.

What users w an t from cloud

deletion and the information

they need: a participatory ac-

tion study . A CM T r ansac-

tions on Privacy and Se cu-

rity (TOPS), 26(1):5:1–5:??,

F ebruary 2023. CODEN ????

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3546578 .

Rea v es:2018:CSS

[R VS

+

18] Bradley Rea v es, Luis V argas,

Nolen Scaife, Da v e Tian, Lo-

gan Blue, P atric k T ra ynor, and

Kevin R. B. Butler. Character-

izing the securit y of the SMS

ecosystem with public gate-

w a ys. A

CM T r ansactions on

Privacy and Se curity (TOPS),

22(1):2:1–2:??, Jan uary 2018.

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/citation.cfm?

id=3268932 .

Sakib:2023:MIL

[SA G23] Shahnew az Karim Sakib, George T.

Amariucai, and Y ong Guan.

Measures of information leak-

age for incomplete statistical in-

formation: Application to a bi-

nary priv acy mec hanism. A CM

T r ansactions on Privacy and

Se curity (TOPS), 26(4):47:1–

47:??, No v em b er 2023. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3624982 .

Stob ert:2018:PLC

[SB18] Elizab eth Stob ert and Rob ert

Biddle. The passw ord life cy-

cle. A

CM T r ansactions on

Privacy and Se curity (TOPS),

21(3):13:1–13:??, June 2018.

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/citation.cfm?

id=3183341 .

Sharif:2019:GF A

[SBBR19] Mahmo o d Sharif, Sruti Bha-

ga v atula, Lujo Bauer, and

Mic hael K. Reiter. A gen-

eral framew ork for adv ersar-

ial examples with ob jectiv es.

A CM T r ansactions on Privacy

and Se curity (TOPS), 22(3):

16:1–16:??, July 2019. ISSN

2471-2566 (prin t), 2471-2574

(electronic). URL https:/

/dl.acm.org/citation.cfm?

id=3317611 .

Salem:2021:MAA

[SBP21] Aleieldin Salem, Sebastian

Banescu, and Alexander Pretsc hner.

Maat: Automatically analyzing

VirusT otal for accurate lab el-

ing and effectiv e malw are detec-

tion. A

CM T r ansactions on Pri-

vacy and Se curity (TOPS), 24

(4):25:1–25:35, No v em b er 2021.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (electronic). URL https://dl.acm.

org/doi/10.1145/3465361 .

Su:2017:DPM

[SCL

+

17] Dong Su, Jianneng Cao,

Ningh ui Li, Elisa Bertino, Min

Lyu, and Hongxia Jin. Differ-

en tially priv ate K -means clus-

tering and a h ybrid approac h

to priv ate optimization. A CM

T r ansactions on Privacy and

Se curity (TOPS), 20(4):16:1–

16:??, Octob er 2017. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic).

Sciarretta:2020:F AM

[SCR

V20] Giada Sciarretta, Rob erto Car-

b one, Silvio Ranise, and Luca

Vigan` o. F ormal analysis of

mobile m ulti-factor authen ti-

cation with single sign-on lo-

gin. A

CM T r ansactions on Pri-

vacy and Se curity (TOPS), 23

(3):13:1–13:37, July 2020. CO-

DEN ???? ISSN 2471-2566

(prin t), 2471-2574 (electronic).

URL https://dl.acm.org/

doi/abs/10.1145/3386685 .

Senarath:2019:WTU

[SGA19] Aw an thik a Senarath, Marthie

Grobler, and Nalin Asank a Gam-

agedara Arac hc hilage. Will

they use it or not? In v esti-

gating soft w are dev elop ers’ in-

ten tion to follo w priv acy engi-

neering metho dologies. A CM

T r ansactions on Privacy and

Se curity (TOPS), 22(4):23:1–

23:??, Decem b er 2019. ISSN

2471-2566 (prin t), 2471-2574

(electronic). URL https:/

//dl.acm.org/doi/10.1145/

3691633 .

Sh u:2017:LSP

[SYRJ17] Xiaokui Sh u, Danfeng (Daphne)

Y ao, Naren Ramakrishnan, and

T ren t Jaeger. Long-span pro-

gram b eha vior mo deling and at-

tac k detection. A

CM T r ans-

actions on Privacy and Se cu-

rity (TOPS), 20(4):12:1–12:??,

Octob er 2017. CODEN ????

ISSN 2471-2566 (prin t), 2471-

2574 (electronic).

Sc h ulmann:2024:ZMB

[SZ24] Ha y a Sc h ulmann and Sh u-

jie Zhao. ZPredict: ML-

based IPID side-c hannel mea-

suremen ts. A

CM T r ansac-

tions on Privacy and Se cu-

rity (TOPS), 27(4):28:1–28:??,

No v em b er 2024. CODEN ????

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3672560 .

Sam tani:2020:PIE

[SZC20] Sagar Sam tani, Hongyi Zh u,

and Hsinc h un Chen. Proactiv ely

iden tifying emerging hac k er

threats from the Dark W eb:

a diac hronic graph em b edding

framew ork (D-GEF). A CM

T r ansactions on Privacy and

Se curity (TOPS), 23(4):21:1–

21:33, August 2020. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3409289 .

T oreini:2017:TRP

[TSH17] Ehsan T oreini, Siamak F. Sha-

handash ti, and F eng Hao. T ex-

ture to the rescue: Practical pa-

p er fingerprin ting based on tex-

ture patterns. A

CM T r ansac-

tions on Privacy and Se curity

(TOPS), 20(3):9:1–9:??, August

2017. CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic).

T ang:2024:DSR

[TYH

+

24] Li T ang, Qingqing Y e, Haib o

Hu, Qiao Xue, Y axin Xiao,

and Jin Li. DeepMark: a

scalable and robust framew ork

for DeepF ak e video detection.

A CM T r ansactions on Privacy

and Se curity (TOPS), 27(1):

9:1–9:??, F ebruary 2024. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3629976 .

Ugarte-P edrero:2018:CLD

[UPGB18] Xabier Ugarte-P edrero, Mar-

iano Graziano, and Da vide

Balzarotti. A close lo ok at a

daily dataset of malw are sam-

ples. A

CM T r ansactions on

Privacy and Se curity (TOPS),

22(1):6:1–6:??, Jan uary 2018.

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/citation.cfm?

id=3291061 .

Usynin:2023:BGE

[URK23] Dmitrii Usynin, Daniel Ruec k-

ert, and Georgios Kaissis. Be-

y ond gradien ts: Exploiting ad-

v ersarial priors in mo del in-

v ersion attac ks. A

CM T r ans-

actions on Privacy and Se cu-

rity (TOPS), 26(3):38:1–38:??,

August 2023. CODEN ????

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3592800 .

Vidanage:2023:V AF

[V CRS23] An ushk a Vidanage, P eter Chris-

ten, Thilina Ran baduge, and

Rainer Sc hnell. A vulnerabil-

it y assessmen t framew ork for

priv acy-preserving record link-

age. A

CM T r ansactions on

Privacy and Se curity (TOPS),

26(3):36:1–36:??, August 2023.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3589641 .

V eras:2021:LSA

[V CT21] Rafael V eras, Christopher

Collins, and Julie Thorp e. A

large-scale analysis of the se-

man tic passw ord mo del and lin-

guistic patterns in passw ords.

A CM T r ansactions on Privacy

and Se curity (TOPS), 24(3):

20:1–20:21, April 2021. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3448608 .

V alen tim:2024:XSA

[VDMC24] Ro dolfo Vieira V alen tim, Idilio

Drago, Marco Mellia, and F ed-

erico Cerutti. X-squatter:

AI m ultilingual generation of

cross-language sound-squatting.

A CM T r ansactions on Privacy

and Se curity (TOPS), 27(3):

21:1–21:??, August 2024. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3663569 .

V enk atesaramani:2023:D AM

[VWMV23] Ra jagopal V enk atesaramani,

Zhiyu W an, Bradley A. Malin,

and Y evgeniy V orob eyc hik. De-

fending against mem b ership in-

ference attac ks on b eacon ser-

vices. A

CM T r ansactions on

Privacy and Se curity (TOPS),

26(3):42:1–42:??, August 2023.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3603627 .

W agner:2017:ESG

[W ag17] Isab el W agner. Ev aluating

the strength of genomic priv acy

metrics. A

CM T r ansactions on

Privacy and Se curity (TOPS),

20(1):2:1–2:??, F ebruary 2017.

CODEN ???? ISSN 2471-2566

(prin t), 2471-2574 (electronic).

W agner:2023:PP A

[W ag23] Isab el W agner. Priv acy p oli-

cies across the ages: Con-

ten t of priv acy p olicies 1996–

2021. A

CM T r ansactions on

Privacy and Se curity (TOPS),

26(3):32:1–32:??, August 2023.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3590152.

W o o:2019:UEM

[W AK

+

19] Simon S. W o o, Ron Artstein,

Elsi Kaiser, Xiao Le, and Je-

lena Mirk o vic. Using episo dic

memory for user authen tica-

tion. A

CM T r ansactions on

Privacy and Se curity (TOPS),

22(2):11:1–11:??, April 2019.

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/citation.cfm?

id=3308992 .

W ang:2024:SAS

[WD A

+

24] Shen W ang, Mahshid Dela v ar,

Muhammad Ajmal Azad, F ar-

shad Nabizadeh, Stev e Smith,

and F eng Hao. Sp o ofing

against sp o ofing: T o w ard caller

ID v erification in heteroge-

neous telecomm unication sys-

tems. A

CM T r ansactions on

Privacy and Se curity (TOPS),

27(1):1:1–1:??, F ebruary 2024.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3625546 .

W ang:2022:CP A

[WHR

+

22] Xueou W ang, Xiaolu Hou,

Rub en Rios, Nils Ole Tipp en-

hauer, and Mart ´ ın Oc hoa. Con-

strained pro ximit y attac ks on

mobile targets. A

CM T r ansac-

tions on Privacy and Se curity

(TOPS), 25(2):10:1–10:29, Ma y

2022. CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3498543 .

Wiefling:2023:PPS

[WJTL23] Stephan Wiefling, P aul Ren ´ e

Jørgensen, Sigurd Th unem, and

Luigi Lo Iacono. Pump up

passw ord securit y! Ev aluat-

ing and enhancing risk-based

authen tication on a real-w orld

large-scale online service. A CM

T r ansactions on Privacy and

Se curity (TOPS), 26(1):6:1–

6:??, F ebruary 2023. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3546069 .

W u:2020:CPM

[WL20] F ang-Jing W u and Tie Luo.

Cro wdPriv acy: Publish more

useful data with less pri-

v acy exp osure in cro wdsourced

lo cation-based services. A CM

T r ansactions on Privacy and

Se curity (TOPS), 23(1):6:1–

6:25, F ebruary 2020. CO-

DEN ???? ISSN 2471-2566

(prin t), 2471-2574 (electronic).

URL https://dl.acm.org/

doi/abs/10.1145/3375752 .

W ang:2024:DUE

[WML

+

24] Li W ang, Xiangtao Meng, Dan

Li, Xuhong Zhang, Shouling Ji,

and Shanqing Guo. DEEP-

F AKER: a unified ev aluation

platform for facial deepfak e

and detection mo dels. A CM

T r ansactions on Privacy and

Se curity (TOPS), 27(1):10:1–

10:??, F ebruary 2024. CO-

DEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3634914 .

W eda j:2019:DD A

[WPR19] Sam uel W eda j, Kolin P aul, and

Vina y J. Rib eiro. D

ADS: Decen-

tralized attestation for device

sw arms. A

CM T r ansactions on

Privacy and Se curity (TOPS),

22(3):19:1–19:??, July 2019.

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/citation.cfm?

id=3325822 .

W ei:2018:APG

[WR OR18] F engguo W ei, Sank ardas Ro y ,

Xinming Ou, and Robb y .

Amandroid: A precise and gen-

eral in ter-comp onen t data flo w

analysis framew ork for secu-

rit y v etting of Android apps.

A CM T r ansactions on Privacy

and Se curity (TOPS), 21(3):

14:1–14:??, June 2018. ISSN

2471-2566 (prin t), 2471-2574

(electronic). URL https:/

/dl.acm.org/citation.cfm?

id=3183575 .

W ang:2025:MAD

[WW G25] Liang W ang, Zh uangkun W ei,

and W eisi Guo. Multi-agen t

deep reinforcemen t learning-

based k ey generation for graph

la y er securit y . A CM T r ansac-

tions on Privacy and Se curity

(TOPS), 28(2):18:1–18:??, Ma y

2025. CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic).

W agner:2021:DSP

[WY21] Isab el W agner and Iryna

Y evsey ev a. Designing strong

priv acy metrics suites using ev o-

lutionary optimization. A CM

T r ansactions on Privacy and

Se curity (TOPS), 24(2):12:1–

12:35, F ebruary 2021. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3439405 .

W ang:2023:NCN

[WYW

+

23] Huanran W ang, W u Y ang,

W ei W ang, Dap eng Man, and

Jiguang Lv. A no v el cross-

net w ork em b edding for anc hor

link prediction with so cial ad-

v ersarial attac ks. A

CM T r ans-

actions on Privacy and Se-

curity (TOPS), 26(1):7:1–7:??,

F ebruary 2023. CODEN ????

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3548685 .

Y ang:2025:SSI

[YLJW25] Y uxin Y ang, Qiang Li, Y uede

Ji, and Bingh ui W ang. A se-

cret sharing-inspired robust dis-

tributed bac kdo or attac k to fed-

erated learning. A

CM T r ans-

actions on Privacy and Se curity

(TOPS), 28(2):27:1–27:??, Ma y

2025. CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic).

Y an:2019:D A W

[YL V

+

19] Chao Y an, Bo Li, Y evgeniy

V orob eyc hik, Aron Laszk a,

Daniel F abbri, and Bradley Ma-

lin. Database audit w orkload

prioritization via game theory .

A CM T r ansactions on Privacy

and Se curity (TOPS), 22(3):

17:1–17:??, July 2019. ISSN

2471-2566 (prin t), 2471-2574

(electronic). URL https:/

/dl.acm.org/citation.cfm?

id=3323924 .

Y e:2018:VBA

[YTF

+

18] Guixin Y e, Zhan y ong T ang,

Dingyi F ang, Xiao jiang Chen,

Willy W olff, Adam J. Aviv,

and Zheng W ang. A video-

based attac k for Android pat-

tern lo c k. A

CM T r ansactions on

Privacy and Se curity (TOPS),

21(4):19:1–19:??, Octob er 2018.

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/citation.cfm?

id=3230740 .

Y e:2020:UGA

[YTF

+

20] Guixin Y e, Zhan y ong T ang,

Dingyi F ang, Zhanxing Zh u,

Y ansong F eng, P engfei Xu, Xi-

ao jiang Chen, Jungong Han,

and Zheng W ang. Using gen-

erativ e adv ersarial net w orks to

break and protect text captc has.

A CM T r ansactions on Privacy

and Se curity (TOPS), 23(2):

7:1–7:29, Ma y 2020. CO-

DEN ???? ISSN 2471-2566

(prin t), 2471-2574 (electronic).

URL https://dl.acm.org/

doi/abs/10.1145/3378446 .

Y uan:2025:AAD

[YZC

+

25] Xuejing Y uan, Jiangshan Zhang,

Kai Chen, Cheng’an W ei,

Ruiyuan Li, Zhenkun Ma, and

Xinqi Ling. Adv ersarial at-

tac k and defense for commer-

cial blac k-b o x Chinese–English

sp eec h recognition systems.

A CM T r ansactions on Pri-

vacy and Se curity (TOPS), 28

(1):10:1–10:??, F ebruary 2025.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3701725 .

Zhao:2021:EBS

[ZAK

+

21] Benjamin Zi Hao Zhao, Has-

san Jameel Asghar, Mohamed Ali

Kaafar, F rancesca T revisan, and

Haiyue Y uan. Exploiting b e-

ha vioral side c hannels in ob-

serv ation resilien t cognitiv e au-

then tication sc hemes. A CM

T r ansactions on Privacy and

Se curity (TOPS), 24(1):1:1–

1:33, Jan uary 2021. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3414844 .

Zhang:2018:ISP

[ZBA18] Yih ua Zhang, Marina Blan ton,

and Ghada Almashaqb eh. Im-

plemen ting supp ort for p oin t-

ers to priv ate data in a general-

purp ose secure m ulti-part y com-

piler. A

CM T r ansactions on

Privacy and Se curity (TOPS),

21(2):6:1–6:??, F ebruary 2018.

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/citation.cfm?

id=3154600.

Zh uo:2023:SHC

[ZBK

+

23] Sijie Zh uo, Rob ert Biddle,

Y un Sing Koh, Danielle Lot-

tridge, and Gio v anni Russello.

SoK: Human-cen tered phish-

ing susceptibilit y . A CM T r ans-

actions on Privacy and Se cu-

rity (TOPS), 26(3):24:1–24:??,

August 2023. CODEN ????

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3575797 .

Zheng:2025:DPP

[ZCL

+

25] Haibin Zheng, Jin yin Chen, T ao

Liu, Y ao Cheng, Zhao W ang,

Y un W ang, Lan Gao, Shoul-

ing Ji, and Xuhong Zhang.

DP-P oison: P oisoning feder-

ated learning under the co v er

of differen tial priv acy . A CM

T r ansactions on Privacy and

Se curity (TOPS), 28(1):7:1–

7:??, F ebruary 2025. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3702325 .

Zhao:2018:FFI

[ZD18] Siqi Zhao and Xuh ua Ding.

FIMCE: A fully isolated micro-

computing en vironmen t for m ul-

ticore systems. A

CM T r ans-

actions on Privacy and Se cu-

rity (TOPS), 21(3):15:1–15:??,

June 2018. ISSN 2471-2566

(prin t), 2471-2574 (electronic).

URL https://dl.acm.org/

citation.cfm?id=3195181 .

Zolota vkin:2022:IUA

[ZJK

+

22] Y evhen Zolota vkin, Jongkil Ja y

Jeong, V eronik a Kuc h ta, Maksym

Sla vnenk o, and Robin Doss.

Impro ving unlink abilit y of

attribute-based authen tication

through game theory . A CM

T r ansactions on Privacy and

Se curity (TOPS), 25(2):12:1–

12:36, Ma y 2022. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3501260 .

Zhang:2023:DPR

[ZKL23] Xueru Zhang, Mohammad Mahdi

Khalili, and Mingy an Liu. Dif-

feren tially priv ate real-time re-

lease of sequen tial data. A CM

T r ansactions on Privacy and

Se curity (TOPS), 26(1):1:1–

1:??, F ebruary 2023. CODEN

???? ISSN 2471-2566 (prin t),

2471-2574 (electronic). URL

https://dl.acm.org/doi/10.

1145/3544837 .

Zeng:2024:ESH

[ZLD

+

24] Y ong Zeng, Jiale Liu, T ong

Dong, Qingqi P ei, Jianfeng Ma,

and Y ao Liu. Ey es see hazy

while algorithms recognize who

y ou are. A

CM T r ansactions on

Privacy and Se curity (TOPS),

27(1):7:1–7:??, F ebruary 2024.

CODEN ???? ISSN 2471-

2566 (prin t), 2471-2574 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3632292 .

Zhang:2018:V GP

[ZPK18] Y up eng Zhang, Charalamp os

P apaman thou, and Jonathan

Katz. V erifiable graph pro cess-

ing. A

CM T r ansactions on Pri-

vacy and Se curity (TOPS), 21

(4):20:1–20:??, Octob er 2018.

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/citation.cfm?

id=3233181 .

Zhang:2023:SQE

[ZZYY23] Chenhan Zhang, Shiy ao Zhang,

James J. Q. Y u, and Sh ui Y u.

SAM: Query-efficien t adv ersar-

ial attac ks against graph neu-

ral net w orks. A

CM T r ans-

actions on Privacy and Se cu-

rity (TOPS), 26(4):49:1–49:??,

No v em b er 2023. CODEN ????

ISSN 2471-2566 (prin t), 2471-

2574 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3611307.